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“To promote the use of best
practices for providing security
assurance within Cloud
Computing, and provide
education on the uses of Cloud
Computing to help secure all
other forms of computing.”

BUILDING SECURITY BEST
PRACTICES FOR NEXT
GENERATION IT

GLOBAL, NOT-FOR-PROFIT
ORGANIZATION

RESEARCH AND EDUCATIONAL
PROGRAMS

CLOUD PROVIDER
CERTIFICATION - CSA STAR

USER CERTIFICATION - CCSK

WE SEE CLOUD AS THE
FOUNDATION FOR DIGITAL
TRANSFORMATION!
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Who

Belongs to CSA?

» World’s leading cloud providers

HRADTEISVFEESR

Information security thought leaders
BHREFLITIDOEMR-)—F—1=5

Over 50 alobal financial services companies
HADTEERHERE 0L L

End users from finance, insurance, transportation, energy,

manufacturing, retail and many more
T, RIR, B, TRLF— BiE NFEZTOMOIURI—H

Top system integrators and the Big 4
FEDRTLAVTIL—R AKREEEA

IT bellwethers
ITOY)—5—, 188&-5

Leading companies in North America, Europe and Asia
TA)A, AFZ . A—BIN TOTOEFERE

Trusted advisor to governments around the world
HRABPO, WAFHEICEZE N ZHOFHAE-L

CSANDSMET-H
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Cybersecurity is the Critical Investmeni $4/\—tX )T/ FEELGKRE

* Protect the brand

Stay compliant

GDPR fines 20M Euros or 4%

worldwide revenue

Stay out of trouble

Ransomware damage costs predicted
to hit $11.5B by 2019 (source

Cybersecurity Ventures)

Unleash opportunities

But, cybersecurity needs to be “on
demand” to enable the agile digital

What new business is possible if you
can be secure anywhere, anytime?

enterprise...

TSR DRE

TS5 T XDRER

s GDPROEI€(F2FH1—0O
F-(EEHRTLD4%

B/ H =/

S LT DREET
AX2019F 2115(BRIL
(Cybersecurity Ventures)

FXEXTH

cW\VDTHESTHEFTH
5, EABEDRANTEDS
H

L. TORLEEDBREIEIC

[FHA/N\—tXF )T DR

7b§000
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How Cybersecurity is Transforming

Continuous Encryption: reduce the “plaintext”

window of exposure

Identify Mgt beyond the human to all entities

Software Defined Perimeter

DevSecOps automates the Cloud-Native Security
Al/Machine learning to scale up

Cloud becomes the dominant compute and

cybersecurity platform

« Secure encldgvesy Trusted execution environments,
Virtual P ate’CIods

Enterprises will increasing leverage trusted
security partners for expertise and scale

HBA/N—tX2)T4D

fOUARTA—A—3Y

 EEIEDEFEHEIZE>T, FXM
BEND)RIEER

« DEBFANZITTHEKIT RTOFEEIC

» SDP, (Software Defined Perimeter)

* DevSecOpsTHOZIRRAT4T i+t
Fa)T4%%E1R

CAVES—=2 0 TR — VT YT

« OSORNaAVE 1 —T 4T Xl
TADE=BTIVRTH—LAIC
s BT FSANETIRE, /\—
FX I TZAR—r05HR(VPC)

* Security as a Service

- BFIRDEREFEERIZAITT, K
1% (X trusted security partner®
ERLKRZEED D
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Today: Understand the Cloud Security Focus
FI XV X2 )TADRAUNEEFETEHLE

1. Layered Cloud Model 2. shared Responsibility

Infrastructure Platform Software
as a Service

Security Responsibility

Presentation Presentation
Modality Platform

Mostly Consumer Mostly Provider

Applications

Metadata Content

Integration & Middleware

3. Impact t

T =
z &£ 8
— g & 2
Core Connectivity & Delivery s & &
o o ©
e & 0w
Abstraction = £ g
] 5 1]
2« 2 Greater
a8 5 .
Hardware = [ v technical
S 2 9 it
“ o =2 security
Facilities control

implementation
responsibility AS
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Financial Services Case Study:
Building a 100% Cloud-based
Bank

 Medium-sized bank
* Mission: “Bank in the Public Cloud”

« Combination legacy app migration and
new cloud apps

* Introduced concept of “Virtual Enclaves”

* Implementation vetted by regulators

RSP TN
100% 95O FR—ZADBITEES

PRRDIRITET S

EFH:NTVY O IR LDRIT

KRBT T ) r—a v EFILLNVY
IORTT)DEAEE

TR DR (B4 5EEL) 1&0VD
EZAAEDRYAN

EXILZERRH S RHAERA
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Bank high level implementation

Implemented in AWS & Azure clouds “Virtual
Enclave” Architecture

Key components
«  CSP Virtual Private Clouds / SDN tools

«  CSA Software Defined Perimeter
(“Enclave Perimeters”)

. Hardware Security Module (HSM) for
key access

. Multiple Availability Zones / DCs /
Regions

“Continuous Encryption” - shrink plaintext

window

“Immutable Containers” — virtually tamper
proof (DevOps)

25 KRTT: REDHE

AWSEAzure E DRI DFRUHE |
T—XTOF v LEIZHEE
E-ABEHER
« CSPIZ&5HVPCESDNY—JL
« CSADSDP (IRUHDIFER
#®1)
- BEE(ZIIHSM
s BHDTARASE) T4 —2
T—AE A=) =3
o THRHTRIRE Sl —FEX D12k
P 2 W
* “Immutable Containers” (Z&EFa]
nar7F) — S AL A[(DevOps)
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Bank High Level Implementation 459F{T: EEDOHE

Integrated Cloud Security and Architecture with SDP

Perimeter
Security

% ]

SLM Oftices Roaming Users

-_—
Ottar Clouet Provictes
Ot Sitme

Fariner Nefworks

—————— Dovica/User Authentication
SDP Gontrol Channel
Dynamic Secure Connection

Governance, )
Risk and Highly Granular
Compliance Access Control

a Resilient
Operations

Continuous

Continuous

Encryption

Monitoring
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Bank Lessons Learned  SRiTOFHAF/EAEI

AWSEAZUreITO 77 DF&ENIE

 Moving apps between AWS & Azure not _ . o
J 9pp $— LWL REFITAT  IEIEIZHH

seamless, “several months to modify”

AZLT:
 No longer focus on Disaster Recovery <KREEIRETEIXBIFOEETHLY
« Major Clouds “Cannot Fail” « AHVTIRIEIELLILN ]
» Focus on increasing resilience o MAMEREIZFHTRE
- Immutable Containers — even * “Immutable Containers” (ZET
Administrators cannot change N3 T —EEHETI MN
A A

« CSA's Software Defined Perimeter key - CSADSDPAELRIID S

to Iauiceslsfu(!l i.rr:pletmetntatiorT N .« HSYHEDALISER 2 (TS
akes clouad Iintrastructure invisiole . 1‘%’2@%@%?’&%%’5’6

* Eliminates several threat vectors
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Retail Case Study: Agile approach to
Cloud Access Security Broker (CASB)

Description of CASB Capabilities and Benefits I

VISIBILITY

COMPLIANCE

DATA SECURITY

THREAT PROTECTION

Provides visibility into users, data, and devices

Provides ability to manage and monitor cloud service effectiveness

Provides ability to discover, inventory and manage access to approved and unapproved devices
Provides ability to discover Business-led IT cloud services

Provides the ability to determine effectiveness of cloud services to meet security and compliance requirements
Provides file content monitoring to find and report on regulated data in the cloud

Provides the ability to protect enterprise information in the cloud by preventing certain types of sensitive data
from being uploaded

Provides for the potential of applying encryption and tokenization services, if required

Provides ability to identify threats and potential misuse of cloud services

Provides the ability to analyze traffic patterns

Provides ability to identify compromised accounts and malicious usage

Provides the ability to enforce different levels of data access and cloud service functionality based on the user’s
device, location and operating system

INSEEDEH]: CASBD
EEEER

BMEEA) VR

C A TR TR
C 55O —ERDRERE - IR

FRIE | YR ADT oA EDES - EE
ESHREEITISYRH—EZDER
w o XA T4 AVTISATUREREFHL
34/7?37 TNBADHER A
2 OIIREOBRFINET DR ALEE
DI=HDALTFIE=RY LS ME ke
g, BEORET 807 yTO—FERIEL
Tan TEEOBBAEERE
oy - BEISEL. BRI ALERT oL
hAETEE
- BEOBELISYIM—E RO IEFIE
DEAEEMD TR
ZRIZ c NS4\ E3—2 D0

s FOMBNIE=THIVMNFEFADER

s A—HYDT/NAR-FEHET-OSIZIG LT
F—RTFHEALRILEISHRH—E X1
BEDER/EY YT

PO IS
gl
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Retail Case Study: Agile approach to /INsEEDEHI:CASBD
Cloud Access Security Broker (CASB) FRE&EH

Block High-Risk IT . . — AR e et 3 g =
1 Categorize Sanctioned and Unsanctioned Shadow IT Visiility & Comoli Unsanctioned Apps From AB§7|_\ UE/ ﬁﬁ%“:EﬂT 1 EFE-F/ %iii?'
Cloud Apps using ABS Policies and Governance Models sibiity & Compliance Managed/ Unmanaged 1 {::':I%:é :TE‘;ETJ;{G“ = ) /Z\;; Zﬁ;%ﬁ-?;
Devices FrAlvvYE— = ARAT H
DH 217 woTnvs
) Implement API Connectors to Leading Cloud Apps Data Protection Inspect and Report on User . _ o
(0365, Service Now) Activity Integrated to SIEM cFEBHSIRTT) c g * SIEM LJ‘: (Fohn
2 (0365, Service N'c_)__'\n{)’\ R T:l—"féoiﬂw
DAPIARI AN ELE RELLKR—F
Prevent Loss of Company —_ 1 A%ﬂ(""‘ ey
3 Implement Cloud Data Loss Protection Data Protection Confidential or Trade « ASHK ok *T S ik weE
Secret Data 3 977 DLPORE RiE EDRHALE
cFTAUIX TS
Integrate Desktop Malware & Threat Protection for . Sl L cUTIRTTIANDTR « EH A2DIZIRT
4 Cloud Apps Threat Protection Cloud App Malware On/Off 4 HryTEHTILYIT - ~D FUZILYTTH
Network BEAEORMYAN Bl SOABSTRY
by T DR
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cloud
v A

LM security
alliance®

Tools Critical to Case Studies
T—RAITADERI—I
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Cloud Controls Matrix (CCM)

First ever baseline control framework specifically HHEBLHDAR—XSA/avka—)L7

designed for Cloud supply chain risk management: L—LT—5 S ZHSYHYRDYTSA
FI—)ROEBITH IS LI=E%ET

Delineates control ownership (Provider, Customer) 35D AL BRREL (B2 ysF|

Ranks applicability to cloud provider type (SaaS vs PaaS %) ] _

vs laaS) 18X RECSPAA T A5k R (Saas,
PaaS, laaS)

An anchor for security and compliance posture
15measurement

Provides a framework of 16 control domains

LX) T TSAT U RDEFEH
DELEIEIEISFED R &

< ERFEE16IH B DA iR
HADRAEEF)TAIEEADIY

Controls map to global regulations and security standards: FE—/LDIYES :NIST, 1ISO27001,

e.g. NIST, ISO 27001, COBIT, PCI, HIPAA,
FISMA, FedRAMP — mappings growing virally

. COBIT, PCI, HIPAA, FISMA,

POPOR A o(RAMP - E5(HEK
v "

Cloud Controls Matrix

FJONVITIVY ALI¥YNO3IS dNO1I 81T0C ® LHODIYALOD
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Cloud Controls Matrix (CCM)

133 CONTROLS

“‘oud Controls Matrix v3.0.1

m Application & Interface Security

m Audit Assurance & Compliance

Business Continuity Mgmt & Op Resilience
Change Control & Configuration Management
m Data Security & Information Lifecycle Mgmt
Datacenter Security

m Encryption & Key Management

m Governance & Risk Management

m Human Resources Security
m Identity & Access Management
m Infrastructure & Virtualization

m Mobile Security

m Sec. Incident Mgmt, E-Disc & Cloud Forensics

Supply Chain Mgmt, Transparency & Accountability
Threat & Vulnerability Management

BCR

ccc

DSC

S

S

-

BEEECEBEHEE

TFI)r—ar b A—DJ—AEXa)Tq
EERRIEEAVTISATUR

FEUMREELER
EEEHLERERE
T—RtEF 1 TAEERIATH (VL ER
T—RteUEtFxa)T4
EEILLRER
HNFUOREYRYERE
AZE
FATUTATAET ) ERAER
AVTZEFEBIEDEF2) T

HEERMELBERSE

ENAILEX)To

XA TFAATUONER ETARA/NY,
DSI9RTAL D YOI R
YITSAF—DER FAM, RAST
ZELEHEEOEE
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Cconsensus Assessment Initiative
Questionnaire (CAIQ)

Companion to CSA Cloud Controls Matrix (CCM)

Series of Yes/No/NA guestions used to assess

compliance with CCM

Narrative may be included for each question to explain

why the particular answer is given

Helps organizations build assessment processes for

cloud providers

Helps cloud providers assess their own security posture

Core team that originally built this were
from the financial services industry

AR
MIi

«CSA CCMD itk #m

CCMADE S IR RZYes/NO/INATE
258D XL

BRECEIC, BEEDRIEFEGE =D
DERBAZAFINTES

TR BEE(ICRTAIEEIOELR
FEETLHDIZRIID

ISR EXRENBHOEFIT K
eI DDITHKILD

EAICHEL-F—LITEMERNL
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CSA STAR Provider Program

« CSA STAR (Security, Trust and Assurance Registry), 3 Level » CSA STAR (Security, Trust
Provider Certification Program and Assurance Registry): &

P Rk =70

«Managed by CSA in partnership with world leading ISO R FFIRFEREE 0T T L
certification bodies and audit firms « CSAHOHFR D FEMISOZEE

BeRR - B HEIEANSEELTGEE

« HRBPTIIVRERSE. K1
« Adding GDPR certification in 2018 x. BN ERA

Open Certification Framework . QDPR%‘{FEU)E@EIE’&ZOBE(Z
._ o

» Adopted Worldwide by Providers, Enterprises and Governments

3RD-PARTY
ASSESSMENT-BASED
CERTIFICATION

' TRANSPARENCY & ASSURANCE

FJONVITIVY ALI¥YNO3IS dNO1I 81T0C ® LHODIYALOD

18



Software Defined Perimeter

MR 0 Defined Perimeter

D y l' Working Group

Architecture for creating highly secure and trusted end-
to-end networks

BYOD and Internet of Things
Secure virtual private clouds
Make network “dark” until entity is authenticated

Create dynamic perimeters around clients, applications
and hosts

Complementary to Software Defined Networks (SDN)

https://cloudsecurityalliance.org/research/sdp

BEICEX AT CEBETELHIUR
Y—IVRBIEEHEETLIT—FT
F ¥

*BYOD. loTHZE

VPC(RETZA R—rIFIF)

YR T—OS MM RIESNBET
FybD—9%& R Z21E<KLTHL

DSAT N T )r—23>  RAR
DREYIZEINEIERER R

*SDN&#HSERI(ZfE ARl gE

* https://cloudsecurityalliance.org/research/sdp
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https://cloudsecurityalliance.org/research/sdp
https://cloudsecurityalliance.org/research/sdp

Software Defined Perimeter

* We have separated Control communications

from Data communications

» Servers do not accept inbound connections
by default — effectively making them invisible

» Controller maintains authorized clients

Data/Control

Initiating M
Host

Internet of Today

Accepting
Host

MARRN Software Defined Perimeter

D U l" Working Group

HIERBELT —2BRIEFTHE

H—NIETIAHILETIRAINDOURDBEEE
S (HFFEE LN —H— N [T DS B Z A0

AVROA—SMNEFRI SN ITATULEEE

Controller
0\1 ko

&7 N
000,’ \06‘0
v
p)
Initiating % Accepting
Host Host

Elll'
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SDP: Layered Security Controls SDP:LA¥—{tahi:
arkA—)L

* Authentication S
MR Software Defined Perimeter

DI Working Group  Mutual Transport *MAFTLS (Transport
: Layer Security)
Layer Security (MTLS)
SDP
(mTLS)
’60\; "oo,)
0// \\ . . . —_ NTES =
< %o - Device Validation 7/ ADESMERHE
it Data -
Initiating M Accepting ) ) '9\\’(7':“ 7':@”,'53_%)
os os  Dynamic Firewall =7
ynamic Firewalls *% 1757218
Ann * Application TN~ A IR

SVIF Binding
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CSAQEZRH (iR) Critical (and free) CSA Tools
BARZERD A Security Guidance

https://www.cloudsecurityalliance.jp/news « Fundamental catalog of cloud security issues and best practices
ite/?page id=335 * https://cloudsecurityalliance.org/quidance

SECURITY GUIDANCE Top Threats
Ry * Analysis of key threats and risks magnified by cloud

Cloud Controls Matrix (CCM) O IvI

. Cloud Controls Matrix
» Popular security controls framework
 https://cloudsecurityalliance.org/group/cloud-controls-matrix/

Consensus Assessments Initiative

CLOUD SECURITY ALLIANCE . — ™
CODE OF CONDUCT raY Wi

FOR GDPR COMPLIANCE Questionnaire Sl
+ Cloud assessment tool based on CCM
 https://cloudsecurityalliance.org/ group/consensus-assessments/
===e ‘ CSA Security, Trust & Assurance Registry

AR * Repository of cloud provider security assertions
 https://cloudsecurityalliance.org/star

Software Defined Perimeter
 https://cloudsecurityalliance.org/research/sdp

GDPR Code of Conduct

» Compliance tool for providers and customers
* https://gdpr.cloudsecurityalliance.org/

o -
e
r 4 W W __ %

Security, Trust & Assurance
Registry

e https://cloudsecurityalliance.org/group/top-threats P Y SVHE
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https://cloudsecurityalliance.org/guidance
https://cloudsecurityalliance.org/group/top-threats
https://cloudsecurityalliance.org/group/cloud-controls-matrix/
https://cloudsecurityalliance.org/group/top-threats/
https://cloudsecurityalliance.org/star
https://cloudsecurityalliance.org/research/sdp
https://gdpr.cloudsecurityalliance.org/
https://www.cloudsecurityalliance.jp/newsite/?page_id=335

Thank Youl!

pr— , ‘ Contact CSA

. Prios fickoudsecurtyaliance.on . %/ W g : g
ps  Bookmarks 0 Miso Glazed Black... ¥ Grand Challenges L. @ GoFlex Home [} NewTa [) [} Cafiee Tables | Livi.. 5 Lengua de Gatowit.. by Cioud Security Alla... P

i Email: jreavis@cloudsecurityalliance.org
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Latest Initiatives TWItter @ClOUdsa

+ Bxamining the Use of Blockehain
Technology for a Secure IoT - March 13,

Gusines for CP Prvitng G5 STAR Atstaon 2 Site: www.cloudsecurityalliance.org

Release Date: March 20, 2017 2017
e

See All Inititatives

Downloads Archive

Cloud Security Services Management Working Group Charter

ming Meeting
Release Date: March 15, 2017 Upcoming Meetings

Internet of Things Working Group
Platform: Webex
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