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ABOUT THE CLOUD SECURITY ALLIANCE CSAI=DL\T

* Global, not-for-profit organization - ERRROIEE FIFEBhHR &L
* Over 90,000 individual members, more than 400 «EHALBIFALLLE. 400l DXL E.
corporate members, and 80+ chapters 80LL L 0 izt 37 AR
* Building best practices and a trusted cloud USVFDEBRAMEEEIEICTILRT
ecosystem LOEE
- Agile philosophy, rapid development of applied ‘RBERE. REOFROAE—T (G RH
research *GRC:aVTFATUREVARYEBDINFVR
» GRC: Balance compliance with risk management 'é77b>x:57’)b1ﬁ#@1§$§%ﬁﬁbf*ﬁ

* Reference models: build using existing standards

TFATUTAT4:V3IFTA/3—KEDOEHRH
* Identity: a key foundation of a functioning cloud T

HEERME DR
economy “To promote the use of best o fJR— 3 D OSORIE2—T120

) o " t. o . 125176 tF1Y T (RAF
Champion interoperability jpreiatiast for peisling Seeutly | LomWLt-. i<l Nl it
- Enable innovation assurance within Cloud

ke Z 421)S,— )18 e L,
o T — R Y
* Advocacy of prudent public policy

Computing, and provide
education on the uses of Cloud
Computing to help secure all
other forms of computing.”

FBELCTHSRET
Ea—3FFDtEF2l
TAEBDBT=DD;FEI~
D ER#E A+




ABOUT THE CLOUD SECURITY ALLIANCE CSAIZD\T
« RESEARCH “BIRMASRE

. . * https://cloudsecurityalliance.org/research/
* https://cloudsecurityalliance.org/research/ ° Y &

- ADVISE GOVERNMENTS AND PRIVATE ~ *BUNPERISHT B

COMPANIES ‘BE —EMROBEFHE —L—=27
« EDUCATION = PROFESSIONAL * https://cloudsecurityalliance.org/education/
CERTIFICATION — TRAINING U5 NEEEMITEERE
» https://cloudsecurityalliance.org/education/ 2;?:;02 / :l‘;‘;‘:::f/“”ty .
« PROVIDER CERTIFICATION . To promote the use of
. , , jEHE best practices for
* https://cloudsecurityalliance.org/star/ * https://cloudsecurity providing security
« STANDARDS alliance.org/isc/ assurance within Cloud
* https://cloudsecurityalliance.org/isc/ AR Computing, and provide

. * https://cloudsecurity education on the uses of
EVENTS ttps://cloudsecuri |
alllance.org/ ovents Cloud Computing to help
secure all other forms of
computing.”

* https://cloudsecurityalliance.org/events/




Compliance
and assurance:

an excessive

burden?
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Proliferation of compliance schemes
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GENERAL DATA PROTECTION

REGULATION (GDPR)




SCOPE & TIMELINE AROA—TERZA LS
Broader territorial reach than the KDALY LER T Z T R

current regime GDPRIS., [EUBAID 7 —# B HEE & /- (47— S IE
, , , B CHIFEDFEICEEL THAENTHONDE
GDPR applies where processing takes place “in TOBRIERSINS
the context of the CICl’lVl.tleS of an”establzshment of a QDPRILALIEAE 2 4531 T = B 218 & EU AL O
controller or processor in the EU FgEmEE cERING -
. . ° - ﬁ :ﬁ\ El:l —F Eisfg
GDPR applies to controllers outside the EU when iEuém:oiT FEHEALTHRLT—EX
processing activities relate to: . EUBAD T — 4L KD BEEE=4F 5L

- offering goods or services to data subjects in the EU
* monitoring the behavior of data subjects in the EU

} MAY 2016
Text published in the OJEU, v o
E APRIL 2016 enters into force 20 days bp 9
I the EU after 2-year
GDPR was enacted after publication o :
transition period
201654 A 2016458 2018458 25H
GDPRlZE EUERIZXEHH. 2F DRATHMZEBE,
17208 THEAT GDPRZEUZ (<5 F

13



GAME CHANGERS

1. Principle of Accountability &
Transparency

1. SREAREEBAEDRA
2. Data protection compliance is

becoming increasingly risk-based

2. T—RRERFILILY—BIRIAN—

Al
3. Privacy by design and by default

3. TSANS—INNATHF A ETITAILE

TS\ —

4. Right to be forgotten and data
portability

4. TNONDERET—2DAIHkTE

HOFDIRNINEHS

5. Sanctions and Enforcement
5. il &k & 58
6. Fines and enforcement

6. S EEIT

T'—aﬂmmﬁ& S+ HIEFI

- Right to start legal action
ERIFERBAIR DFEF

- Joint liability of controllers and

DroCessors
T—HERELNEZEOLRER

» (Class actions

C J5iEEN



CODES OF CONDUCTS &  #3818%i(Codes of
CERTIFICATION Conducts)&S25T

The Regulation “encourages” gimDPRliu_FOD%ODOD*IJFH%_‘WE
the use of: =

- codes of conducts and *frR)1#(Godes of Conduicts)

- certification mechanisms CREEAN=K L

@ SCOPE: to ensure transparency A3—7 1 EBMEEEOBFEREL

and compliance to the law HDIZY B &

15



CSA
CODE OF CONDUCT

FOR GDPR COMPLIANCE

GDPRESFIZ[MIT1-CSAD{TENRER
(Code of Conduct)




DPA’S OPINIONS ON THE PLA T—RARELBBDOPLA .
WORK D R IZxF 9 55T repcement

I think [the PLA Outline] is a very helpful document, both TPLADIEE |15 IRNEREFZDFFEZDAS
for potential customers of CSPs and for CSPs themselves. —EDTINAA B LB LES

By following closely the WP29 Opinion, it ensures that both parties - o .
9FXMERBEDBERICBRITHICLET, EXRHFRENAHEU

unde.rstand the obl|g.at|ons under EU Iaw. — probably the strictest DT COEE — BEo BN RESRS B L NEREE—%
requirements they will have to comply with. HEETES ES(2LTLND,

Hopefully it will be accepted by CSPs that, if they want to be viewed as - AigsSPIzZ I+ ANSN . FIALTHELNEEE L —H(ZEU
acceptable service providers — especially by EU-based organisations — A —FEHonD(ZE. REDOHFHBREREFEICHEZELE
they are going to have to be able to answer successfully the EMNTEOINELHDE. CSPHEZRLHEEHFT S,
questionnaire that is annexed to the document. FAILSURT—42{R#a3y 35— Billy Hawkes

BILLY HAWKES, IRISH DATA PROTECTION COMMISSIONER

Transparency and information are key to build trust in the ZFTVFITRTALICHIVTELMELIGEHILIEFE

cloud ecosystem. FEFTE/=DDRELS

This is why the CNIL has actively contributed to the elaboration of the ZD1=86(Z. CNILIZPLAOE L NS HEZ LT EIFADIZFEEE
PLA-outline. [CEmRLT=,

As it gets gradually adopted by CSPs, it will become an important CSPAChZEALTLKIZLIzA > T. S HICR & MEBMERE

. : : . , Ao TTAN—REDT-ODIL—LT—I%EET L, EE
building block for constructing a modern ethical and privacy-preserving i NI Fol o 2 - tmeE|—
framework, adequate to the challenges that face all stakeholders in the %ﬁg%fégébﬁiﬁgézgﬂﬁ%gi—g@91][]%"):0—(0)”%@"

digital Id.
Igital wor CNIL*#%k Isabelle Falque—Pierrrotin

ISABELLE FALQUE-PIERROTIN, PRESIDENT OF THE CNIL «ONIL: 75> R EHMER U EEIcET 2EXE82 17



CSA CODE OF CONDUCT:

GOALS

* Kok
5 s
*CQSD*
* *

* 5 X

CLOUD SECURITY ALLIANCE

CODE OF CONDUCT
FOR GDPR COMPLIANCE

Provide CSPs a tool
to achieve EU data
protection and
compliance and
demonstrate it
through self
attestation or
certification

Provide the Cloud
Customer with a
tool to evaluate the
level of CSP data
protection
compliance

CSAMD{TEN R ER(Code
of Conduct):

O—)L

* CSPHEUT—RREEST
ZERL. ThE B2
EERAFE-IXB 2RI &Y,
R CENTEB=HD.
Y—ILZERETHE,

* S RFFAED., CSPD
T—RREETLANILEET
I B=6HDY—IL%. i2
"5,
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CSA CODE OF CONDUCT:
SCOPE & STRUCTURE

« Structured in 2 components

* Kook
*

w
*dEP*
* *

* 5 *

* Privacy Level Agreement
(PLA) Code of Practice
(CoP)

e Governance structure and
mechanisms of adherence

Deals with the ‘B2B’
scenario

* Detailed list of GDPR
requirements

« Strongly based on WP29
Opinions, ENISA Guidelines
and ISO standards

« Considers differences
between CSP-controller and

CCD ArArAcecAr

CLOUD SECURITY ALLIANCE

CODE OF CONDUCT
FOR GDPR COMPLIANCE *

CSAMD1TENFREA(Code of
Conduct): ROA—T &4E Rk

* 2DMNERTIER

o TSAINO—LRILTH)—H

> MPLA)E iR E(CoP)

o HHEIDIEELETDLHEA
B2BER 5| %48 5E
GDPREKEIEM ML) A+
29K 1EXHEERZE  ENISAHA
KSA>  ISORZE(ZEEIZAEMM
T—REEETHHCSPET—A

MIFETHAHCSPOIEE S IxT
9 HEE

19



PLA CODE OF PRACTICE:

REQUIREMENTS

PLAE 3R &0 (Code of Practice):
BREIRE

CSP declaration of

Data portability,

CSPoav754

T — X DA,

Record keeping

Cooperation with the
cloud customers

SCEARFT

Q compliance and migration, and 7R CERBAEE s SR
accountability transfer back DEMR B, RE
CSP relevant contacts Restriction of CSPm&ERERE A & AT 0 ][
and its role processing Z DI
Ways in which the Data retention, = o IR T — X DRF.,
data will be restitution, and T AR A fR. BIBRAR U > —
processed deletion policies 55 R EE A

D7

Data transfer

Legally required
disclosure

T — X DFE*E

B TE D FR

Data security
measures

Remedies for cloud
customers

TF—Rtx 1)
T A XK

HFZE A~ DA

Monitoring

CSP insurance policy

TEZXY»T

777 NEHEED
REDORY > —

Personal data breach

BAT—RDEE

20



PLA CODE OF PRACTICE:
CONTROL SPECIFICATIONS

PLAE R &0 (Code of
Practice): BEIE R DT

Requirement Requirement ID

Control

Control ID

Specification

NAYS IN WHICH THE
JATA WILL BE
’ROCESSED.

BHER

13. activities that are conducted to provide the agreed cloud Rrvice(s) (e.g., data
storage), activitiesconducted atthe customer’srequest (e.g., rt production)and
those conducted at the CSP’s initiative (e.g., backup, dil r recovery, fraud
monitoring).

CSPs that are processors provide to cloud customer:

14. the extent and modalities in which the customer-
binding instructions to the CSP-data processor (General Information - applicable to
CSPs that are processors).

15. Specify how the cloud customers will be informed about relevant changes

concerning relevant cloud service(s), such as the implementation or removal of
functions(Generallnformation-applicable toboth CSPs thatarecontroliers and CSPs

that are processors)

2 Personal data
location

1. Specify the location(s) of all data centres or other data processing locations (by
country) where personal data may be processed, and in particular, where and how
data may be stored, mirrored, backed up, and recovered (this may include both
digital and non-digital means).

3 Subcontractors

WWP-3.1

1. Identify subcontractors and subprocessors that participate in the data processing,
along with the chain of accountabilities and responsibilities used to ensure that data
protection requirements are fulfilled.

WWP-3.2

2. Declaretocloudcustomers thatthe CSPwill notengage anaother processor without
prior specific or general written authorisation of the cloud customer.

WWP-3.3

3. Declare to cloud customers that the CSP impases on other processors the same
data protection obligations stipulated between the CSP and thecloud customer, by
way of a contract {or other binding legal act), in particular providing sufficient

[l toimp ppropriate technical and organisationalmeasures insuch
a manner that the processing will meet the requirements of EU applicable law;

CSP is Data Controller CSP is Data Processor

CSPANT—AEIEE

CSPA T —ARLIEE

H

& ot



MECHANISMS OF ADHERENCE




ADHERENCE MECHANISM

The CSA CoC for GDPR
Compliance contemplates 2
adherence mechanismes:

1. Self Attestation

2. Third-Party Certification

& <F DA

GDPRESFDT=HD
CSATTENRRERIL. 2D D
BSFDEEAZHEL
T3,

1. B2 5 EEEA
2. E=FREE

23



CSA COC SELF CSA {TEIREn
ASSESSMENT B & 5T {fEEEA

- Voluntary publication on the CSASTAR  * BER&IZ£SD
Registry of the: CSA STAR L XK

« Code of Conduct Statement of LTORE:
Adherence * TENFREEST =B
« Self-assessment results based on the * PLARERE T ITL—MIE
PLA Code of Practice (CoP) Template < B el #ER
* No review done by an independent third ¢ $=FIZ&5¥ O (X1T4%:
party Ly
* The CSA provides the adherent * CSAlX. BHEFICIERMAEDDD
Compliance Mark valid for 1 year DT TGAT O ARR—DERT
» Must be revised every time there's a o &2 DR —F - LEHT R D
change to the company policies or Y—ERICEHEL-ERFIEICE
practices related to the service under ENHLEE. BT HL

assessment
24



CSA COC CSA {TEhiEn

CERTIFICATION Saalt
The CSA CoC Certification is a component « GSA{TEIRE BT L
of the CSA STAR CSA STAR O—#p
The assessment is done by a Qualified o SR TN ER
Auditing Partner e SEREETOERILL FEREE:

The validation process aims to verify:
* the correct implementation of CoP

* RERBEERFROBESTRE

Requirements s ERRETUIL—r~DREERN
 the accuracy of information included in BOERME

CoP Template. * CSAlL, HEFEEIC. 120 ABEDD
The CSA provides the adherent with a AVTFAT ORI —VERT
Compliance Mark valid for 12 months. o 21 DOR)—F XM R D
Must be revised every time there's a H—ERICEEL-ERERICEE
change to the company policies or HHLEE. BEFTHE

practices related to the service under
assessment. 25



CSA CODE OF CONDUCT
&

THE STAR PROGRAM

CSAMD 1TENIFRE(Code of Conduct)&
STARZO4S' S5 L




THE PRIVACY OVERLAY TS5A41\—DIEK
A ESTARD R

Compliance
AL
CSA Code of Conduct

Open Certification Framework

Legal

CONTINUOUS MONITORING- *ﬁfﬁﬂ/‘]%m
BASED CERTIFICATION !

Technical

Compliance ARTY
JESSMENT-BASED
TIFICATION

SELF-ASSESSMENT

o]
o
=
<z
==
=}
vy
v
<<
-]
>
e
=
—
o
<
N
v
g
-
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CODE OF CONDUCT &
STAR PROGRAM

The CSA CoC provides a set of legal controls
for CSPs to comply with GDPR legal
requirements

The CCM provides a set of technical security
controls for CSP to align with market needs
and comply with legal requirements.

The joint adoption of the CoC and CCM
provides CSPs with a compliance suite for
both legal and technical security
requirements of GDPR.

Adherence to CoC and CCM requirements
can be demonstrated by achieving a
combination of

e STAR Certification or STAR Attestation or

STAR Self Assessment and
« CODE OF CONDUCT Certification or Self
Assessment

CSA {TENfR&En L
STARZO4Y'S5 L

* CSATTEIFE L. CSPASGDPRD %
MERBEEZESTTH-ODEHE
HOEBEE—KZR4

* CCMIZCSPAMIBNDEREHT=Lik
MEREIEZETT 5O
MEXai)T+EBER —AZR#

s TEIREELCCMO) REHE A IXCSP
[CGDPRDEME LUHATHERE
HZ BT 500ty EiRE

s TERNEBELCCMNEFIILLTDE
DEHFBTERT S ETREATRE:
e STAREZEE. STAREEMEEEA.
STARHCEFEHE DLFhh
* FTEIREBOREEET-13 B 2 54

28



CONTINUOUS ASSURANCE
WITH STAR LEVEL 3

STAR Level 31 & 25 H4RAT




CONTINUOUS AUDITING -

WHY?

Despite the wealth of
certified cloud services
available today, some
customers in heavily
regulated sectors, such as
banking or health do not
feel confident enough to
move to the cloud.

For them, once-a-year
audits applied in
“traditional” certification
are not enough.

Assurance should be given
every month, week, day...

TEREMNEENREN?

SH.RIEZT-{EHDII5VF
H—EZANRHEIATLS(IZEH D
HoF . BLOLVRHFDOHSER. 81T
VPEEEERSFHTIE. 759RADB
TIZH R BEENRFTTIZLNS,

ZOESTERTIE, EHNEIRIE
<8113, FIAOEETRF+H7%
DTHB.

PREEIT A Bif, BEGr, BEfI, &
LWol-3E TRHUSNIDEND
60 (o I o]

30



“Traditional” vs “continuous [GEETY \vsl #RBERY
audit-based” certification BEEHEN—X|DBEE

“Traditional” [HERE )

< 1year 1% >

“continuous” | #E{TEEY |

_IIIIIIIIIIIIIIIIlllllmllll\l\llllllllllll

Requirement: automation \

Z4 8811k |

1 month, 1 day, 1 minute...
128 1B.19. ... ..

31



CONTINUOUS AUDITING -
WHAT?

Continuous Auditing: An
on-going audit process
that aims to assess
Service Qualitative
Objectives (SQOs) and
Service Level Objectives
(SLOs), conducted at a
frequency requested by
the purpose of audit.

BHNEEREEE?

A EEE
BELTITHONEIEEOTOEAT,
H—E X5 E BE(SQO: Service
Qualitative Objectives)&H—E XA
JLB#Z(SLO: Service Level
Objectives)Z i § 57-H(Z. BEED
BEMICEBoLTHEGHETERSN
530,

32



CONTINUOUS AUDIT-
BASED CERTIFICATION

Continuous audit-based
certification: The regular
production of statements
indicating that an
information system meets a
set a predefined of SLOs
and SQOs, each reported at
an expected frequency
through continuous
auditing.

%&%JLE,]JJILE/\_ZOD ics A IE

MENEEN—RDBEE:
AT—rAVEEHBIZRITL. JHR
ERBIER AT LD, TORESH
f=SLO&ESQOITEE L TLNS I EE TR
THOT, HLUR—MIE., HFENEEE
BT, PESN-HETIRH#SIS,

33



CONTINUOIUS CERTIFICATION
PROCESS BEMNEREED70RR

Attributes, Metrics, Frequency, Scope ‘ B HEREE FEE. S1H

Y

Collection

v

. Objectives |B1&
Evidence e 4 Measurement (SLO/SQO)
ST z
;EH0 v vV  sa

Measurement >
results

) mEwes

Evaluation

& il

Findings amm  Certification

BARE




EVALUATION OF A SERVICE H—EXLAN)L

LEVEL OBJECTIVE B#2(SLO)D %
AT
Metric
”ﬂﬁ Measurement
Evza’ence Result

Measurement
A S

35



3 levels of continuous
audit-based certification

Continuous Certification

Auditor: e Continuous auditing
e Auditing tools/process review
e Traditional audit

Extended certification with continuous self-
assessment
Auditee: e Continuous auditing

Auditor: e Auditing tools/process review
» Traditional audit

Continuous self-assessment
Auditee: e Continuous auditing
e Auditing tools/process review

HETREEBER—RAD
SREED3IDDLAIL

R R AR RE
EEFH

MBS
- BEY— L/ FIBOFHE
RERTEE

#E5ERY B C i O Ak SR A2 EE

REEEHE
EEFE

RIS

« BEEY—IL/FIED T
 ERREE

HefE RO B C 5T

WEETHK - BRENESD
« EEBY— )L/ E BN SEE




MUTUAL RECOGNITION OF
CERTIFICATION THROUGH THE
STAR PROGRAM

TARZOY S LZE - DM E DT




MULTIPARTY RECOGNITION fEBEFEGEOI7L—LT—2

FRAMEWORK

CSA is developing a
multiparty recognition
framework for

cloud security
certifications for trustful
and compliant use of
Cloud Computing

This work is partially
done the context of the
EC funded project EU-SEC

CSATIL., 59 FavEa—T105%
{EHEICETE, M DOEEE(CHEMLTE
A3 5B, 959X )T4D
BFHRERICK LB ORBAZRAFR
=,

COEED—EII. ECOEEIEBIC
&£370 x4 EU-SECIOABEL
TETEH

38



EU-SEC - OBJECTIVES AT A GLANCE

EU-SECO R BIZ DS

S EUSEMC European Security

Certification Framework (EU-SEC) is
an innovation project with an aim to
create a framework under which
existing certification and assurance
approaches can co-exist. It has a goal
to improve the business value,

Control & Assurance

Multiparty

effectiveness and efficiency of existing - iR
cloud security certification schemes. -~

Requirements

Selectmn of

CSPS

EU-SEC (European Security Certification .
Framework) (X EFH IO HMT,. IREFET HR BHi
SEEREEDEYEAZHFSE SO D
HERFEITHILEHENELTINNS, BT &
AR RET DRIV X T DRBEEA
F—LOEDHRRMIMIE. B, ShEMEE
WETDHLIZHD.

Cloud Service
Customer (CSC)

Cloud Service Provider (CSP)

Framework
and
Governance

2

Transparency

Continuous
auditing and
certification

Ayjgelunoosoy

Evidence

Tools and
Architecture

Training

.
.I_.

Auditing Body and

Response to request
Competent Authority

39



KEY CERTIFICATION SCHEME COMPONENTS
FAREAF—LDREGHBRER

D7k EX ) T4FREED
HBLLEREIR

Cloud security certification Security Control Frameworks (Cy Ry) —
common areas of comparison

Auditing Mechanisms (C, Ry)
Evidence Acceptance (Cy, Ry) Criteria and Requirements
{Vertically applied)
Auditor qualification (C,, Ry) E’.E&E;}Z:EIE
(EEAMIZER)
Governance model (Cs, R} —
E;ecuril-,r Control Frameworks R BaPa =% T0)Y AT 1: P8 k (P, P ]
Y
Auditing Mechanisms Y s i A Principles
{Horizontally applied)

Evidence Acceptance SERLDZ (T AN
RBIOKFEAMIZER)

Auditor qualification EEBXEANDRATE

Governance model HINFRETIL




THE KEY ROLE OF CCM

Good practice,
specifications

Sector specific
(banking, public se¢

5ERD External

HINFUR governance
se gy
il @
1817
(RS @
HHE
O iy
(ER1T. @
S HIHERE)

Standards

m)

Legislation

)

m)

Requirements

CCMTwELY
CCM mapping

and controls

No gap

Full gap

FruT ot

Creating new
controls

HLWVEER

DEF

RLITAHCCMDEE|

BEFDCCM
EERE
EiEETH

Direct use of existing CCM
controls

EU-SEC®D
rquliJr:eSrElints %EEE%%I%)&
and controls = P
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Email: info@cloudsecurityalliance.org

dcatteddu@cloudsecurityalliance.org

Twitter: @Cloudsa @DanieleCatteddu

icioudsecurityalliance arg/downica . < M g B oamEBO=OOS
lazed Black. ] Grand Crutenges L. ) GoFlex Home [ NewTa [ [ Coffes Tables | i [3] Lengua de Gata wit—. 1) Cloud Security Ala.. 1]

[ - - -
= . Site: www.cloudsecurityalliance.org

Clouc Securty Alfance > Dowrlonds Arcve Latest Initiatives

Downloads Archive e https://cloudsecurityalliance.org/star/# overview

+ Examining the Use of Blockchain
a Secure loT - March 13,

7
Guidelines for CPAs Providing CSA STAR Attestation v2 + CCM - NZISM v2.4 Mapping - March §,

e e 20 207 https://gdpr.cloudsecurityalliance.org

Dawnisad + Guidance v4 - Domain 14; Related
Technologies - January 18, 2017

https://cloudsecurityalliance.org/group/cloud-controls-matrix

(Cloud Security Services Management Working Group Charter
Upcoming Meetings

IETNCY|  PE—— http://www.sec-cert.eu
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