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Ew 55— » Big data:The next frontier for
4% 52 s innovation,competition,and productivity(2011)
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* The Digital Universe of Opportunities (2014
)
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Opinion 7/2015

Meeting the challenges
of big data

A call for transparency, u: erconrold
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- European Data Protection Supervisor
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* Privacy by Design in Big Data(2015)
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* Protecting Consumer Privacy in an Era of

KETHE Rapid Change: Recommendations For
DE:3 % Businesses and Policymakers(2016)
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JEfB IS INISTIR 8053 De-ldentification of Personal
F—AHD Information] (2015&12H)

. (http://nvipubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf)
3Faﬁk5ﬂ1 E - . EMEILT— 8 DIEBMAIL - EA/ILIET 5HEE
EBR1{E & Al - BEEHEANFILTLEBARESIATODAENWT—X0H DS

(Bl RIWFAT 4T -aAVTUOYDEHE - FF)
c A—H—h, TSANI—[CEADHDIERZEMLIZY,
HIfgLI=YU T B5—ADH 5

(. EFHILTOEED A b, HiTEELE)

— - AL L TESERZ I V7 LEEBAAT—2H, &h
D&IdenﬁﬁtaﬁonI::Pel'wPal 6 ﬁﬂ&ﬂ”{tr % -t L/ -i j b- Zb\ & 6

(. ERFEMERMET —2 ZFA L =2REHHR)
- () EERSFOA (Bl #HFE) ZFALIE3EHE
e R T LICBEHT 53R
[Large-scale evaluation of automated clinical note
de-identification and its impact on information
extraction. |

] Am Med Inform Assoc. 2013 Jan 1;20(1):84-94. doi:
10.1136/amiajnl-2012-001012. Epub 2012 Aug 2.
(https://www.ncbi.nlm.nih.gov/pubmed/22859645)

cloud
© —MHEEABRISOREX2)TATSAT P .. 7 la
ik an i ¥ Z7,2016. AYTATIAT Y oSl security

@ J5020 chapter alliances



http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf
http://nvlpubs.nist.gov/nistpubs/ir/2015/NIST.IR.8053.pdf
https://www.ncbi.nlm.nih.gov/pubmed/22859645
https://www.ncbi.nlm.nih.gov/pubmed/22859645

cloud

LM L security

.Japan Chapter

Big Data WGREXZEZEN

—Aan

© —BHFEABERISTREXa1VTATIA4T7Y
X, 2016.



By 45— - Top 10 Big Data Security and Privacy
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Ew 45— * Big Data Security and Privacy Handbook:
2D+ x 100 Best Practices in Big Data Security
s = and Privacy(2016)
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+ 6.1 Implement differential privacy
+ 6.2 Utilize homomorphic encryption
Big Data + 6.3 Maintain Software infrastructure
Security and Prvacy Handbook: * 6.4 Use separation of duty principle
- 6.5 Be aware of re-identification techniques

* 6.6 Incorporate awareness training with focus on privacy
regulations

* 6.7 Use authorization mechanisms

* 6.8 Encrypt data at rest

* 6.9 Implement privacy-preserving data composition

* 6.10 Design and implement linking anonymized datastores

A BEEROEREBRFANTT,

cloud
© —MBHEZEABXRISOFREF2YTATIA47: P.Y.2 Wala i
BHEEARRY 5O ey LML securty

.lem Chapter alliance*



cloud

LM L security

.Japan Chapter alliances»

WGEEID S4BT

© —BHFEABERISTREXa1VTATIA4T7Y
X, 2016.



Big Da’lcad) . CSA% O —/\JLDBig Data WG & 509 3 54t
t&al - Big Data Security and Privacy Handbook: 100 Best
T A / 75 Practices in Big Data Security and PrivacyD#1ER %
1 1R DR oy
=4 *BigDataD+EFx 1) T4 /TSN DAX b
X T30 T4 REEEL, JO—/\)LIZER
XU Ta N T
c TSANY NS - THAY
- E&bikdiT. BaEnlERdi
CFEHETSANTDNT VAN ENTWVSIRELNH D
=&, BigDatalck 5 T7—#FAICOVLWTHHAEL. &
BISE7R E TR E
- HWG & D
* loTWG, SLAS / ~"—2 3 WG &E

cloud
© —BHEEFABRI SV EEFAUTATIATY PY Tl .
% Z,2016. WIMAJ\ . I;S_eCurl{}/
, @ 2030 chapter ©'11FCET



cloud

LM L security

.Japan Chapter

HYBESTEWELL

© —BHFEABERISTREXa1VTATIA4T7Y
X, 2016.



