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Cloud strategy - companies are
approaching their cloud strategy

Strict In-house Integration of Mix of private Mostly
no-cloud IT/moving in-house and public public cloud
policy services to services/public cloud
cloud cloud

Developing Cloud Strategy Existing Cloud Strategy

* 62 total responses, 61% of submissions * 33 total responses, 32% of submissions
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Top Features Desired
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Receive the logs in real-time
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Incident reporting mechanism
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Better solution for data classification
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Primary reason for adopting

cloud computing

Flexible infrastructure capacity

Reduced time for provisioning

Reduction in TCO

o

63%

Top Cloud Applications Adopted

Application development/ 46%
test environment

CRM (ie. Salesforce or similar) 46%

.p|

Email 3%

Collaboration and content
management platforms 41%

Storage/Distaster discovery/ 41%
Data archiving

41%

Data Analysis and lintelligence
Human Resources

9%

NI
w
N
a2

Marketing tools (ie. radiané)

. pig Data services | 6%
Reduced time to market/value 40%
e . Spam management [N 77
Limited in-house technical and - 29%
human resources Customer support/ticketing _ 26%
Service Value _ 29% Processing capacity 23%
Flexible payment models - 28% ERP (Finance and Accounting) 2%
(pay as you go)
Mobile Security Elements _ 22%
Mobility - 26%
Financial Services _ 22%
More advanced applications 24%
and updates ERP (Human capital management 21%
Infrastructure Deployment - S Backend Services _ 20%
Automation (through API services)
: Virtual Desks _ 14%
Better Security 19%
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Cloud computing security
concerns ranked

* Total responses 100%
P!

% 5%7%
4% 13%  30%
Provider lock-in SZ8FE/S 29%

Loss of control of data
(Governance)

w
o
X

NN
v o

%
%
24%

User account control

Isolation failures 3/ LyA 30%

Compliance and 980 0
legal issues %4% 12%

51%
Data confidenciality By MV 60
e’ 15%  19%
Availability oy Eys 30%

29%

%
29%
29%
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Secure deletion Y/ WA
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Malicious insider sy BN/ BWIT)

Lack of auditing oy VA

DETEAGEA % 8% 16%
Data breach YR/ R 55%

User activity
monitoring/visibility % 6% 25%

42%

24%
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Notable Regulations

68% 54% 28% 26%
Data Corporate PCI-DSS National GLBA Basel 3 PA-DSS
Protection Governance Regulations
- Auditing Banking Cybersecurity
Auditing Standards Authorities Framework FDIC
FedRAMP FFIEC GLBA Insurance Standards IRS
ITAR NIST OSFI PIPEDA SEC
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Ensuring compliance by
service providers

Specific clauses in contract

* 102 total responses, 100% of submissions
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Encryption and Anonymization
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1ﬁ)§ﬁ n ‘a— Enforcing data anonymization processes
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About the Cloud Security Alliance

The Cloud Security Alliance is a not-for-profit organization with a mission to promote the use of best practices for
providing security assurance within Cloud Computing, and to provide education on the uses of Cloud Computing to help
secure all other forms of computing. The Cloud Security Alliance is led by a broad coalition of industry practitioners,
corporations, associations and other key stakeholders. For further information, visit us at
http://www.cloudsecurityalliance.org/, and follow us on Twitter @cloudsa.

About CipherCloud

CipherCloud, the leader in cloud visibility and data protection, delivers cloud adoption while ensuring security,
compliance and control. CipherCloud’s open platform provides comprehensive cloud application discovery and risk
assessment, data protection — searchable strong encryption, tokenization, data loss prevention, key management and
malware detection — and extensive user activity and anomaly monitoring services. CipherCloud has experienced
exceptional growth and success with over 3 million of business users, across 11 different industries. The CipherCloud
product portfolio protects popular cloud applications out-of-the-box such as Salesforce, Box, Microsoft Office 365, and

ServiceNow.

CipherCloud, named as SC Magazine’s Best Product of the Year, technology is FIPS 140-2 validated and is backed by
premier venture capital firms Transamerica Ventures, Andreessen Horowitz, Delta Partners, and T-Venture, the venture

capital arm of Deutsche Telekom. For more information, visit www.ciphercloud.com and follow us on Twitter

@ciphercloud.
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