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Control Area

Control

D

Control Specification

Control Notes

Cloud Controls Matrix (CCM) R1.2

HIPAA / HITECH Act

ISO/IEC 27001-21

FedRAMP Security Controls FedRAMP Security Controls
(Final Release, Jan 2012) Release, Jan
—Low

ope Applicability

SIG V6.0

BITS Shared Assessments

BITS Shared Assessments
AUP v5.0

GAPP (Aug 2009)

Jericho Forum

NERC CIP

AICPA
TS Map

AICPA
Trust Service Criteria (SOC 2SM Report)

Compliance - Audit Audit plans, activities and operational action | & & B Bi& ), T—SH R ©7 7L AHR, 7— 45 CFR 164.312(b) Clause 4.2.3 &) NISTSP 80053 R3CA2 | NIST SP 80053 R3 CA-2 L1,L2,L7,L9 L1 Commandment #1 (54.1.0) The entity’s system security is periodicaly reviewed
Plannin items focusing on data duplication, access, 'siiﬁ< boundar) HBE P DELLEREDIE Clause 4.2.30 NIST SP 800-53 R3 CA-2 (1) [NIST SP 800-53 R3 CA-2 (1) Commandment #2 and compared with the defined system security policies.
and data boundary limitations shall be. fid QPR EBNRISNZ 55T Clause 5.1 g NIST SP 800-53 R3 CA-7  |NIST SP 800-53 R3 CA-7 Commandment #3
designed to minimize the risk of business B ’“""*”f"""“ EETHE, HEMFHE Clause 6 NIST SP 800-53 R3 CA-7 (2) 54.2.0 |(S4.2.0) There is a process to identify and address potential
orocass disruption. Audit actities must be | O FMABIETE HESHETAIZESHL. A15.3.1 NIST SP 80053 R3 PL-6 impairments to the entity's ongoing ability to achieve its
planned and agreed upon in advance by objectives in accordance vith its defined system security
stakeholders. policies.
Compliance - CO-02 | Indeperdent eviews and assessmerts shall (R, ZECEIR. e, RBIHER LA DS55 45 CFR 164,308 (a)(8) Clause 4.2.3¢ CAL NIST SP 80053 R3 CAL | NIST SP 80053 R3CAL |12 L2,L4,07,L9, 11 125 Commandment #1 CIP-003-3- R1.3-R43 5410 |(54.1.0) The entity's system securly is periodically reviewed
Independent Audits performed at least annually, or at planned | &/4V 41853, SREF . BRSBHERUNHKRL—S32 ME2.5 45 CFR 164.308(a)(1)(i)(D) |Clause 5.1 g ca2 NISTSP80053R3CA2  [NISTSP80053R3CA2 (113 127 Commandment #2 CIP-004-3 R4 - R4.2 and compared with the defined system security policies.
intervals, to ensure the organization is ) V~£ﬂtﬂ‘6»ki§'ﬂﬂﬂ DI, % ME 3.1 Clause 5.2.1 d) CA6 NIST SP 800-53 R3 CA-2 (1) [NIST SP 800-53 R3 CA-2 (1) |6.6 4.2.1 Commandment #3 CIP-005-3a - R1- R1.1- R1.2
compliant with policies, procedures, ILFLE - @ADL 1R, L ‘”’ PO 9.6 Clause 6 RAS NIST SP 800-53R3 CA-6  |NIST SP800-53 R3CA-6  |121.2b 8.2.7 542.0 |(S4.2.0) There is a process to identify and address potential
standards and applicable regulatory S Cimn R LT 5. A6.18 NIST SP800-53R3RA5  [NIST SP 800-53 R3 RAS 1023 impairments to the entity's ongoing ability to achieve its
requirements (i.e., intemnallexternal audis, NIST SP 80053 R3 RAS (1) 1025 objectives in accordance vith its defined system security
certfications, vulnerabilty and penetration NIST SP 800-53 R3 RA'S (2) policies.
testing) NIST SP 80053 R3 RAS (3)
NIST SP 800-53 R3 RA'S (6)
NIST SP 800.53 R3 RAS (9)
Compliance - Third | CO-03 | Third party service providers shal G—EATO A5, RO-EENAABET ME 2.6 45 CFR 164.308(b)(1) (7623 CA3 NIST SP 80053 R3 CA3 | NISTSP 80053 R3CA3 |24 C24C26,G41.G4z  |c2 1211 ‘Commandment #1 Note: thid party service providers are addressed under either
Party Audits demonstrate compliance with information T OREHE, §—E REH, SLA (delivery level DS 2.1 45 CFR 164.308 (b)(4) A.10.2.1 SA9 NIST SP 800-53 R3 SA-9 NIST SP 800-53 R3 SA-9 1282 L2, L4, L7 L11 4.2.3 Commandment #2 the carve-out method or the inclusive method as it relates to
security and senvice defitions [sgement) EMTLGIHAEEE L. SLADIES DS 2.4 1022 SA-12 NIST SP 80053 R3SC-7 | NIST SP800-53 R3SA9 (1) [12.83 7.24 Commandment #3 the assessment of controls.
and delivery level agreements included in %3 L BEHEORE. & 4 A10.6.2 sc7 NIST SP 800-53 R3 SA-12  |12.8.4 1023
third party contracts. Third party reports, ; ;;L ‘gﬁ,’“?’ww SEERGLC o R e NIST SP800-53R3SC-7 | Appendix A 1024 5220 |(52.2.0) The security obligations of users and the entity's
records and services shall undergo audit and NIST SP 80053 R3 SC-7 (1) Security commitments to users are communicated to
review, at planned intervals, to govern and NIST SP 800-53 R3 SC-7 (2) authorized users.
maintain compliance with the service delivery NIST SP 80053 R3 SC-7 (3) c2.20
greements. NIST SP 800-53 R3 SC-7 (4) (C2.2.0) The system confidentiality and related security
NIST SP 80053 R3 SC-7 (5) obligations of users and the entity's confidentiality and related
NIST SP 800-53 R3 SC-7 (7) security commitments to users are communicated to
NIST SP 80053 R3 SC-7 (8) authorized users before the confidential information is
NIST SP 800-53 R3 SC-7 (12) provided. This communication includes, but is not fimited to,
NIST SP 80053 R3 SC-7 (13) the following matters: (see sub-criteria on TSPC tab)
NIST SP 800-53 R3 SC-7 (18) c36
(C3.6) The entity has procedures to obtain assurance or
representation that the confidentiality policies of thid parties
to whom information is transferred and upon which the entity
relies are in conformity with the entity's defined system
confidentiality and related security policies and that the third
narty is in comoliance with its policies.
Compliance - Contact | CO-04 _|Liaisons and points of contact with local BREBEDERE S, BECAEDERBR ME 3.1 (A616 ATS NISTSP 80053 R3IR6  |NIST SP80053 R3IR-6 _ [1L1e [E) 127 Commandment #1 CIP-001-1a R3 - Ra 5430 |(54.3.0) Environmental, regulatory, and technological changes
|/ Authority authorties shall be maintained in accordance .18, 20 LOBRER LT M A6.L7 IR6 NISTSP80053R3SI-5 | NIST SP 80053 R3IR-6 (1) [125.3 1011 Commandment #2 are monitored and their effect on system security is assessed
Maintenance with business and customer 3 B NISTSP800-53R3 SIS [129 1024 Commandment #3 on a timely basis and policies are updated for that
compliance with legislative, regulatory, and ~"”~~ T 5 ’1‘7{17* 7 assessment.
contractual requirements. Data, objects, S T hr‘{;ﬁ" WLER G
applications, infrastructure and hardware may = .40 | (x4.4.0) Environmental, regulatory, and technological changes
be assigned legislative domain and are monitored, and their impact on system [availabity,
jurisdiction to faciltate proper compliance processing integrity, confidentiality] and security is assessed
points of contact. on a timely basis. System [availabilty, processing integrity,
confidentiality] policies and procedures are updated for such
\aes as reauire
Compliance - CO05 | Statutory, regulatory, and contractual THH AT LOZRRERION T, 5% b ME3.1 1SOIIEC 270012005 ACT NISTSP 80053 RIACL  |NISTSPB00S3 REACL |11 L1 L2,04L7,L9 122 Commandment #1 S3.10 |(S3.0.0) Procedures exist to (1) identiy potential threats of
Information System requirements shal be defined for all ements | BRSO B R BB BRIt Clause 4.2.1 b) 2) AT-1 NISTSP 80053 RIAT-L  [NISTSP80053 R3AT-L (3.1 124 Commandment #2 disruption to systems operation that would impair system
Regulatory Mapping of the information system. The organization's |\'s BEF DMBIEEL-L . ir HLLAHISEE T Clause 4.2.1 ¢) 1) AU-1 NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AU-1 126 Commandment #3 security commitments and (2) assess the risks associated
approach to meet known requirements, and =i *ﬁ*ﬁ”’““*@ L RV RT L i 0F Clause 4.2.1 g) cA1 NIST SP800-53R3 CA-1  |NIST SP 800-53 R3 CA-1 1211 with the identified threats.
adapt to new mandates shall be explicitly ;if,‘ {;J;HE'T'B?'\ ﬁiﬁ"; ":m:é"gg Clause 4.2.3 d) 6) cM-1 NIST SP 800-53 R3CM-1 | NIST SP 800-53 R3 CM-1 324
defined, documented, and kept up to date for ) C ot b Soldyidir 5 Clause 4.3.3 cP-1 NISTSP 80053 R3CP-1 [ NIST SP 80053 R3 CP-1 521 X310 |(x3.1.0) Procedures exist to (1) identify potential threats of
each information system element in the Al I a2 Clause 5.2.1a - f re) NISTSP 80053 R3IA-1 [ NIST SP 80053 R3 IA-1 distuptions to systems operations that would impair system
organization. Inormation system elements | HERRARD ”u#i‘zﬁr&f Bl TEREE Clause 7.3 ¢) ) 17 NISTSP 80053 R3IA-7 [ NIST SP 80053 R3 IA-7 [availabilty, processing integrity, confidentality] commitments
may include data, objects, applications, BRI HTERTHEND. IR-1 NISTSP 80053 R3IR-L  [NIST SP 80053 R3 IR-1 and (2) assess the risks associated with the identified threats.
infrastructure and hardware. Each element 1511 MAL NIST SP 80053 R3MA-1  [NIST SP 800-53 R3 MA-1
igned a legislative domain and 1513 MP-1 NIST SP 80053 R3MP-1  [NIST SP 80053 R3 MP-1
jurisdiction to faciltate proper compliance 1514 PE-L NISTSP 80053 R3PE-1 | NIST SP 800-53 R3 PE-1
mapping. A.15.1.6 PL1 NISTSP 80053 R3PL1 | NIST SP 80053 R3 PL-1
PM-1 NISTSP 80053 R3PS-1 | NIST SP 80053 R3 PS-1
PS-1 NISTSP 80053 R3RA-L  [NIST SP 80053 R3 RA-L
RA-1 NISTSP 80053 R3RA-2  [NIST SP 80053 R3 RA-2
RA-2 NISTSP 80053 R3SA-1 [ NIST SP 80053 R3 SA-1
sal NIST SP800-53 R3SA6 [ NIST SP 80053 R3 SA6
A6 NISTSP 80053 R3SC-1 [ NIST SP 80053 R3 SC-1
sc1 NIST SP800-53 R3SC-13 | NIST SP 800-53 R3 SC-13
sc-13 NISTSP80053R3SI-1 | NIST SP 80053 R3 SC-13 (1)
si1 NIST SP 800-53 R3 SI-1
Compliance - CO-06 | Policy, process and procedure shall be ERHER AR O55y 0T HAD Clause 4.2.1 A6 NIST SP 80053 R3SA6 | NIST SP 80053 R3 SA6 [ Commandment #1 $3.10.0 |(53.10.0) Design, acquisition, implementation, configuration,
Intellectual Property established and implemented to safeguard *‘I 1 @Iz ER NS A6.15 SAT NIST SP 800-53 R3 SA-7 NIST SP 800-53 R3 SA-7 Commandment #2 modification, and management of infrastructure and software.
intellectual property and the use of proprietary  U° e ﬁ" (FEE *"”W"*ﬁé’“ A7.13 PM-5 Commandment #3 are consistent with defined system security policies o enable
software within the legislative jurisdiction and ﬁﬁ E"“"”Wi"b"“ A10.8.2 authorized access and to prevent unauthorized access.
contractual constraints governing the 1243
organization. 1512 (53.13.0) Procedures exist o provide that only authorized,
53.13.0 |tested, and documented changes are made to the system.
Data Governance - | DG-01 |All Gata shall be designated with stewardship | £ RO, BEREAARASNGITIE DS5.1 45 CFR 164.308 ()(2) A613 CAZ NIST SP 80053 R3CA2 | NIST SP 80053 R3 CA2 C251,C252 013,07 621 Commandment #6 CIP-0073 - RL1-R12 5220 |(52.2.0) The security obligations of users and the entity's
Ownership / with assigned responsibilies defined, oL, BEAEAORER, TESN. XEL P02.3 712 PM-5 NIST SP 800-53 R3 CA-2 (1) |NIST SP 80053 R3 CA-2 (1) Commandment #10 Security commitments to users are communicated to
and N FEIELN. A15.1.4 PS-2 NIST SP 800-53 R3 PS-2 NIST SP 800-53 R3 PS-2 authorized users.
RA2 NISTSP 80053 R3RA-2  [NIST SP 80053 R3 RA-2
a2 NISTSP 80053 R3SA2 | NIST SP 80053 R3 SA-2 5230 |(52.3.0) Responsibiity and accountabilty for the entity's
system security polcies and changes and updates to those
policies are communicated to entity personnel responsible for
implementing them.
5380 |(53.8.0) Procedures exist to classify data in accordance with
clsifcatan polies and perkdialy mankor and updste
Data Governance - | DG-02 | Data, and objects containing data, shall be |7 — EETF VIO, P023 A721 RA2 NISTSP 80053 RIRA2Z | NISTSP 80053 R3RAZ  [9.7.1 D13, D22 123 Commandment #9 CIP-003-3- R4 - RS BT 5 O Procedues eXst o clasely Gala T ACCorGARCE W
Classification assigned a classification based on data type, R AR T DS 116 AC-4 NIST SP 80053 R3AC-4 (910 126 classification policies and periodically monitor and update
jurisdiction of origin, jurisdiction domiciled, S0 DEEHE, %ﬁm‘m *ﬁ’ﬁ 123 4.1.2 such classifications as necessary.
context, legal constraints, contractual PE=HIZE TOMIE Psensitivity L EEEITE 8.2.1
constraints, value, sensitiy, crcality o the | 75+ ARERVETRIZESEL . 525 ©3.14.0 |(C3.14.0) Procedures exist to provide that system data are
organization and third party obligation for 826 classified in accordance with the defined confidentiality and
retention and prevention of unauthorized related securty policies.
disclosure or misuse.
Data Governance - DG-03 [Polices and procedures shall be established |7 —5%, F—5& LA T Tz IFDIRULT, PO 2.3 A7.2.2 AC-16 NIST SP 800-53 R3 AC-1 NIST SP 800-53 R3 AC-1 9.5 D22 G.13 112 Commandment #8 CIP-003-3 - R4 - R4.1 S3.2.a [(S3.2.a) a. Logical access security measures to restrict
Handling / Labeling / for labeling, handling and security of data and | Bk, 23 274D nwﬁﬂ %Iﬁh‘ﬁﬁéh DS 11.6 A.10.7.1 MP-1 NIST SP 800-53 R3 MP-1 NIST SP 800-53 R3AC-16 (9.6 510 Commandment #9 access to information resources not deemed to be public.
Security Policy objects which contain data. Mechanisms for | EHHIZEEEL, EEAR IRRIE A10.7.3 MP-3 NIST SP 800-53 R3 PE-1 NIST SP 800-53 R3 MP-1 9.7.1 7.1.2 Commandment #10
label inheritance shall be implemented for :”’ﬁ,ﬁ ‘E‘r \10*7717* ?’Lfﬂ!’ﬁ? A10.8.1 PE-16 NIST SP 800-53 R3 PE-16  |NIST SP800-53 RIMP-3  [9.7.2 8.1.0
objects that acts as aggregate containers for [fV&FRIFEBAEL. si12 NISTSPBO0053R3SI1  |NISTSP800-53 R3PE-16  [9.10 825
data. sco NISTSP 80053 R3SI-12 [ NIST SP 80053 R3 SC-9 826
NIST SP 800-53 R3 SC-9 (1)
NIST SP 800-53 R3 SI-1
NIST SP 800.53 R3 SI-12
Data Governance - | DG-04 |(vL.0) Policies and procedures for data S SRECLBOAN TRIHIEh. . |Conrol fevsion V1.1 ratonale DS 41 45 CFR 164,308 (a)(7)()(A) | Clause 4.3.3 P2 NISTSPB0053 R3CP-2  |NISTSP80053 R3CP2 (3.1 D229 510 Commandment #11 CIP-003-3- Ra.1 4330 |(A3.3.0) Procedures exist to provide for backup, offsite
Retention Policy retention and storage shall be established ¥*7W~ FROBRFEJEIATS DO, /595 DS 4.2 45 CFR 164310 @2)()  |A105.1 cP6 NIST SP800-53R3CP-9  [NIST SP800-53 R3 CP-2 (1) [3.1.1 511 storage, restoration, and disaster recovery consistent with the
and backup or redundancy mechanisms TYTRREALD AD= X LAFHASHEIT IS | Removed the specific reference to tape and disk DS45 45 CFR 164.308(a)(7)()(D) |A.10.7.3 cp-7 NIST SP 800-53 R3 CP-2 (2) 3.2 522 entity’s defined system availability and related security
implemented to ensure compliance with B /9T ITRBOURSYTAMSEIN | backup as there are other media types. DS 49 45 CFR 164 316(b)(2)() crs NIST SP 80053 R3CP-6  [9.9.1 826 policies.
regulatory, statutory, contractual or business |/=XIEERBITAZEBELY, DS 116 (New) cP.9 NIST SP 800-53 R3 CP-6 (1) |95
requirements. Testing the recovery of disk or WOATATIATHBEDT, F=IETARI 1997 si12 NIST SP 800-53 R3 CP-6 (3) (9.6 4340 |(A3.4.0) Procedures exist to provide for the integrity of backup
tape backups must be implemented at VT~ OHEDSREMIRLEL =, AU-11 NIST SP 80053 R3CP7 (107 data and systems maintained to support the entity's defined
planned intervals. NIST SP 800-53 R3 CP-7 (1) system availability and related security policies.
NIST SP 800-53 R3 CP-7 (2)
(11.1) Policies and procedures for data NIST SP 800-53 R3 CP-7 (3) 13.20.0 |(13.20.0) Procedures exist to provide for restoration and
retention and storage shall be established NIST SP 800-53 R3 CP-7 (5) disaster recovery consistent with the entity's defined
and backup or redundancy mechanisms NIST SP 800-53 R3 CP-8 processing integity policies.
implemented to ensure compliance with NIST SP 800-53 R3 CP-8 (1)
regulatory, statutory, contractual or business NIST SP 800-53 R3 CP-8 (2) 13.21.0|(13.21.0) Procedures exist to provide for the completeness,
requirements. Testing the recovery of NIST SP 800-53 R3 CP-9 accuracy, and timeliness of backup data and systems.
backups must be implemented at planned NIST SP 800-53 R3 CP-9 (1)
intervals NIST SP 800.53 R3 CP-0 (3)
Data Governance - | DG-05 | Policies and procedures shall be established mméxru—w-rﬂn\»)T—&Engl.,ai DS 114 45 CFR 164.310 (0)2)( (7926 MP-6 NIST SP 80053 R3MP6 | NIST SP 80053 RAMP-6  [3.1.1 D.2210,D.2211, D.2.2.14, 510 Commandment #11 CIP-007-3- R7-R7.1-R72 |C35.0 |(C3.5.0) The system procedures provide that confidential
Secure Disposal and mechanisms implemented for the secure [L. #2 % 4. FIE, AH=XL 45 CFR 164310 (@)2)(i)  |A10.7.2 PE-L NIST SP800-53 R3PE-L  [NIST SP 800-53 R3 MP-6 (4) [9.10 523 R7.3 information is disclosed to parties only in accordance with the
disposal and complete removal of data from | AEE: MEH L‘ﬁ"‘é?*\~ﬁ7¥$l £oTH NIST SP 800-53 R3 PE-1 9.10.1 entity's defined confidentiality and related security policies.
all storage media, ensuring data is not TSR EETERN SIS LIS, 9.10.2
recoverable by any computer forensic means. a1 $3.4.0 |(53.4.0) Procedures exist to protect against unauthorized
access 1o system resources.
Data Governance - DG-06 | Production data shall not be rephcaled or AET 4T FERELNTEDALY, RS 45 CFR 164.308(a)(4)(i)(B) [A.7.1.3 SA-11 NIST SP 800-53 R3SA-11  [6.4.3 1218 126 Commandment #9 CIP-003-3 - R6 C35.0 [(C3.5.0) The system procedures provide that confidential
Non-Production Data used in non-production environments; YL TS, A10.1.4 cm-04 NIST SP 800-53 R3 SA-11 (1) Commandment #10 information is disclosed to parties only in accordance with the
1242 Commandment #11 entity’s defined confidentiality and related security policies.
A1251
5940 |(3.40) Procedures exist 0 protect agains unauthorzed
access to system resources
€3.21.0 |(C3.21.0) Procedures exist to provide that confidential
information is protected during the system development,
testing, and change processes in accordance with defined
system confidentiality and related security policies.
Data Governance - | DG-07 | Security mechanisms shall be implemented o | 7 — 378 X N ERC 7= DS 116 (71062 AC2 NISTSP 80053 R3ACL | NIST SP 80053 RIAC-2 |12 12.18 721 Commandment #4 C35.0 |(C3.5.0) The system procedures provide that confidential
Information Leakage prevent data leakage. LB ASETAIFESHEL A1254 AC-3 NISTSP 80053 RIAC2 [ NIST SP800-53 R3AC-2 (1) [65.5 810 Commandment #5 information is disclosed to parties only in accordance with the
AC-4 NISTSP800-53R3AC-3  [NIST SP800-53 R3AC-2 (2) [11.1 811 Commandment #6 entity’s defined confidentiality and related security policies.
AC-6 NIST SP 80053 R3AC-2 (3) [11.2 821 Commandment #7
AC-11 NIST SP 800-53 R3AC-2 (4) [11.3 822 Commandment #8 5940 |(3.40) Procedures exst 0 protct against unauthorzed
AU-13 NIST SP 80053 R3AC-2 (7) [11.4 825 Commandment #9 access to system resources
PE-19 NIST SP800-53 RIAC-3 (AL 826 Commandment #10
sc28 NIST SP 80053 R3 AC-3 (3) Commandment #11
A8 NIST SP 800-53 R3 AC-4
si7 NIST SP 80053 R3 AC-6
NIST SP 800-53 R3 AC-6 (1)
NIST SP 80053 R3 AC-6 (2)
NIST SP 800-53 R3 AC-11
NIST SP 80053 R3 AC-11 (1)
NIST SP 800-53 R3 SA-8
NIST SP 800-53 R3 SC-28
NIST SP 800-53 R3 SI-7
NIST SP 80053 R3 SI-7 (1)
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Cloud Controls Matrix (CCM) R1.2

Cloud Sen
Model App!

[

Architectural Relevance
Control Corp Gov.

Control Area Control Specification Control Notes P
D Relevance

Supplier Relationship

ery ope Applicability
bility e Applicability

FedRAMP Security Controls FedRAMP Security Controls sesements B X X

COBIT 4.1 HIPAA / HITECH Act JIEC 27001200 NIST SP800-53 R3 (Final Release, Jan 2012)  (Final Release, Jan 2012 BITS Shared Assessments BITS Shared Assessments  Gapp (aug 2009) Jericho Forum c Ty [t B i DS AR

Data Governance - Risk assessments associated with data SEEOBRFANDDOIRTT CAS 45 CFR 164.308(a)(1)(i)(#) |Clause 4.2.1¢) & g) X NIST SP 80053 R3 CA-3 | NIST SP 80053 R3 CA-3 X L4, L5,L6 L7 y Commandment #1 .10 |(S3.1.0) Procedures exist to (1) identiy potential threats of

Risk shall be conducted HI HUTEEBI-AL, BMBIEEShETH 45 CFR 164.308(a)(8) Clause 4.2.3 d) NIST SP 800-53 R3 RA-2 NIST SP 800-53 R3 RA-2 . . disruption to systems operation that would impair system

at planned intervals considering the following: [[@&5G0, Clause 43.1 & 4.3.3 NIST SP 800-53 R3 RA-3 NIST SP 800-53 R3 RA-3 security commitments and (2) assess the risks associated
less of where sensitive data is stored me‘f*”’:gALﬁﬂ“ f”’*”"”"’” Clause 7.2 & 7.3 y NIST SP800-53R3SI-12  [NIST SP 800-53 R3 SI-12 vith the identified threats.

and anamitd across appications, [ I A 72

databases, servers and network infrastructure e AT LR A . A15.11 - €3.14.0 (C3.14.0) Procedures exist to provide that system data are

+ Compliance with defined retention periods | 4 5= 1513 classified in accordance with the defined confidentiality and

and end-of-fife disposal requirements R RUBTSh LR, 75t A15.1.4 Commandment #11 related security policies.

- Data classification and protection from | X g% . iR, ik AR

Service Tenant /
ohys  Network  Compute P ata laaS.
Phy: twork mput App Data a ot | cme

unauthorized use, access, loss, destruction,
and falsification

SL.2.b-c |(S1.2.b<) b. Classilying data based on its criticality and
sensitivity and that classification is used to define protection
ccess rights and access restrictions, and
retention and destruction policies.

c. Assessing risks on a periodic basis.

Facilty Security - FS01_|Policies and procedures shall be established |7 74 A OBV Jiit, €207 (T 7 W CDE X X X X X X X DS5.7 45 CFR 164.310 @)(1) A511 CAz NISTSP 80053 R3CA2 _ |NISTSPB0053 R3CA2 _ [9.1 FLLF12F13 F14,  [F2 810 Commandment #1 A360 |(A3.6.0) Procedures exist (o restrict physical access (o the
Policy for maintaining a safe and secure working | £BHBRBLHET SO FEHOFIAAREL DS 12.1 45 CFR 164.310 (a)(2)(ii) A9.1.3 PE-1 NIST SP 800-53 R3 CA-2 (1) [NIST SP 800-53 R3 CA-2 (1) {9.2 F15,F.16 F.17,F.L8, 8.1.1 Commandment #2 defined system including, but not limited to, facilities, backup
environment i offices, rooms, facilties and [ SETRIZESEL DS 12.4 45 CFR 164.308(@)(3)()(A) |A9.L5 PE6 NISTSP 80053 R3PE-1 | NIST SP80053 R3PEL (9.3 F.19,F.21,F.22 F23, 8.2.1 Commandment #3 media, and other system components such as firewalls,
secure areas. DS 4.9 45 CFR 164310 (a)(2)(ii) PE7 NIST SP 80053 R3PE-6 | NIST SP800-53 RIPE6 (9.4 F.2.4,F.25, F26,F.27, Commandment #5 routers, and servers.
(New) PES NISTSP 80053 R3PE-7 | NIST SP 80053 R3 PE-6 (1) F.2.8,F.2.9,F.210, F211,
NISTSP 80053 R3PE-8 | NIST SP 800-53 R3 PE-7 F.2.12,F.213, F.214,
NIST 5P 800:53 R2 PE7 (1) F.2.15, F.2.16, F.2.17,
NIST 5P 3 F2.18F219.F.2.20
Facilty Security - FS02 |Physical access to information assets and | 1—FRUGH—F A5 0= S S RBARE CRAE X X X 45 CFR 164.310(a)(1) (A911 PE2 TSP RGTIRIET  [NeTSrat s Rarey 5T F123 F124 F125 |6 821 ‘Commandment #1 CIP-0063cR12-RL3-  |A360 |(A3.6.0) Procedures exist (o restrict physical access (o the
User Access functions by users and support personnel ~OMENET 7L RFHBENETRIEEEEN 45 CFR 164.310(a)(2)(ii) A9.1.2 PE-3 NIST SP 800-53 R3 PE-3 NIST SP 800-53 R3 PE-3 F.126,F.1.28 F12.9, 8.2.2 Commandment #2 R14-R2-R2.2 defined system including, but not limited to, facilities, backup
shall be restricted. . 45 CFR 164.310(b) PE-4 NISTSP 80053 R3PE-6 | NIST SP 80053 R3 PE-4 F1210,F1211,F.1212, 823 Commandment #3 media, and other system components such as firewalls,
45 CFR 164.310 (¢) (New) PES NIST SP 800-53 R3 PE-5 F1213 F.12.14,F.1215, Commandment #5 routers, and servers.
PE6 NIST SP 80053 R3 PE-6 F1224,F.14.2, F146,
NIST SP 800-53 R3 PE-6 (1) F147 F17,F18 F213,
F.2.14,F.215, F.2.16,
F217 F2.18
Facilty Security - FS:03_|Physical security perimeters (fences, walls, | &7 —5 CIRBL AT LERET 5 X X X X X DS123 (A911 PE2 NISTSP 80053 RIPE2  |NISTSPB0053 R3PE2  [9.1 F123 F124 F125  [F2 823 ‘Commandment #1 CIP-0063cR12-RL3-  |A360 |(A3.6.0) Procedures exist (o restrict physical access (o the
Controlled Access barriers, guards, gates, electronic FaUT R (ERIE B B A PE-3 NIST SP 800-53 R3 PE-3 NIST SP 800-53 R3 PE-3 12 Commandment #2 R14-R16-R16.1-R2- defined system including, but not limited to, facilities, backup
oints . physical 7o BFOGER. % PE-6 NISTSP 80053 R3PE-6 | NIST SP 80053 R3 PE-6 Commandment #3 R2.2 media, and other system components such as firewalls,
mechanisms, reception desks and security ;dz TFYTAA—ERVBITRIERS PE-18 NIST SP 800-53 R3 PE-6 (1) Commandment #5 routers, and servers.
patrols) shall be implemented to safeguard | #¥"* NIST SP 800-53 R3 PE-18
sensitive data and information systems.
F.L7F.L8, F.2.13, F.2.14,
F.2.15, F.2.16, F.217, F.2.18
Facily Secuiy - FS-04[Ingress and egress o secure areas shall be l_‘[énY EET7 7L XERT CEEHEI-Y [Proposed vl.L contol fviion redacled uni ure X 3 3 3 3 DS 122 (A911 PE2 NISTSP 80053 R3PE2 | NIST SPB0053 RIPE2 (9.1 F123 F124,F125  [F2 523 Commandment #1 CIP-0063cR12-R13-  |A3.60 |(A3.6.0) Procedures exist (o restrict physical access (o the
Secure Are: constrained and monitored by physical <. t# TALUTADA; 269 | revision due to potential mapping impact not yet DS 123 A9.1.2 PE-3 NIST SP 800-53 R3 PE-3 NIST SP 800-53 R3 PE-3 9.11 F.12.6,F.128, F.129, Commandment #2 R14-R16-R16.1-R2- defined system including, but not limited to, facilities, backup
Au(henzauen access control mechanisms to ensure that | Z =X LIS *Uﬁméﬂ ﬁ’ﬁéh considered: PE-6 NIST SP 800-53 R3 PE-6 NIST SP 800-53 R3 PE-6 9.1.2 F.12.10,F.1.2.11, F.12.12, Commandment #3 R2.2 media, and other system components such as firewalls,
only authorized personnel are allowed ’A‘Tﬂ‘g’w’“‘ PE-7 NIST SP800-53 R3PE-7  |NIST SP 800-53 R3 PE-6 (1) [9.1.3 F.1.2.13,F.1.2.14, F.1.2.15, Commandment #5 routers, and servers.
access. Physical controls and attestation mechanisms shall PE8 NISTSP 80053 R3IPE-8  |NISTSP 80053 RIPE7 (9.2 F1224,F.13,F142,
be designed to address the requirements of PE-18 NIST SP 80053 R3 PE-7 (1) FL4.56, F.147, F.L6,
legislative plurality and their results shared with NIST SP 800-53 R3 PE-8 FL7FL8, F.2.13 F.2.14,
tenants NIST SP 800-53 R3 PE-18 F.2.15, F.2.16, F.2.17, F.2.18
7 LI =
TOEHETFUREHBLTHE,
Facilty Security - PS5 [Ingess and egress pomts such as sevice |7 _EXTUTGEDEAL RURAER L (REDRE AREE SHRABOL T X% 3 3 X 3 X X X X X 3 DS 123 (A916 PET NIST SP 80053 R3PE-7 | NIST SP 80053 R3 PE-7 F123 F124,F125  [F2 823 ‘Commandment #1 CIP-0063cR12-R13-  |A3.60 |(A3.6.0) Procedures exist (o restrict physical access to the
Unauthorized Persons| areas and other poins where unauthorzed L ARSI E ASCELBS R B, |4 7o mmu%rﬁza)\é'ﬁmrﬁ PE-16 NIST SP 800-53 R3 PE-16 | NIST SP 80053 R3 PE-7 (1) F.126 F.128, F.12.9, Commandment #2 RL4 defined system including, but not limited to, facilties, backup
Entry personnel may enter the premises shall be | E32L. ﬁf ‘!ﬁ‘r amlx 750)& ABHE. m—mu ([FEREET PE-18 NIST SP 800-53 R3 PE-16 F.12.10, F.1.2.11, F.1.2.12, Commandment #3 media, and other system components such as firewalls,
monitored, controlled and, if possible, isolated | *’;_*k < SRE: 9&’!3‘55"‘5 g‘ g%‘iﬁ 5EW“”’Z}W I HALERIE NIST SP 800-53 R3 PE-18 F.1.2.13,F.1.2.14, F.1.2.15, Commandment #5 routers, and servers.
ecentsnasmrsed s comopion, ssmusEEomIosen. SHRNE FraoFiinrie.
compromise and loss. a FL7FL8, F.2.13 F.2.14,
F.2.15, F.2.16, F.2.17, F.2.18
Facillty Security - Off- | FS-06 | Authorization must be obtained prior o N—Fz7 UIror7. ERET—51E. BRIO|N—F. Uk T AERORRBREC o MA . X X X X X 3 X 3 45 CFR 164.310 (d)(1) (A927 MAL NISTSP 80053 R3MA-L | NIST SP80053 RAMAL (9.8 F2.18 G21 825 ‘Commandment #6 S32. |(53.2.4) 1. Restriction of access (o offine storage, backup data,
Site Authorization relocation or transfer of hardware, software or | ¥ A%<, #H=BELILZ BEED LEEI DK A.10.1.2 MA-2 NIST SP 800-53 R3 MA-2 NIST SP 800-53 R3 MA-2 9.9 8.2.6 Commandment #7 systems, and media.
data to an offsite premises. RTVIIISIROBE. ENREORBHBETHS PE-16 NIST SP 800-53 R3 PE-16 | NIST SP 800-53 R3 MA-2 (1)
NIST SP 800-53 R3 PE-16 C3.9.0 |(C3.9.0) Procedures exist to restrict physical access to the
U‘ *”m%“"”“?;%‘”%igﬂﬁﬁ o, 2;’17 defined system including, but not imited to: facilies, backup
media, and other system components such as firewalls,
routers, and servers.
Facillty Security - Off- | FS-07 |Policies and procedures shall be established | S80I CREE . EMEN HEEI-OL\C | Proposed v1.1 control revision redacted until future X X 3 X X 3 X 3 45 CFR 164.310 (¢ ) (A925 AC-1T NIST SP 80053 R3AC-17 | NIST SP 80053 RIAC-17 (9.8 F.2.18, F.2.19, ‘Commandment #4 534 |(53.4) Procedures exist (o protect against unauthorized
Site Equipment for securing and asset management for the | 1. SR CHRLA S <BIT 2@ EEEND A revision due to potential mapping impact not yet 45 CFR 164.310 (d)(1) A.9.2.6 MA-1 NIST SP 800-53 R3 MA-1 NIST SP 800-53 R3 AC-17 (1)[9.9 Commandment #5 access to system resources.
use and secure disposal of equipment FRESHLESNEITRITEDEL considered: 45 CFR 164.310 (d)(2)() PE-1 NIST SP 800-53 R3 PE-1 NIST SP 800-53 R3 AC-17 (2){9.10 Commandment #11
maintained and used outside the PE-16 NIST SP 80053 R3 PE-16 | NIST SP 80053 R3 AC-17 (3)
organization's premise. Policies and procedures governing asset PE-17 NIST SP 800-53 R3 AC-17 (4)
management shall be established for secure NIST SP 80053 R3 AC-17 (5)
repurposing of equipment and resources prior to NIST SP 800-53 R3 AC-17 (7)
tenant assignment or jurisdictional transport NIST SP 80053 R3 AC-17 (8)
BEUUY—ZORLLEHAETSHY. TF NIST SP 800-53 R3 MA-1
CEAOFY S TE - EEHRE () A THODMI NIST SP 800-53 R3 PE-1
\REFBEHNTISHBLUFMERHTHE, NIST SP 800-53 R3 PE-16
NIST SP 800-53 R3 PE-17
Facilty Security - FS08|A complete inventory of critical assets shall | EBGAET ~TI=oL\C, B BEEAL. XE X X X X X X X X X X X X 45 CFR 164.310 (0)2)( A711 -8 NIST SP 80053 R3CM-8 | NIST SP 80053 R3CM-8__[9.0.1 D.11,021.D22, D1 ‘Commandment #6 $3.10 |(53.1.0) Procedures exist to (1) identiy potential threats of
Asset Management be maintained with ownership defined and [ {EL1= B ERERL. #IFTBE. 712 NIST SP 800-53 R3 CM-8 (1) 12.3.3 Commandment #7 disruption to systems operation that would impair system
NIST SP 800-53 R3 CM-8 (3) [12.3.4 Commandment #8 security commitments and (2) assess the risks associated
NIST SP 800-53 R3 CM-8 (5) with the identified threats.

€3.14.0 |(C3.14.0) Procedures exist to provide that system data are
classified in accordance with the defined confidentiality and
related security policies.

S1.2.0-c |(S1.2.b-c) b. Classifying data based on its critcality and
sensitivity and that classification s used to define protection
requirements, access rights and access restrictions, and
retention and destruction policies.

c. Assessing risks on a periodic basis.

Human Resources | HR-01 _|Pursuant to local laws, regulations, ethics and | R . 11T RUH = EDFAEDT ~TD X X X X X X X PO76 (AB12 PS2 NISTSP 80053 RIPS2  |NISTSPB0053R3PS2 127 E2 E2 129 Commandment #2 CIP-004-3- R2.2 (S3.11.0) Procedures exist (0 help ensure that personnel
Security - contractual constraints all employment EHEIS OV TOREGE DRI, BED !; PS-3 NIST SP 800-53 R3 PS-3 NIST SP 800-53 R3 PS-3 1283 Commandment #3 S3.11.0 |responsible for the design, development, implementation, and
Background candidates, contractors and third parties will | &% A RUMBISHE>TITSC &, COHREI Commandment #6 operation of systems affecting confidentiality and security
Screening be subject to background verification GG SRABRUERD fe ] Commandment #9 have the qualiications and resources to fulil their

proportional to the data classification to be
accessed, the business requirements and
accentable risk

responsibiltes

Human Resources HR-02 | (v.0) Prior to granting individuals physical or YR L F [17—5~wm!sq;r [: Control revision v1.1 rationale: X X X X X X X X X X X X DS21 45 CFR 164.310(a)(1) (A615 P4 NIST SP 80053 R3PS-1 _ |NIST SPB00-53 R3PS-1  |12.4 E35 c1 129 Commandment #6 5220 |(52.2.0) The security obligations of users and the entity's
Securiy - logical access to facilties, systems or data, |87 22 EF 2T 45 CFR 164.308(a)(4)() A8.13 PS6 NISTSP800-53R3PS2  [NISTSPB00-53R3PS-2  [12.8.2 826 Commandment #7 security commitments to users are communicated to
Employment employees, coniractors, third pary users and |8 ”’*‘Iﬁg&l‘iﬁgli 'ﬂit*l"ﬂ H Added “tenant" into scope of control specification. PS7 NIST SP800-53 R3PS-6 | NIST SP 800-53 R3 PS-6 authorized users
Agreements customers shall contractually agree and sign R, FHob NIST SP800-53R3PS-7  [NIST SP 800-53 R3 PS-7

the terms and conditions of their employment g”'““"" AEIAEL. & ’Eﬂ’ JEEM,

or service contract, which must explicitly
include the parties responsibilty for
information security.

(vL.1) Prior to granting individuals physical or
logical access to facilties, systems or data,
employees, contractors, third party users and
tenants and/or customers shall contractually
agree and sign equivalent terms and
conditions regarding information security
responsibilties in employment or service
contract

Human Resources - | HR-03 | Roles and responsibiliies for performing EAOE T LU RAF e DRI Proposed v1.1 control revision redacted until future X X X X X X PO78 45 CFR 164.308 @@)((C) |AB3.1 PS4 NISTSP 80053 R3PS2 | NIST SP 80053 R3 PS-2 E6 822 ‘Commandment #6 5320 |(53.2.d) Procedures exist (o festict logical access (0 the

Employment lemployment termination or change in B R U RIS, BRI ST, XEEL, Eﬁé revision due to potential mapping impact not yet PS5 NIST SP 800-53 R3 PS-4 NIST SP 800-53 R3 PS-4 1025 Commandment #7 system and information resources maintained in the system

Termination employment procedures shall be assigned, ~ [11&=&. considered: NIST SP800-53R3PS5 [NIST SP 800-53 R3 PS-5 including, but not limited to, the following matters:
documented and communicated. NISTSP 80053 R3PS-6 | NIST SP 80053 R3 PS-6 d. The process to make changes and updates to user profiles

Roles and responsibilties following employment NIST SP800-53R3PS-8 [NIST SP 800-53 R3 PS-8
termination or change in employment procedures
must follow the terms of the master agreement with
the tenant(s).

(53.8.¢) e. Procedures to prevent customers, groups of
S3.8.¢ |individuals, or other enities from accessing confidential
information other than their own

HRFHETEDLN T\ HMME - RENHSBMBE
R, 7T EDERUROEHE—HEML TS
EY

Information Security - | 1501 | An Information Security Management —SEhE BR AR ILEITY X X X X X X X X X X X X |RzDS5.2 45 CFR 164.308(@)(1)() Clause 4.2 PM-1 121 ALB1 521 Commandment #1 CIP-001-1a - R1-R2 (x1.2) The entity’s system [availabilty, processing integrty,
Management Program Program (ISMP) has been developed, £, WEASRET S0, B R2DS5.5 45 CFR 164.308(a)(1)([i)(B) |Clause 5 PM-2 122 Commandment #2 CIP-003-3-R1-R11-R4  [x1.2 confidentiality and related] security policies include, but may

documented, approved, and implemented that W EWW m‘!w’“ﬂ“lfﬁﬂiﬁt’h‘h‘ 45 CFR 164.316(b)(1)() A6.11 PM-3 CIP-006-3¢ R1 not be limited to, the following matters:

includes administrative, technical, and 1 *”JWKTM‘S‘MSW;'W XEIEL, K 45 CFR 164.308(a)(3)()) A6.1.2 PM-4

physical safeguards to protect assets and 'glﬁéjﬂ' FR A DN (New) 613 PM-5

data from loss, misuse, unauthorized access, 45 CFR 164.306(2) (New)  [AG.L4 PM-6

JHToA TR

disclosure, alteration, and destruction. The R 615 PM-7

securty program should address, butnotbe |- i 58t 616 M-8

limited to, the following areas insofar as they REaIT o8 617 PM-9

relate to the characteristics of the business: |- 618 PM-10

« Risk management Tlbeia PM-11

« Security policy e ARy

+ Organization of information security ;Ehﬁ(;;"\""‘"mﬂw Camun

« Asset management ER

« Human resources securit WROATAORS. iR RF

« Physical and environmental security
+ Communications and operations
management

+ Access control

« Information systems acquisition,
development, and maintenance
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Cloud Controls Matrix (CCM) R1.2

Cloud S ery .
[T — oud Sevico DAy uppierRelationship [E—
Control o G M
Control Area onre Control Specification Control Notes APED
D Relevance

FedRAMP Security Controls FedRAMP Security Controls 7 7
Y . 5 BITS Shared Assessments  BITS Shared Assessments . AICPA  AICPA
) 2012) 2 1 DSS v2. o s ug 2009 ericho Fe NERC C
‘wi‘ Gl Jan 2iH) [F";:E:JE':E"E:T’S"E ?f’lmitr‘ GEIEEED SIG V6.0 AUP v5.0 CARE(GHC12000) SO NERCICEY TSMap Trust Service Criteria (SOC 2SM Report)

Service Tenant /
Provider  Consumer

COBIT 4.1 HIPAA / HITECH Act ISO/IEC 27001-200¢

Phys  Network Compute App. Data

Information Security - | 1502 | Executive and line management shall take SELAFSIT, Bo0M5 45 CFR 164.316 ()(2)(i)  |Clause 5 NIST SP 80053 R3 CM-1 Commandment 13 CIP-003-3- R1-RL1 (51.3.0) Responsiility and accountability for developing and
Management Support formal action to support information security !Emﬁwxﬂuﬁrnﬁimzﬂ T fRHt 45 CFR 164.316 (b)(2)(ii) ~ [A6.1.1 PM-1 Commandment #6 maintaining the entity’s system security policies, and changes
/ involvement tion FAUFAEERIZHHT A PM-11 and updates to those policies, are assigner
verification of assignment execution The entity has prepared an objective description of the system
and its boundaries and communicated such description to
authorized users
The securlty obligations of users and the entity's security
commitments to users are communicated to authorized users.
Information Security - | 1503 shall approve a formal ERETa T ERRHEE BERLIoT 3 3 3 3 3 X DS52 45 CFR 164.316 (a) Clause 4.2.1 ACT NISTSP 80053 RIACL | NIST SP 80053 RIACT |12 B1 810 ‘Commandment #1 CIP-003-3- R1-RL1-RL2-|SL.LO |(SL.10) The entity's security policies are established and
Policy information security policy document which Eh. B ORAT, BET H5 45 CFR 164.316 (b)(1)(i) Clause 5 AT-1 NIST SP 800-53 R3 AT-1 NIST SP 800-53 R3 AT-1 122 8.1.1 Commandment #2 R2-R21-R22-R23 periodically reviewed and approved by a designated individual
shall be communicated and published to ”mﬁ%h’*lt BRI HoL, il EF2)To 45 CFR 164,316 (b)(2)(i)) A5.1.1 AU-1 NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AU-1 Commandment #3
employees, contractors and other relevant | SAEHE, ’ﬂﬁ’w’iﬁ“ﬁﬂllb AR 17 45 CFR 164.308(a)(2) A8.22 cA1 NIST SP800-53R3 CA-1  |NIST SP 800-53 R3 CA-1
external parties. The Information Security géffijféng.&%bieﬂﬁm % cm-1 NIST SP800-53 R3CM-1 | NIST SP 800-53 R3 CM-1 5130 |(51.3.0) Responsibity and accountabilty for developing and
Policy shall establish the direction of the P ol L rel NISTSP 80053 R3IA-1 [ NIST SP 80053 R3 IA-1 maintaining the entity’s system security policies, and changes.
organization and align to best practices, (oo TBE. IR-1 NISTSP 80053 R3IR-L [ NIST SP 800-53 R3 IR-1 and updates to those policies, are assigned
regulatory, federal/state and international laws| MAL NISTSP 80053 R3MA-1  [NIST SP 800-53 R3 MA-1
where appiicable. The Information Security MP-1 NIST SP800-53 R3MP-1  [NIST SP 800-53 R3 MP-1 5230 |(52:3.0) Responsibity and accountabilty for the entity's
policy shall be supported by a strategic plan MP-1 NISTSP 80053 R3PE-1 | NIST SP 80053 R3 PE-1 system security policies and changes and updates to those
and a security program vith well defined roles PE-L NISTSP 80053 R3PL-1  [NIST SP 800-53 R3 PL-1 policies are communicated to entity personnel responsible for
and responsibilties for leadership and officer PL1 NISTSP 80053 R3PS-1 | NIST SP 80053 R3 PS-1 implementing them.
roles. PS-1 NIST SP800-53 R3SA-1 | NIST SP 80053 R3 SA-1
Sl NISTSP 80053 R3SC-L | NIST SP 80053 R3 SC-1
sc-1 NISTSPB00-53R3SI-1 | NIST SP 80053 R3 SI-1
st
Information Security - | 1504 | Baseline security requirements shall be E!&t',ét#—:'}le*ﬁﬁ%K;L (IRE [EFaUTBREAINE 7O LABE, BREHE X X X X X X X X X X X AIZ1 (A12.11 CM-2 NIST SP 80053 R3CM2  |NIST SPB0063R3CM-2 1.1 L2,L5L7L8 Lo, L10 L2 1256 Commandment #2 [S1.1.0 [(S1.1.0) The entity's security policies are established and
Baseline established and applied to the design and | 7=IZBEA T 3 " 555”7 OmE MENRLERHE, LA BTN AI2.2 A15.2.2 sa2 NIST SP800-53R3SA2  |NIST SP800-53 R3 CM-2 (1) [1.1.1 8.2.1 Commandment #4 periodically reviewed and approved by a designated individual
(developed or purchased) |74 e '74,77, e A1z sa4 NISTSP 80053 R3SA4 [ NIST SP 80053 R3 CM-2 (3) [1.1.2 8.2.7 Commandment #5 or group.
applications, databases, systems, and By ? gi e 4_ 1‘*3?;@;7;7? DS2.3 NIST SP 800-53 R3 CM-2 (5) 1.1.3 Commandment #11
twork infrastructure and information ”{ m y 'J> it é‘ 7@1 {a‘ AERRTIEA DS11.6 NIST SP 800-53 R3 SA-2 114 51.2.0(a- | (S1.2.0(a-i)) The entity's security policies include, but may not
processing that comply with policies, KR NISTSP800-53 R3SA4  [1.15 i) be limited 1o, the following matters:
standards and applicable regulatory NIST SP 80053 R3 SA-4 (1) [1.1.6
requirements. Compliance with security NIST SP 800-53 R3 SA-4 (4) [2.2
baseline requirements must be reassessed at NIST SP 80053 R3 SA-4 (7) [22.1
least annually or upon significant changes. 222
223
224
Informaton Securty - | 16:05 | Wanagementshallreview te rormation | R (EAZEI1E. BEALHEBR. |Proposed vi 1 cotrl revion redacted due fo X X X X X X DS52 25 CFR 164.316 (0)2)( Clause 4.2.3 1) ACT NISTSP 80053 RIACL  |NISTSPB00B3 REACT  [12.13 B133 B134, B2 121 ‘Commandment #1 CIP-0033-R32-R33-  |SLLO |(51.1.0) The entity's securty polcies are established and
Policy Reviews securiy policy at plamed intervals or asa | MAAT. X2 EAGIL A potential mapping impact not yet considered: DS5.4 45 CFE 164.306€ A5.12 AT-1 NIST SP800-53 R3AT-1 | NIST SP 800-53 R3 AT-1 827 Commandment #2 RL3 periodically reviewed and approved by a designated individual
result of changes to the organization to AEIEEEE), Uﬁiﬁ‘ﬁ:htﬁﬁi AU-1 NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AU-1 1023 Commandment #3 R3-R3.1-R3.2-R33
ensure its continuing effectiveness and (SRS EN ﬂsﬂéﬂ(vtl—vé.. Security policy changes with material operational CA-1 NIST SP 800-53 R3 CA-1 NIST SP 800-53 R3 CA-1
accuracy. impact must require formal notification of cm-1 NISTSP 80053 R3CM-1 | NIST SP 80053 R3 CM-1
subcontractors, tenants, supporting service tiers and cP-1 NIST SP800-53R3CP-1 [ NIST SP 80053 R3 CP-1
employees of the impact and ramifications. re) NISTSP 80053 R3IA-1 [ NIST SP 80053 R3 IA-1
BROEEEHS L2 U7 AHOREIE, TOBE 15 NIST SP 80053 R3IA5 [ NIST SP 80053 R3 IA5
BEGREEERL, ER TR h;zﬁ{»n <mh IR1 NIST SP 800-53 R3 IA5 (1) |NIST SP 800-53 R3 IA-5 (1)
BY—ERRESLUCRBEICERIC 2%, MAL NISTSP 80053 R3IR-L [ NIST SP 80053 R3 IA-5 (2)
MP-1 NISTSP 80053 R3MA-1 [ NIST SP 80053 R3 IA-5 (3)
PE-L NIST SP800-53 R3MP-1 [ NIST SP 800-53 R3 IA-5 (6)
PL1 NISTSP 80053 R3PE-1 | NIST SP 80053 R3 IA-5 (7)
PM-1 NISTSP 80053 R3PL-1  [NIST SP 80053 R3 IR-1
PS-1 NISTSP 80053 R3PS-1  [NIST SP 80053 R3 MA-1
RA1 NIST SP 80053 R3IRAL  [NIST SP 800-53 R3 MP-1
A1 NISTSP 80053 R3SA-1 | NIST SP 80053 R3 PE-1
sc1 NISTSPB00-53R3SC-1 | NIST SP 80053 R3 PL-1
si1 NISTSP80053R3SI-1 | NIST SP 80053 R3 PS-1
NIST SP 800-53 R3 RA-1
NIST SP 80053 R3 SA-1
NIST SP 800-53 R3 SC-1
NIST SP #0053 R3 SI-1
Tnformation Security -| 1506 | A formal disciplinary or sanction policy shall | 2% 207 <A S e F M-8 KU EACHT 5 | R CERERS RRERERIGS X7 ACE. 6 X X X X X X P07.7 45 CFR 164.308 @M(C) |AB23 PLa NIST SP 80053 R3PLA | NIST SP 80053 R3 PL-4 B15 1024 Commandment 76 S35 |(53.9) Procedures exist (o provide that issues of
Policy Enforcement be established for employees who have 3 MR FREMRDE, BRLIIBAIED | SRETELHE T PS1 NIST SP800-53R3PS-1  |NIST SP 800-53 R3 PS-1 Commandment #7 noncompliance with security policies are promptly addressed
violated security policies and procedures. AEELNEDNIZONTHE OFIR PS8 NIST SP 800-53 R3 PS-8 NIST SP 800-53 R3 PS-8 and that corrective measures are taken on a timely basis.
Employees shall be made aware of what ‘ “ﬁiﬁ"‘ ERAFTIE B&e
action might be taken in the event of a 52.40 |(52.4.0) The security obligations of users and the entity's
violation and stated as such in the policies Security commitments to users are communicated to
and procedures. authorized users
Iormation Securty - | 15-07 | User access poliies and procecures shal be |FIRET J XS RBE. Exayr s X X X X X X X X X X X DS54 45 CFR 164.308 @@)()  |AILLL ACT NISTSP 80053 RIACL | NISTSPB0053 R3ACL  [35.1 B8, B12L, B126, E62 [B1 510 Commandment #6 CIP-0073-R5.1-R512  |S320 |(S3.2.0) Procedures exist (o restrict logical access (0 the
User Access Policy documented, approved and implemented for |t i&® L. &1 45 CFR 164.312 (a)(1) A11.2.1 A1 NIST SP 800-53 R3 IA-1 NIST SP 800-53 R3 IA-1 8.5.1 H.1.1, K145, Commandment #7 defined system including, but not limited to, the following
granting and revoking normal and privileged 1;:'- )T;l!; 1‘!?\?6; = ‘rﬁ‘mﬂﬁﬁ*fli 7’7“J 45 CFR 164.312 (a)(2)( A11.2.4 1254 Commandment #8 matters:
access to applications, databases, and server [ 7~/3~ £7— o a8 2 45 CFR 164.308(a)4)(i)(B) |A114.1 c. Registration and authorization of new users.
it network mirastrociure n accordance with {;ﬁl’;hrg‘;@ggyﬁ*”ﬁ*"”' am 45 CFR 164 305((3)(2))(50( )) A1152 G The process to make changes to user profiles.
business, securlty, compliance and service A1161 g. Restriction of access to system configurations, superuser
level agreement (SLA) requirements functionality, master passwords, powerful utiities, and security
devices (for examole. firewalls).
Information Security -| 1508 | Normal and privileged user access 10 1‘17—75 —BR—R_FkT X X X X X X X X X X DS54 45 CFR 164.308 @@)) _ |A112.1 AC3 NISTSP 80053 RIACS | NIST SPB00S3 REACS _ [7.0 H2.4, H25, 822 Commandment #6 CIP-0033-R5.11-R5.3  |S32.0 |(53.2.0) Procedures exist to restrict logical access (o the
User Access applications, systems, databases, network [ — 21, HET —snmﬁ«m BRURIEN 45 CFR 164308 (a)(3)( A1122 ACS NISTSP 80053 R3IA-2  [NIST SP800-53 R3AC-3 (3) [7.0.1 Commandment #7 CIP-004-3R2.3 defined system including, but not imited to, the following
Restriction / configurations, and sensitive data and PRt <. 45 CFR 164.308 (2)(4)()  |A114.1 AC-6 NIST SP 80053 R3A-2 (1) [NIST SP 80053 R3ACS  |7.1.2 Commandment #8 CIP-007-3R5.1-R5.1.2 matters
Authorization functions shall be restricted and appvoved by |MBENBIL. 45 CFR 164,308 (a)(4)(i)(B) |A11.4.2 1A2 NIST SP 800-53 R3 IA-4. NIST SP 800-53 R3AC6  |7.1.3 Commandment #9 ¢. Registration and authorization of new users.
management prior to access grar 45 CFR 164.308 (a)(4)(1)(C) |A.11.6.1 14 NISTSP 80053 R3IA5 [ NIST SP 80053 R3AC-6 (1) [7.2.1 Commandment #10 d. The process to make changes to user profiles.
45 CFR 164.312 (a)(1) 15 NIST SP 80053 R3 IA5 (1) [NIST SP 80053 R3AC-6 (2) [7.2.2 g. Restriction of access to system configurations, superuser
A8 NISTSP 80053 R3IA-8  |NISTSP80053R3IA2 (851 master passwords, powerful utiities, and security
MAS NIST SP 80053 R3MAS | NIST SP800-53 R3IA2 (1) [125.4 devices (for example, firewalls).
PS-6 NIST SP 80053 R3PS-6 | NIST SP 80053 R3 1A-2 (2)
sa7 NIST SP800-53 R3SA7 [ NIST SP 800-53 R3 1A-2 (3)
S0 NIST SP 800-53 R3 IA-2 (8)
NIST SP 800-53 R3 IA-4
NIST SP 800-53 R3 1A-4 (4)
NIST SP 800-53 R3 IA-5
NIST SP 800-53 R3 IA-5 (1)
NIST SP 800-53 R3 IA-5 (2)
NIST SP 800-53 R3 IA-5 (3)
NIST SP 800-53 R3 IA-5 (6)
NIST SP 800-53 R3 IA-5 (7)
NIST SP 800-53 R3 IA-8
NIST SP 800-53 R3 MA-S
NIST SP 800-53 R3 PS-6
NIST SP 800-53 R3 SA-7
NIST SP 800.53 R3 S10
Information Security - | 1S-09 | Timely deprovisioning, revocation or RO AT LORBARE, 7—5~07 TCANE alﬁ«cﬂﬂm&smmmgz’nmnwhru*ﬁ X X X X X X X X X X DS54 45 CFR 164.308(a)3)()(C) | ISO/IEC 27001:2005 AC2 NISTSPB0053 RIAC2 | NISTSP80053 RIAC-2 (854 E62E63 H2 821 ‘Commandment #6 CIP-0043R223 5320 |(53.2.0) Procedures exist (o restict logical access (0 the
User Access modification of user access to the (& ERE, %‘Nﬁ* liG ¥¥ PH‘* &L LIRISREESATL, A83.3 PS-4 NIST SP 800-53 R3 PS-4 NIST SP 800-53 R3AC-2 (1) [8.5.5 Commandment #7 CIP-007-3 - R5.1.3 -R5.2.1 - defined system including, but not limited to, the following
Revocation organizations systems, information assets | SIFE=EDEALL A111.1 PS5 NIST SP 800-53 R3 PS-5 NIST SP 800-53 R3 AC-2 (2) Commandment #8
and data shal be implemented upon any | u;tﬂﬁwwl!miﬁwiim.ﬁﬁﬁm H 1121 NIST SP 80053 R3 AC-2 (3) d. The process to make changes to user profiles.
change in status of employees, contractors, A1122 NIST SP 800-53 R3 AC-2 (4) g. Restriction of access to system configurations, superuser
customers, business partners or third parties. NIST SP 800-53 R3 AC-2 (7) functionality, master passwords, powerful utiities, and security
Any change in status is intended to include NIST SP 800-53 R3 PS-4 devices (for example, firewalls).
termination of employment, contract or NIST SP 800-53 R3 PS5
agreement, change of employment or transfer
within the
Information Security - | 1S-10 | Alllevels of user access shall be reviewed by | B1E& 3. FIFIE (7 7 AREZdy5 LIS |Proposed v1.1 control revision redacted until future X X X X X X X X X X X DS53 45 CFR 164.308 (2)(3)()(B) |A112.4 AC2 NISTSP 80053 RIAC-2 | NIST SP 80053 R3 AC-2 H26 H27 H29, 821 ‘Commandment #6 CIP-0043R22.2 5320 |(53.2.0) Procedures exist (o restict logical access (0 the
User Access Reviews management at planned intervals and m Hrﬁrl/t;—L ERERT L, 771:10: revision due to potential mapping impact not yet DS5.4 45 CFR 164.308 ()(4)(i)(C) AU-6 NIST SP 800-53 R3 AU-6 NIST SP 800-53 R3 AC-2 (1) 8.2.7 Commandment #7 CIP-007-3- RS - R.1.3 defined system including, but not limited to, the following
documented. For access violations identified, RERRLIBEE, XBIE £ 2# | considered: PM-10 NIST SP 800-53 R3 PS-6 NIST SP 800-53 R3 AC-2 (2) Commandment #8
remediation must follow documented access i DR RERRERTCL, PS5 NIST SPB00-53R3 PS-7  [NIST SP 800-53 R3 AC-2 (3) Commandment #10 d. The process to make changes to user profiles
control policies and procedures. Periodic attestation of entilement rights for il PS7 NIST SP 800-53 R3 AC-2 (4) g. Restriction of access to system configurations, superuser
system users is required. Attestation for entilement NIST SP 800-53 R3 AC-2 (7) functionality, master passwords, powerful utiities, and security
fights should extend to users in supporting service NIST SP 80053 R3 AU-6 devices (for example, firewalls).
tiers (1aas, SaaS, Paa$, IDaas....). Automatic or NIST SP 800-53 R3 AU-6 (1)
manual remediation shall be implemented for NIST SP 800-53 R3 AU-6 (3)
identified NIST SP 800-53 R3 PS-6
violations. £ 27 s 21— DHER(AHE)IE. I NIST SP 800-53 R3 PS-7
SEF(RE)ShBIE, HR(AE)
O, MR X B Y —E R (aas, Saas,
Paas,
IDaas... ) F¥TITITE. ﬂ&ﬂ‘ﬂﬂﬁu S EISENCE ]
EEEEBI-kArEEE
Tnformafon Securfy | V511 | securly awareness raing program shol | WO < CORERN, RUSHIIE =80 |Proposed v.1 conrl reisin redacleu until future X X X X X X X X X X X X POT7.4 45 CFR 164.308 (a)5)() __|Clause 5.2.2 AT-1 NIST SP 80053 REAT-1 _ |NIST SPB00-53 R3AT-1  |126 E4 E1 1210 Commandment #3 PG0435 -1 -R2 -2 |S12k|(5121) The eniys securty pofies nclude, but may nt be
Training | Awareness be established for all contractors, third party | FIFZ1Z 7 EOREI0Y | revision due to potential mapping impact not yet 45 CFR 164.308 (a)(5)i)(A) |A822 AT2 NISTSP 80053 R3AT-2  |NIST SPBO0-53 R3AT2  |126.1 821 Commandment #6 limited to, the following maters
users and employees of the organization and | 2% ﬂéfﬁm‘f ;Zﬂlrl (RIT 2k L consivered AT-3 NISTSP800-53 R3AT-3  |NISTSP800-53 RIAT-3 (1262 " Providing fo raning and ther resources to support s
mandated when appropriate. Al individuals ~T g AT-4 NISTSP 80053 R3AT-4 | NIST SP 80053 R3 AT-4 system security policies
I ol VO X PEA O ——
receive appropriate awareness raining and |- 00 addresses multi-tenant, nationality and cloud delivery 5220 |(52.2.0) The security obligations of users and the entity's
regular updates in organizational procedures, g model SOD and conficts of interest shall be Security commitments to users are communicated to
process and policies, relating to their function established for all contractors, third party users, authorized users
relative to the organization. tenants and employees of the organization. All
individuals with access to tenant data shall receive
appropriate awareness training and regular updates
in organizational procedures, process and policies,
relating 10 their function refative to the organization.
2T BIBA LD OBRATOTFLTIE. T
FTor BRIE, S5IRTUSIETL
SOD. FIER— ﬁm&zmnmb%! AL, 28
%ié(’lii§§) V J—*} TTJ?‘ #:u&lﬂ
e
A‘hésgﬁ‘ !t’l's&ﬁ%’“‘ﬁ %iW'D& |
%il’i?ﬂll 1Dtx FEHZONTEMEIE - K!
Information Security - | 15-12 [ Industry securlty knowledge and EFUTAHT SHRECRE, LX2UTAD X X X X X X A6L7 ATS NISTSP 80053 R3SI-5 | NIST SP 800-53 R3 SI-5 c18 ‘Commandment #1 (54.3.0) Environmental, regulatory, and technological changes
Industry Knowledge / benchmarking through networking, specialist | EMRI<& 2 & PHKE OB SERKHER SI5 Commandment #2 S4.3.0 [are monitored, and their effect on system availability,
security forums, and professional BYbL. Commandment #3 processing integrity and security is assessed
associations shall be maintained. on a timely basis; policies are updated for that assessment
Information Security - | 1S-13 | Roles and responsibiliies of contractors, ﬁﬂﬂ&'@h*l‘}-ﬂv'\ﬂ)mbl)kﬁht [E] X X X X X X X X X X X X DS5.1 Clause 5.1c) AT3 NISTSP 80053 R3PL4 | NIST SP 80053 R3 PL-4 B15D11D133EL  [B1 129 Commandment #6 [(ST2:1) 1. Assigning responsibiity and accountability for
Roles | employees and third party users shall be RUE=HEOFREORBILEESE A6.1.2 PL-4 NIST SP 800-53 R3 PS-1 NIST SP 800-53 R3 PS-1 FL11HLL K12 8.2.1 Commandment #7 S1.2f  [system avallablllly, confidentiality, processing integrity and
as they relate to information Xlkiw%"k A6.13 PM-10 NIST SP800-53 R3PS-2  |NIST SP 800-53 R3 PS-2 Commandment #3 related security.
assets and security. ABL1 PS-1 NIST SP800-53 R3PS-6 | NIST SP 800-53 R3 PS-6
PS-6 NISTSP 80053 R3PS-7 | NIST SP 80053 R3 PS-7
PS.7
Information Security - | 1S-14 | Managers are responsible for maintaining | BIE& 3. B50REREHDA L2075 X X X X X X DS53 Clause 5.2.2 AT2 NISTSPB0053 RIAT2  |NISTSPB0053R3AT2  [1261 E4 E1 112 ‘Commandment 76 S12f |(SL2.) 1. Assigning responsibity and accountabilty for
Management awareness of and complying with security (&, FIR. BRI R T SR A DS5.4 A82.1 AT-3 NISTSP 80053 R3AT-3  |NISTSP800-53 RIAT-3  [126.2 821 Commandment #7 system avaiabily.confienialy. processing negrty and
Oversight policies, procedures and standards that are % DS55 A822 cal NISTSP 80053 R3AT-4 | NIST SP 80053 R3 AT-4 Commandment #8 related security.
relevant to their area of responsibily. A1124 cAs NIST SP800-53 R3 CA-L  [NIST SP 800-53 R3 CA-L
A1521 [ NIST SP 80053 R3CA5 [ NIST SP 80053 R3 CA5 5230 |(52:3.0) Responsibilty and accountabilty for the entity's
a7 NIST SP800-53 R3CA6 [ NIST SP 800-53 R3 CA-6 system security polcies and changes and updates to those
PM-10 NISTSP 80053 R3CA7 [ NIST SP 80053 R3 CA-7 policies are communicated to entity personnel responsible for
NIST SP 800.53 R3 CA-7 (2) them
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laas | Service Jenant COBIT 4.1
Provider  Consumer

AICPA  AICPA
TSMap Trust Service Criteria (SOC 2SM Report)

Phys  Network HIPAA / HITECH Act ISO/IEC 27001-200" Jericho Forum

Compute App Data GAPP (Aug 2009)

Information Security - Policies, process and procedures shall be | BEVEIEE0) A SIEEEICEIET S5 D 45 CFR 164.308 (a)(1)(i)(D) |A.10.1.3 NISTSP 80053 R3ACL | NIST SP 80053 R3AC-1 G.2.13.G.3,G.20.1, G.20.2, Commandment 16 CIP-007-3 R5.1.1 (53.2.2) a. Logical access security measures to restrict
Segregation of Duties implemented to enforce and assure proper | F4iF, FIREHEIL T 5. k FIAE R ﬂlsm 45 CFR 164.308 (a)(3)(ii)(A) NIST SP 800-53 R3 AC-2 NIST SP 800-53 R3 AC-2 G.20.5 access to information resources not deemed to be public.
segregation of duties. In those events where |HILAFET HIBE . # 45 CFR 164.308(a)(4)(ii)(A) NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AC-2 (1)
user-role conflict of interest constraint exist, “"‘L)“f’ ‘*ggg'mfgfif i‘gﬁ;@g 7 45 CFR 164.308 (a)(5)(i)(C) NIST SP800-53 R3AU-2  |NIST SP 800-53 R3 AC-2 (2) Commandment #10
technical controls shall be in place to mitigate = 45 CFR 164.312 (b) NISTSP 80053 R3AU-6 | NIST SP 80053 R3AC-2 (3)
NIST SP 800-53 R3 AC-2 (4)
NIST SP 80053 R3 AC-2 (7)
organization's information assets. NIST SP 800-53 R3 AC-5
NIST SP 80053 R3 AC-6
NIST SP 800-53 R3 AC-6 (1)
NIST SP 80053 R3 AC-6 (2)
NIST SP 800-53 R3 AU-1
NIST SP 80053 R3 AU-2
NIST SP 800-53 R3 AU-6
NIST SP 80053 R3 AU-6 (1)
NIST SP 800-53 R3 AU-6 (3)
NIST SP 80053 R3 Si-4
NIST SP 800-53 R3 SI-4 (2)
NIST SP 80053 R3 SI-4 (4)
NIST SP 800-53 R3 SI-4 (5)
NIST SP A00-53 R3 Sl-4 (6
Information Security - Users shall be made aware of their FRREHTOREERRT 45 CFR 164.308 (a)(5)1)(D) |Clause 5.2.2 NISTSP 80053 RAT2 | NIST SP 80053 R3 AT-2 Commandment 75 0 [(52:3.0) Responsibilty and accountabilty for the entity's
User Responsibility responsibilties for R ﬁ.it il 822 AT-3 NISTSP 80053 R3AT-3  |NISTSP800-53 RIAT-3  [1261 821 Commandment #6 system availabiliy, confidentality, processing integrity and
- Maintaining awareness and compliance with ’k”“‘“‘- EREAERMBL . 0T A1131 AT4 NISTSP 80053 R3AT-4 | NIST SP 80053 R3 AT-4 Commandment #7 securiy policies and changes and updates to those policies
published security policies, procedures, 2. ROGIISEREHITT DI A11.3.2 PL4 NIST SP 800-53 R3 PL-4 NIST SP 800-53 R3 PL-4 are communicated to entity personnel responsible for
standards and applicable regulatory EARBIHIRBORMIMEERTHL implementing them,
requirements
+ Maintaining a safe and secure working
environment
* Losting unatended aquipmentn  sacurs
e
Information Security - | 1517 Trocedures shall be esabled (% XOfFBFI-FL ¢ WET JEBLXE | Proposed vl.L contol revision redacted untl uure X X X X X X X X Clause 5.2.2 ACIL NIST SP 80053 R3 MP-1 | NIST SP 80053 R3 AC-11 E4 El 823 Commandment 75 $330 |(53.3.0) Procedures exist (o restrict physical access (o the
Workspace ’01 C\eaflng visible documents containing HBRENBEABNESI, E-THEMBFIZIL | revision due to potential mapping impact not yet A8.2.2 MP-2 NIST SP 800-53 R3 MP-2 NIST SP 800-53 R3 MP-1 Commandment #6 defined system including, but not limited to, facilities, backup
sensitive data when a workspace is 7 717*‘/54'7)‘1"715/23*‘“37 79hF | considered: A9.15 MP-3 NIST SP 800-53 R3 MP-2 Commandment #7 media, and other system components such as firewalls,
unatiended and enforcement of workstation 34315, 8t FIRERLT S A1131 MP-4 NIST SP 800-53 R3 MP-2 (1) Commandment #11 routers, and servers.
session logout for a period of inactivity. Policies and procedures shall be established for A1132 NIST SP 80053 R3 MP-3
proper data management within the provider A1133 NIST SP 800-53 R3 MP-4 53.4.0 |(53.4.0) Procedures exist to protect against unauthorized
environment. Policies and procedures must resolve NIST SP 800-53 R3 MP-4 (1) access to system resources.
conficts of interests and include a tamper audit
function, that trips a tamper auit to the customer if
the integiity of the tenant data has potentially been
:nmpmm\sed (access not authorized by tenant or
datalos:
/A 7K7Jﬂiﬁ SHENT,EOET S ERAIS i
PFMAROONTDF, HitOFMIS, BEABT
WRLEEOHEOF —BUEERELRAREET O
S TTUADT—SDRLUNBESA TSN, 1—H
(X BEE TS BAL TN TS E 15T
—SRRVGELHETOH.
Inormaton Securty - | 16-18 | Polies and procedures shall e estabisned | APL—J (FRIE. 77 17 —/C 7 5% | BEEOEET. BECLRBEARREA TG | X X X X X X X X X X DS5.8 45 CFR 164.312 @@2)(V)  |A106.1 (AC18 NISTSP 80053 RIACL | NIST SP 80053 REAC-18 [2.1.1 G104,G111,6112, G4 811 Commandment 74 CIP-0033 - Ré.2 C3.12.0 |(C3.12.0, S3.6.0) Encryption or other equivalent security
Encryption and mechanisms inplemented for encryping TEA— 00— AT- L3 MOBET | ERAT S DS5.10 45 CFR 164.312 (€)(1) 41083 13 NIST SP800-53 R3AC-18 | NIST SP 800-53 R3 AC-18 (1)[3.4 G12.1,6.122,G.124, G5 821 Commandment #5 5360 |techniques are used to protect transmissions of user
sensitive data in storage (e.g., file servers, [ ~SPEEDD —7 (BIZIE, AT LAVEIT DS5.11 45 CFR 164.312 (e)(2)(ii) A10.8.4 A7 NIST SP 800-53 R3 IA-7 NIST SP 800-53 R3 AC-18 (2)[3.4.1 G.12.10, G.14.18, G.14.19, [I.3 8.2.5 Commandment #9 and other confidential information passed over
databases, and end-user workstations) and | Ry ARFIRT—H L, E‘T"—‘”‘H RS A10.9.2 sc7 NIST SP800-53R3SC-1  |NIST SP 800-53 R3 IA-7 41 G.16.2, G.16.18, G.16.19, Commandment #10 the Intemet or other public networks,
data in transmission (e.g., system interfaces, |1E¥ 31=H0FE FMERTST H2L A10.9.3 sc8 NISTSP80053R3SC-7  |NISTSP800-53R3SC-7  [41.1 716, G.17.17, G.18.13, Commandment #11
over public networks, and electronic A1231 sc9 NIST SP800-53 R3SC-13 | NIST SP 80053 R3 SC-7 (4) [4.2 .18.14,G.19.11, G.20.14 534 |(53.4) Procedures exist to protect against unauthorized
messaging). 71513 sc13 NIST SP 80053 R3 SC-8 access to system resources.
1514 SC-16 NIST SP 800-53 R3 SC-8 (1)
sc-23 NIST SP 80053 R3 SC-9
si8 NIST SP 800-53 R3 SC-9 (1)
NIST SP 80053 R3 SC-13
NIST SP 800-53 R3 SC-13 (1)
NIST SP 80053 R3 SC-23
NIST SP 800-53 R3 SC-28
NIST SP 80053 R3 SI-8
Iformation Securty | 1S9 [Pofcies and procedures sl bo cstablea AL —SRPEET )T — SO EXET 3 3 X X X X 3 X 3 DS5.8 45 CFR 164.312 @)2)(v) | Clause 43.3 sC12 NIST SP 80053 R3SC-12 | NIST SP 80053 R3SC-12_[3.4.1 L6 811 ‘Commandment #9 5360 |(53.6.0) Encryption or other equivalent security techniques.
ncryption Key and mechanisms implemented fr efecive | S0I- MABEREROLDO7 . FIRe 45 CFR 164.312(e)(1) A1 sc13 NIST SP 80053 R3 SC-13 | NIST SP 80053 R3 SC-12 (2)[3.5 8.2.1 Commandment #10 are used to protect transmissions of user authentication and
Managemem key management to support encryption of | HEXL. RIET BT, A12.32 sC17 NIST SP 800-53 R3 SC-12 (5)3.5.1 8.2.5 Commandment #11 other confidential information passed over the Intemet or other
data in storage and in transmission. A.15.1.6 sc-28 NIST SP 80053 R3SC-13 [35.2 public networks.
NIST SP 800-53 R3 SC-13 (1)[3.6
NIST SP 80053 R3SC-17 (36,1 S3.4 |(53.4) Procedures exist to protect against unauthorized
362 access o system resources.
363
364
365
366
367
268
Inormaton Securi - | 1520 | Polies and procedures shll b estabished |RIE) /> B0 5, THEMIL 2] X X X 3 X X 3 X 3 Al6.1 45 CFR 164308 (a)(1)( A 1251 ) NIST SP 80053 R3 CM-4 | NIST SP 80053 R3CM3 _[2.2 152,13 14 126 ‘Commandment #4 CIP-0043R4-4.1-4.2 53.100 |(53.10.0) Design, acquisition, implementation, configuration,
Vulnerabilty / Patch and mechanism implemented for vulnerability Y, 7TV —Sa BL T L F A1z 45 CFR 164.308 (a)(1)( 1252 cm-a NIST SP 80053 R3RAS5 | NIST SP 80053 R3 CM-3 (2) [6.1 8.2.7 Commandment #5 CIP-005-3a - R1- RL1 modification, and man: of infrastructure and software
Management and patch management, ensuring that /"'7*75!3@11&5532'5!3[:5WEL- B/ DS5.9 45 CFR 164.308 (a)(5)( A12.6.1 CcP-10 NIST SP 800-53 R3 SI-1 NIST SP 800-53 R3 CM-4 6.2 CIP-007-3 - R3 - R3.1- R8.4 are consistent with defined system security policies to enable
application, system, an rk device ﬂﬁﬁ‘é'“? "*?”’*i* =) RAS NIST SP 800-53 R3 SI-2 NIST SP800-53R3RAS  [6.3.2 authorized access and to prevent unauthorized access.
\inerabilties are evaluated and vendor- Partie ;j’ : g’tj‘ T SIFERRI SA7 NIST SP 800-53 R3 SI-5 NIST SP 800-53 R3 RA'5 (1) [6.4.5
supplied security patches applied in a timely Si-1 NIST SP 800-53 R3RA'S (2) (6.5
manner taking a risk-based approach for si2 NIST SP 80053 R3RA5 (3) (6.6
prioritizing critical patches. si-5 NIST SP 800-53 R3 RA'S (6) [11.2
NIST SP 80053 R3RA-5 (9) [11.2.1
NIST SP 80053 R3SI-1 (1122
NISTSP80053R3SI2 (1123
NIST SP 800-53 R3 SI-2 (2)
NIST SP 800-53 R3 Si-4.
NIST SP 80053 R3 SI.5.
rormtion Secutfy | TS-21 | Ensine ok al anivrus prograis are capable TRCOBMOT L7 . LU BRAS X X X 3 3 3 3 3 X DS5.9 45 CFR 164.308 @)(5)1)(B) |A104.1 SAT NIST SP 801 NIST SP 80053 R3SC-5 _ [5.1 G7 522 Commandment #4 CIP-007-3- R4 - Ra1-R4.2 (53.5.0) Procedures exist (o protect against infection by
s I Malicious of detecting, removing, and protecting against [ TWAEWY 7 k2 7 2REL. BET scs NISTSPB0053R3SI-3  [NISTSP80053R3SI3  [5.11 Commandment #5 $35.0 |computer viruses, malicious codes, and unauthorized
Sotmare all known types of malicious or unauthorized  |f=1=. 7 F 94 LR - S5 F 0 £b7x 513 NISTSP800-53R3SI-5 [ NIST SP800-53 R3SI-3 (1) (5.2 software.
software with antivirus signature updates at | < & 4 12BEE =7y I F—RT AL, S5 NIST SP 800-53 R3 SI-3 (2)
least every 12 hours. s1-7 NIST SP 800-53 R3 SI-3 (3)
si8 NIST SP 800-53 R3 SI-5
NIST SP 800-53 R3 SI-7
NIST SP 800-53 R3 SI-7 (1)
NIST SP 80053 R3 SI-8
Information Security - | 1522 _|Policies and procedures shall be established t*:'hﬂ!h!#ﬁ&!m, TETEETA | Convolrevison VLT raionale: X X X X X X X X X X X X DS56 45 CFR 164.308 ()(1)) | Clause 433 R NISTSP 80053 R3 IR |NISTSP80053R3IR-1  [129 011,012 i1 124 ‘Commandment #2 CIP-007-3- R6.1 [1s3.7.0 [(153.7.0) Procedures exist to identiy, report, and act upon
Incident Management to triage security related events and ensure |7~ ME ! D7 FHE F 45 CFR 164.308 (a)(6)() A13.1.1 IR-2 NIST SP 800-53 R3 IR-2 NIST SP 800-53 R3 IR-2 1291 127 Commandment #6 CIP-008-3 - R1 system security breaches and other incidents.
timely and thorough incident management. J\EEEE.&?‘%&&, Minor editorial correction, A13.2.1 IR3 NIST SP 800-53 R3 IR-4. NIST SP 800-53 R3 IR-3 12.9.2 712 Commandment #8
IR-4 NISTSP 80053 R3IR5 | NIST SP 80053 R3IR-4  [12.0.3 722
IR5 NISTSP 80053 R3IR-6 | NIST SP 80053 R3 IR-4 (1) [12.9.4 7.24
IR NISTSP800-53R3IR-7  [NISTSPB00-53R3IR5  [12.95 1021 (53.9.0) Procedures exist to provide that issues of
IR-8 NIST SP 80053 R3IR-7 (12,96 1024 53.9.0 |noncompliance with system availabilty, confidentiality of data,
NIST SP 800-53 R3 IR-7 (1) processing integrity and related security policies are promptly
NIST SP 800-53 R3 IR-7 (2) addressed and that corrective measures are taken on a timely
NIST SP 800.53 R3 IR-8 basis
Information Security - | 1523 | Contractors, employees and third party users | %R . 32 FRIREL BoDBIAH| X X X X X X X X X X X X DS5.6 45 CFR 164.312 @)(6)(i) | Clause 433 1R2 NISTSPB0053 R3IR2  |NISTSP80053 R3IR-2  |1252 J1LE4 1 127 ‘Commandment #2 CIP-003:3- Ra.1 A230 |(A2:3.0, C2.3.0, 12.3.0, 52.3.0) Responsibilty and
Incident Reporting shall be made aware of their responsibilty to 'E*J'JT4$QE (SRETSRENDDE 16 CFR 318.3 (a) Clause 5.2.2 IR6 NISTSP800-53R3IR-6  |NISTSP800-53R3IR-6 (1253 E1 1210 Commandment #6 CIP-004-3R3.3 C2.3.0 |accountabilty for the entity's system availabilty, confidentiality
report all information security events in a lﬂ?‘ékt 'NHZ*A‘I‘M*QI& EfRL 16 CFR 318.5 (a) A6.1.3 IR-7 NIST SP 800-53 R3 IR-7 NIST SP 800-53 R3 IR-6 (1) 712 Commandment #8 1230  |of data, processing integrity and related security policies and
timely manner. Information security events h bt S ﬁmn‘tgﬁ;m 45 CFR 160.410 (a)(1) A821 si-4 NIST SP 800-53 R3 SI-5 NIST SP 800-53 R3 IR-7 722 5230 |changes and updates to those policies are communicated to
shall be reported through predefined f i *“* EBLTREN BB ET BT A822 si5 NIST SP 800-53 R3 IR-7 (1) 724 entity personnel responsible for implementing them.
communications channels in a prompt and [ <* A13.11 NIST SP 80053 R3 IR-7 (2) 1024
expedient manner in compliance vith A1312 NIST SP 800-53 R3 Si-4. 524 |(52.4) The process for informing the entity about breaches of
statutory, regulatory and contractual 1321 NIST SP 800-53 R3 Si-4 (2) the system security and for submitting complaints is.
requirements. NIST SP 800-53 R3 Si-4 (4) communicated to authorized users.
NIST SP 800-53 R3 Si-4 (5)
NIST SP 800-53 R3 Si-4 (6) 260 (€360) e enty has procedures t obai assurance ot
NIST SP 800-53 R3 SI-5 policies of third parties
Kehom ormaton & bansiores amd upon wihich the entity
relies are in conformity with the entity's defined system
confidentiality and related security policies and that the third
party is in compliance with its policies.
Information Security - | 1524 _|In the event a follow-up action concerninga | Bz 207 1= > 7 UM R G&I<. BAGLS X X X X X X X X X X X X DS56 45 CFR 164.308 @)(6)(i) | Clause 433 AU NIST SP 80053 R3 AU-6 | NIST SP 80053 R3 AU6 011012 E4 1 127 CIP-004-3R33 5240 |(52.4.0) The process for informing the entity about system
Incident Response person or organization after an information (484 Mbé;&?‘ﬁkui»ﬁwr‘ﬁﬁ‘i §V~ Clause 5.2.2 AU-T NIST SP 800-53 R3 AU-9 NIST SP 800-53 R3 AU-6 (1) El availability issues, confidentiality issues, processing integrity
Legal Preparation security incident requires legal action proper ’w’é*ln IR L {7 i A8.2.2 AU-9 NIST SP 800-53 R3 AU-11 | NIST SP 800-53 R3 AU-6 (3) issues, security issues and breaches of the system security
forensic procedures including chain o [ _9)2" iy RE AL L ST A82.3 AU-11 NIST SP800-53 R3IR-5 [ NIST SP 800-53 R3 AU-7 and for submitting complaints is communicated to authorized
custody shall be required for collection, = A1323 IR5 NISTSP 80053 R3IR-7 | NIST SP 80053 R3 AU-7 (1) users.
retention, and presentation of evidence to A15.13 IR NISTSP800-53R3IR-8 [ NIST SP 800-53 R3 AU-9
support potential legal action subject to the IR-8 NIST SP 80053 R3 AU-9 (2) €3.15.0 |(C3.15.0) Procedures exist to provide that issues of
relevant jurisdiction. NIST SP 800-53 R3 AU-10 noncompliance with defined confidentiality and related security
NIST SP 800-53 R3 AU-10 (5) policies are promptly addressed and that corrective measures
NIST SP 800-53 R3 AU-11 are taken on a timely basis.
NIST SP 800-53 R3 IR-5
NIST SP 800-53 R3 IR-7
NIST SP 80053 R3 IR-7 (1)
NIST SP 800-53 R3 IR-7 (2)
NIST SP 800-53 R3 IR-8
NIST SP 800-53 R3 MP-5
NIST SP 800-53 R3 MP-5 (2)
NIST SP 800-53 R3 MP-5 (4)
Information Security - | 1525 | Mechanisms shall be put in place to monitor | REBEZF 20741~ 7 U F D57 FHE. IRF X X X X X X X X X X X X DS49 45 CFR 164.308 (@)())M(D) |A1322 R4 NISTSPB0053 R3IR4  |NIST SP80053 R3IR-4 _ [12.06 112 127 CIP-008:3- RL1 5390 |(53.9.0) Procedures exist to provide that issues of
Incident Response and quantify the types, volumes, and costs of | &HE BB bf-DHMEHERATHIE. RS NIST SP 800-53 R3 IR-5 NIST SP 800-53 R3 IR-4 (1) 1210 noncompliance with security policies are promptly addressed
Metrics information security incidents. IR-8 NISTSP 80053 R3IR-B  [NIST SP 80053 R3 IR-5 and that corrective measures are taken on a timely basis
NIST SP 800-53 R3 IR-8
C4.1.0 |(C4.1.0) The entity's system security, availabilty, system
integrity, and confidentiality is periodically reviewed and
compared with the defined system security, availabilty,
system integrity, and confidentialiy policies.
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Cloud Controls Matrix (CCM) R1.2

COBIT 4.1

HIPAA / HITECH Act

ISO/IEC 27001

200

FedRAMP Security Controls FedRAMP Security Controls
(Final Release, Jan 2012) Release, Jan
~Low

ope Al

Applicability

BITS Shared Assessments
SIG V6.0

BITS Shared Assessments
AUP v5.0

GAPP (Aug 2009)

Jericho Forum

AICPA

NERC CIP 5 Map

AICPA
Trust Service Criteria (SOC 2SM Report)

Information Security - Policies and procedures shall be established | 2/ OF| D & HGEIB 3 27541, FIREHIL | Proposed v1.1 control revision redacted until future 45 CFR 164.310 (b) NISTSP 80053 R3AC-2 | NIST SP 80053 R3AC-8 B17,D.133 E32 E351, Commandment #1 (51.2) The entity’s securiy policies include, but may not be
Acceptable Use for the acceptable use of information assets. | ¥%&. revision due to potential mapping impact not yet NIST SP 800-53 R3 AC-8 NIST SP 800-53 R3 AC-20 E352 Commandment #2 limited to, the following matters:
considered: NIST SP 80053 R3AC20 | NIST SP 800-53 R3 AC-20 (1) Commandment #3
NISTSP 80053 R3PL-4 | NIST SP 800-53 R3 AC-20 (2) 539 |(53.9) Procedures exist to provide that issues of
Policies and procedures shall be estabiished for the NIST SP 80053 R3 PL-4 noncompliance with security policies are promptly addressed
acceptable use of information assets. The polcies and that corrective measures are taken on a timely basis.
shall address acceptable data mining functionality
and Traffic pattern analysis. And shall inform the
tenant who s getting access to the data analysis
output.
T EF)#‘IEL’)L\T ﬁmkﬁﬁ*b&ﬁ#lﬁ?im
63 7t T —57 GTEEURST147
?*/ﬁﬁ!;’)b\rtﬂﬂ‘?b$ Fe fﬂ‘r*&
mﬂs;l 7O RRART PO LCEE ST
Information Security - | 1527 | Employees, contractors and third party users |3 R RMIF RUS =& OFMEIL A, |Proposed v1.1 control revision redacted untl future X X X X 3 3 3 3 3 3 3 X 45 CFR 164.308 @)@)()(C) |A711 PS4 NISTSP 80053 R3PS-4 | NIST SP 80053 R3 PS4 E64 D1 523 534 |(53.4) Procedures exist (0 protect against unauthorized
Asset Retuns. must return all assets owned by the RUREEEOR THI BENTIT EED revision e t potental mapping mpact ot yet A7.12 722 access to system resources.
organization within a defined and documented | BB~ THEDS: EOMMAIS | considered: A.8.3.2 8.2.1
time frame once the employment, contract or ﬂﬁ‘uﬂ”m”m’d“ 826
agreement has been terminated. Controls shall be put in place to insure privacy and
automate tenant breach formal notification upon the
compramise of  enants systen(c).
7HUEDURT LNEEENIEE. TTA 1S~ DR
HEHERIL. MISTFUORELERISENT S
ﬁ‘mﬂ(ﬂﬁﬁ‘l)iil\ﬁ'élb
Information Security | 1528 | Electronic commerce (e-commerce) related RTT 7 ERET SRTmRE, A X X X X X X X DS510511 45 CFR 164.312(e)(1) A721 AC14 NISTSP 80053 REACL | NIST SP 80063 R3AC22 [211 G1911 61912 G1913, |G4 324 Commandment 74 S36 | (S3.6) Encryption or other equivalent security techniques are
eCommerce data traversing public networks shall be —SOEA. ATV 45 CFR 164.312()(2)() 1061 AC-21 NISTSP 80053 R3AC-2 [ NIST SP800-53 R3AU-10 (4.1 .10.8,G.9.11,6.14,G15.1 |G.11 423 Commandment #5 used to protect transmissions of user authentication and other
Transactions appropriately classified and protected from TXlt&S Aoty a&ath . A.10.6.2 AC-22 NIST SP 800-53 R3AC-22  |NIST SP 800-53 R3 AU-10 (5)[4.1.1 G.16 712 Commandment confidential information passed over the Intemet or other
fraudulent activity, unauthorized disclosure o 41091 A8 NISTSP 80053 R3AU-L  [NISTSP800-53 R3SC-8 (4.2 G18 721 Commandment #10 public networks.
modification in such a manner to prevent 1002 AU-10 NIST SP 800-53 R3 SC-8 (1) 13 7.22 Commandment #11
contract dispute and compromise of data. A15.1.4 sC-4 NIST SP 800-53 R3 SC-9 14 821 113.3.a-¢ | (113.3.a-€) The procedues related to completeness, accuracy,
sc8 NIST SP 800-53 R3 SC-9 (1) 825 timeliness, and authorization of system processing, including
sc-9 error correction and database management, are consistent
with documented system processing integriy policies.
(13.4.0) The procedures related to completeness, accuracy,
13.4.0  [timeliness, and authorization of outputs are consistent with the
documented system processing integrity policies.
Inomaton Securty - | 1528 |Rcoess to, and Use of, aud 100 that intract |77 SO BRI EREEC bl A X X X X 3 3 3 3 3 3 DS5.7 A1532 U9 NISTSP 80053 R3AU-9 | NIST SP 80053 RIAU9 _ [1055 821 Commandment #2 CIP-003-3 - R5.2 5329 |(53.2.0) g. Restriction of access o system configurations,
Audit Tools Access with the organizations information systems ﬁi&* DEEY—ILADTIERPFAIE AU-11 NIST SP 800-53 R3 AU (2) Commandment #5 superuser functionality, master passwords, powerful utilities,
shall be appropriately segmented and éﬂé-k» AU-14 Commandment #11 and security devices (for example, firewalls).
resticted to prevent compromise and misuse
data
Information Security -| 1530 | User access to diagnostic and configuration | B8R PRI X X X X X X X DS5.7 (A 1061 7 NIST SP 80053 R3CN-7 | NIST SP80053 R3CM 7 [9.1.2 HIL AL G9.15 Commandment #3 CIP-0073 - R2 S32.9 |(53.2.0) 0. Restiction of access o system configurations,
Diagnostic / ports shall be restricted to authorized ‘lém e 1:77“)#—75 ZHIBT % A1111 MA3 NIST SP800-53 R3MA-4 | NIST SP 800-53 R3 CM-7 (1) Commandment #4 superuser functionality, master passwords, powerful utiites,
Configuration Ports individuals and applications 1144 MA4 NIST SP 80053 R3MAS [ NIST SP 80053 R3 MA-3 Commandment #5 and security devices (for example, firewalls).
Access A115.4 MAS NIST SP 800-53 R3 MA-3 (1) Commandment #6
NIST SP 80053 R3 MA-3 (2) Commandment #7
NIST SP 800-53 R3 MA-3 (3) Commandment #8
NIST SP 80053 R3 MA-4
NIST SP 800-53 R3 MA-4 (1)
NIST SP 80053 R3 MA-4 (2)
NIST SP 800.63 R3 MAS
Information Security -| 1531 | Network and infrastructure service level FIRT— 5B AT TSN AT X X X X X X X X X X X X DS5.10 (A623 SC20 NIST SP 80053 R3CA3 | NIST SP 80053 R3 CA3 26,609 c2 822 Commandment #6 (C2.2.0) The system security, availabilty, system integrty,
Network / agreements (in-house or outsourced) shall | &+ ﬁ’”‘ﬁbﬁ’“T“‘”“%ﬂLT“M‘ A.10.6.2 sc21 NIST SP800-53R3SA9  |NIST SP 800-53 R3 CP-6 8.2.5 Commandment #7 C2.2.0 |and confidentiality and related security obligations of users
Infrastructure clearly document security controls, capacity |B#HBT, 42¥27 <) sc22 NIST SP 80053 R3 CP-6 (1) Commandment #8 and the entity’s system security, availabillty, system integrity,
Senvices and service levels, and business or customer "' FRLLCEE OB AP REI sc23 NIST SP 800-53 R3 CP-6 (3) and confidentiality and related security commitments (o users
requlremems & sc2a NIST SP 80053 R3 CP-7 are communicated to authorized users.
Information Security - | 1532 nd procedures shall be established | 797+ PDAT X X X X X X X X X X X X DS5.11 45 CFR 164.310 (0)(1) A721 AC17 NIST SP 80053 R3AC 17 | NIST SP 80053 RAC17 _[9.7 11,612, G.20.13, G20.14 126 Al CIP-0073 - R7.0 S34 | (S3.4) Procedures exist (o protect against unauthorized
Portable / Mobile and measures implemented to strictly lvmvl L Uﬂ‘i‘l““‘“ N0 X DS5.5 A10.7.1 AC-18 NIST SP 800-53 R3AC-18  |NIST SP 800-53 R3 AC-17 (1)[9.7.2 3.2.4 access to system resources.
Devices access to sensitive data from portable 1E) LR RIBENDT, ABDWENSD A.10.7.2 AC-19 NIST SP 80053 R3AC-19 | NIST SP 80053 R3 AC-17 (2)[9.8 826
mabile devices, such as Iaplaps‘ cell phones. ki 1!‘5“7’77'115’*'5‘ HRT 5758 F A10.8.3 MP-2 NIST SP800-53R3MP-2  |NIST SP 800-53 R3 AC-17 (3)9.9
and personal digital assistants (PDAs), which [IEHIZL. RT3 A117.1 MP-4 NIST SP 800-53 R3MP-6 | NIST SP 800-53 R3 AC-17 (4)[11.1
are general igher sk than on-porabie A117.2 MP-6 NIST SP 800-53 R3 AC-17 (5)[12.3
devices (e.q., deskiop computers at the A15.1.4 NIST SP 80053 R3 AC-17 (7)
organization's faomues) NIST SP 800-53 R3 AC-17 (8)
NIST SP 80053 R3 AC-18
NIST SP 800-53 R3 AC-18 (1)
NIST SP 80053 R3 AC-18 (2)
NIST SP 800-53 R3 AC-19
NIST SP 80053 R3 AC-19 (1)
NIST SP 800-53 R3 AC-19 (2)
NIST SP 80053 R3 AC-19 (3)
NIST SP 800-53 R3 MP-2
NIST SP 800-53 R3 MP-2 (1)
NIST SP 800-53 R3 MP-4
NIST SP 800-53 R3 MP-4 (1)
NIST SP 800-53 R3 MP-6
NIST SP 800-53 R3 MP-6 (4)
Informaton Securty - | 16:33 | Access (o applcation progam or object 777 Sr25 RTRTS L X~ 0y ) [ oposed vi.1 conrolrevision edacted unl uturs X X X X X X X X Clause 4.3.3 s NIST SP 80053 R3CM5__ [6.4.1 12.72,1.29,1210, 1215 126 ‘Commandment #6 $3.13.0 |(53.13.0) Procedures exist to provide that only authorized,
Source Code Access ource code shall be restricted to authorized | £R[, ¥ JRIE 8. 79 ALT: |revision due to poential mapping impact 1ot yet v NIST SP 800-53 R3 CM-5 (1) [6.4.2 621 Commandment #7 tested, and documented changes are made to the system.
Restriction personnel on a need to know basis. Records. %‘1?771!””‘!@ FﬁT?h Y—23—FD/% | considered: A15.1.3 NIST SP 800-53 R3 CM-5 (5) Commandment #9
shall be maintained regarding the individual |~ Y3~ ISOLNTRRERERT =L, Commandment #10
granted access, reason for access and |Access to application, program or object source code
version of source code exposed. shall be restricted to authorized personnel based on
cloud delivery model (Paas) on a need to know
asis.
Tr—yay. ING S LEREA TSk —2a
T rrinia, PaaS(95 (K 7/ SYEF L)
= ’5? iﬂéﬁ!! GLTHEBREM SEhiBLEIC
Information Security | 1534 | Utiity programs capable of potentially A7 LRUA I IOk ok T—5 B> | Proposed vi.1 control revision redacted untl future X X X X X X X X X X DS5.7 A 1141 ACS NIST SP 80053 R3CM-7 | NIST SP 80053 REACH _ [7.1.2 H2.16 Commandment #1 CIP-007-3-R21-R22-  |5329 |(53.2.0) . Restiction of access o system configurations,
Utility Programs. verriding system, object, network, virtual T IV — A HEERNI=T HTEDTESI |revision due to potential mapping impact not yet A11.4.4 AC-6 NIST SP 800-53 R3 AC-6 (1) Commandment #5 R23 superuser functionality, master passwords, powerful utilties,
Access machine and application controls shallbe | —T4UT4TAT S LOERAIE, MRTSZE. [ considered: A115.4 cm-7 NIST SP 800-53 R3 AC-6 (2) Commandment #6 and security devices (for example, firewalls).
resticted. sc3 NIST SP 800-53 R3 CM-7 Commandment #7
Utilty programs and privileged management sc19 NIST SP 800-53 R3 CM-7 (1)
accounts capable of potentally overriding system,
object, network, virtual machine and application
controls shall be restricted. Utilties that utiites that
can shut down vintualized partitions shall be
disallowied. Attacks that target the virtual
infrastructure (Shimming, Biue Pill, Hyperjacking,
etc.) shall be identified and remediated with technical
and procedural controls
SRTLATILIR, RI—T— REIVY B
UPFTYr—as sl E)ﬂ‘ﬁi!(ﬂ’—/\—j'ﬂ*)
ShBFRMEEBLER(A—T)T)Y— L
EREROTHYLIORBUMASASS, A
7423 DL oK S A Y — I DR R
LGN, RERRIHT SREF (Smmmmg‘
Blue Pl
L. A0S
FEETEE.
Legal - Non- LG01 |Requirements for non-disclosure or —SRE O ETIRH T SR X X X X X X X 1SO/IEC 27001:2005 L4 NISTSPB0053 R3PL-4  |NISTSP80053 R3PL-4  [12.82 C25 125 ‘Commandment #6 5410 |(54.1.0) The entity's system availabilly, confidentiality,
Disclosure confidentiality agreements reflecting the ﬂ?é?ﬁﬁﬁ%@&‘mulaﬂ!ﬁﬁ%ﬁ Annex A.6.1.5 PS-6 NIST SP 800-53 R3 PS-6 NIST SP 800-53 R3 PS-6 1283 Commandment #7 processing integrity and security performance is periodically
Agreements organization's needs for the protection of data | PERFHE(L, HEL . XEIEL. BEHLHESD SA9 NIST SP 800-53 R3 SA-Q NIST SP 800-53 R3 SA-9 1284 Commandment #8 reviewed and compared with the defined system availability
and operational detais shall be identified, | 717 WAL ook NIST SP 800-53 R3 SA9 (1) Commandment #9 and related security policies.
documented and reviewed at planned
linervas _
Legal - Third Party 1G02 | Third party agreements that directly, or BRORAAES-3 7SI ERLLIE X X X X X X X X X X X X DS5.11 45 CFR 164.308 @)@)()(A) |A62.3 ) NISTSP 80053 R3CA3  |NIST SP80053 R3CA3 |24 C24,C26 6416163 |C2 125 ‘Commandment #1 5220 |(52:2.0) The availability, confidentiality of data, processing
Agreements indirectly, impact the organizations EHISEEERESE=HLORNIE. WET S 45 CFR 164.308 (b)(1) A10.2.1 MP-5 NIST SP800-53 R3PS-7  |NISTSP800-53R3MP-5  [12.8.2 Commandment #4 integrity, system security and related security obligations of
information assets ordata are equired to | T XTOEX AU ERRREF MY LI 45 CFR 164.308 (0)2)()  |A108.2 PS7 NIST SP 80053 R3SA6 [ NIST SP 80053 R3 MP-5 (2) Commandment #5 users and the entity’s availabilty and related security
include explicit coverage of al relevant B T 45 CFR 164.308 (b)(2)( 1146 A6 NIST SP 800-53 R3SA-7  [NIST SP 800-53 R3 MP-5 (4) Commandment #6 commitments to users are communicated to authorized users.
securty requirements. This includes [ é‘;;~§1’§%%~‘é%i?ﬁ 45 CFR 164.308 (b)2)(i)  |A116.1 sa7 NIST SP 80053 R3SA-9 | NIST SP 80053 R3 PS-7 Commandment #7
agreements involving processing, accessing, ,O RN EEND, Q’Tzr B 528214, ol 45 CFR 164.308 (b)(3) A12.3.1 SA-9 NIST SP 800-53 R3 SA-6 Commandment #8 A3.6.0 |(A3.6.0) Procedures exist to restrict physmal access to the
communicating, hosting or managing the | g3 2 E St iny e s ety 45 CFR 164.308 (b) A1254 NIST SP 80053 R3 SA-7 defined system including, but not imite s, backup
organiations niormation aseete. o ading or o e i e 45 CFR 164.312(e) NIST SP 800-53 R3 SA-9 media, and other system components such 2 frowals.
{eminating senices of products 10 exsting |5 alth. T LA i) B o ko> T 2% 45 CFR 164.312 (c) NIST SP 800-53 R3 SA-9 (1) routers, and server
information. Assets agreements provisions | E&&EE, 45 CFR 164.312(e)|
shall include security (e.g., encryption, 45 CFR 164.314 (2 C3.6.0 |(C3.6.0) The entity has procedures to obtain assurance or
access controls, and leakage prevention) and 45 CFR 164.314 (a) representation that the confidentiality policies of thid parties
integrity controls for data exchanged to 45 CFR 164.314 (2 whom information is transferred and upon which the entity
prevent improper disclosure, alteration or 45 CFR 164.314 (a) relies are in conformity with the entity's defined system
destruction 45 CFR 164.314 (2 confidentiality and related security policies and that the third
45 CFR 164.314 (a) party is in compliance with its policies.
45 CFR 164.314 (2
45 CFR 164.314 (a)
45 CFR 164.314
(a)(2)(u)(A)(l)
( )(2)(“)(A)(2)
14 (2
15 Cr 164314 @
45 CFR 164.314 (b)(1)
45 CFR 164.314 (0
45 CFR 164.314 (b)
45 CFR 164.314 (0
45 CFR 164.314 (b)
45 CFR 164.314 (b
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FedRAMP Security Controls FedRAMP Security Controls
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Low

AICPA  AICPA
TSMap Trust Service Criteria (SOC 2SM Report)

BITS Shared Assessments  BITS Shared Assessments
SIG V6.0 AUP v5.0
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Consumer

Service
Provider

COBIT 4.1 Jericho Forum

HIPAA / HITECH Act ISO/IEC 27001-200¢ GAPP (Aug 2009)

Phys  Network Compute App. Data

Operations Policies and procedures shall be established |BfFXHE+HXRT 5101, A OFIRIE. Clause 5.1 NIST SP 800-53 R3 CM-2 Commandment #1 (52.3.0) Responsibility and accountability for the entity's
Management - Policy and made available for all personnel to FRTOEERIHUCHRARET 5L, AB.LL NIST SP800-53 R3 CM-4 | NIST SP 800-53 R3 CM-2 (1) system availability, confidentiality of data, processing integrity,
adequately support services operations role. A82.1 NIST SP 80053 R3CM-6 | NIST SP 800-53 R3 CM-2 (3) system security and related security policies and changes and
A822 NIST SP800-53 R3MA-4 | NIST SP 800-53 R3 CM-2 (5) updates to those policies are communicated 10 entity
A10.1.1 NISTSP 80053 R3SA-3 | NIST SP 80053 R3 CM-3 Commandment #7 personnel responsible for implementing them
NIST SP800-53 R3SA4 | NIST SP 800-53 R3 CM-3 (2)
NISTSP 80053 R3SA5 | NIST SP 80053 R3 CM-4
NIST SP 800-53 R3 CM-5
NIST SP 80053 R3 CM-6
NIST SP 800-53 R3 CM-6 (1)
NIST SP 80053 R3 CM-6 (3)
NIST SP 800-53 R3 CM-9
NIST SP 800-53 R3 MA-4
NIST SP 800-53 R3 MA-4 (1)
NIST SP 800-53 R3 MA-4 (2)
NIST SP 800-53 R3 SA3
NIST SP 80053 R3 SA-4
NIST SP 800-53 R3 SA-4 (1)
NIST SP 80053 R3 SA-4 (4)
NIST SP 800-53 R3 SA4 (7)
NIST SP 80053 R3 SAS
NIST SP 800-53 R3 SA-S (1)
NIST SP 80053 R3 SA-5 (3)
NIST SP 800-53 R3 SA-8
NIST SP 800-53 R3 SA-10
NIST SP 800-53 R3 SA-11
NIST SP 800-53 R3 SA-11 (1)
NIST SP 800-53 R3 SA-12
Operations OP-02 | nformation system documentation (.g., TR A7 L8 (BIAIE. BEERURIMEAT X X X X X X X X X X DS 9 Clause 4.3.3 ) NISTSP 80053 R3CP9 | NISTSPB0063R3CPO _ [121 11 126 ‘Commandment #1 CiP-005-3a - RL3 S3.11.0 |(S3.11.0) Procedures exist to provide that personnel
Management - administrator and user guides, architecture | K, #AEI%E) £, LI F A BRI A DS 13.1 CP-10 NIST SP 800-53 R3 CP-10  [NIST SP 800-53 R3 CP-9 (1) [12.2 Commandment #2 CIP-007-3 - R9 responsible for the design, development, implementation, and
Docurmentation diagrams, etc.) shall be made available to etk ey SAS NISTSP 80053 R3SAS  |NIST SP 80053 R3 CP-9 (3) (123 Commandment 4 operation of s curity have the qualifications
authorized personnel to ensure the following: mﬂ/’\"“’m? 1 e SA-10 NIST SP800-53 R3CP-10 [12.4 Commandment #5 and resources o fulfl their responsibilties.
« Configuring, installing, and operating the |~ X7 L0 EFaUTA ‘n“f"miw"*"m SA-11 NIST SP 800-53 R3 CP-10 (2) Commandment #11
information system NIST SP 800-53 R3 CP-10 (3) A2.1.0 |(A2.1.0) The eniity has prepared an objective description of
- Effectively using the system's security NIST SP 80053 R3 SAS the system and its boundaries and communicated such
features NIST SP 800-53 R3 SA-5 (1) description to authorized users.
NIST SP 80053 R3 SA-5 (3)
NIST SP 800-53 R3 SA-10
NIST SP 800-53 R3 SA-11
NIST SP 800-53 R3 SA-11 (1)
Operations OP-03 | The availability, quality, and adequate £S5 BRaA X X X X X X X X X DS3 (A 1031 SAd NISTSP 80053 R3SA4 | NIST SP 80053 R3 SA4 G5 124 Commandment #1 A32.0 | (A3.2.0) Measures o prevent or mitigate threats have been
Management - capacity and resources shall be planned, ﬁm nnE NIST SP 800-53 R3 SA-4 (1) Commandment #2 implemented consistent with the risk assessment when
Capacity / Resource prepared, and measured to deliver the LNTH NIST SP 800-53 R3 SA-4 (4) Commandment #3 commercially practicable.
Planning required system performance in accordance Dnﬂﬂﬁ“””’ﬁl&ﬁ NIST SP 800-53 R3 SA-4 (7)
with regulatory, contractual and business RREBET SRR RNETAT A4.1.0 |(A4.1.0) The entity's system availability and security
requirements. Projections of future capacity performance is periodically reviewed and compared with the
requirements shall be made to mitigate the defined system availability and related security policies.
tisk of system overload.
Operations OP-04 [Polies and procedures shalbe esablshed | XE O RBIERUTTEE SRR AT S1-> 3 3 3 3 X X X X X X 3 133 45 CFR 164.310 @@)(v)  |A9.24 VA2 NISTSP 80053 R3MA2 | NIST SP 80053 R3 MA2 F2.19 523 Commandment 72 CIP-007-3-R6.1-R62-  |A3.2.0 |(A3.2.0) Measures o prevent or mitigate threats have been
Management - for equipment maintenance ensuring < AHRUFRERLT HE, MA3 NIST SP 80053 R3MA-4 [ NIST SP 800-53 R3 MA-2 (1) 822 Commandment #5 3-R64 implemented consistent with the risk assessment when
Equipment continuity and availabilty of operations, MA4 NIST SP 80053 R3MA5  [NIST SP 800-53 R3 MA-3 823 Commandment #11 commercially practicable.
Maintenance MAS NIST SP 800-53 R3 MA-3 (1) 824
MA6 NIST SP 800-53 R3 MA-3 (2) 825 A4.10 |(A4.1.0) The entity's system availability and security
NIST SP 80053 R3 MA-3 (3) 826 performance is periodically reviewed and compared with the
NIST SP 800-53 R3 MA-4 827 defined system availability and related security policies.
NIST SP 800-53 R3 MA-4 (1)
NIST SP 800-53 R3 MA-4 (2)
NIST SP 800:53 R3 a5
T SP 50053 R3 MA6
[Risk Management - | RI-01 | Organizations shall develop and maintain an | FILIE ) A2 %2 I RE3L ~ /LI 51-30) | Proposed v1.L control revision redacted untl future X X X X X X X X X X X X POOL 45 CFR 164.308 (a)(8) Clause 4.2.1 ) thiough g) _|AC4 NIST SP 80053 R3 A NEr P SR AT TETE ALLL 2 124 CIP-0093 - R4 S31 | (S3.1) Procedures exist to (1) identity potential threats of
Program enterprise risk management framework to FRIRIERORMHEMRL. #55T 5L, | revision due to potential mapping impact not yet 45 CFR 164308@I0NE) _[Classe 4221) ca2 NIST SP800-53R3AT-1  |NIST SP 800-53 R3 AT-1 disruption to systems operation that would impair system
manage fisk to an acceptable level. considered: se5.11) cA6 NISTSP 80053 R3AU-L | NIST SP 80053 R3 AU-1 security commitments and (2) assess the risks associated
Cvee 72873 PM-9 NIST SP 80053 R3CAL  [NIST SP 80053 R3 CA-1 with the identified threats.
Organizations shall develop and maintain a cloud 621 RA-1 NIST SP 80053 R3CAG | NIST SP 80053 R3 CA-6
oriented risk management framework to manage risk A1261 NIST SP800-53 R3CA7  [NIST SP 80053 R3 CA-7 X310 |(x3.1.0) Procedures exist to (1) identify potential threats of
as defined in the master agreement or industry best- A14.12 NISTSP 80053 R3PL-1 | NIST SP 80053 R3 PL-1 distuptions to systems operation that would impair system
practices and standards. 1521 NIST SP 80053 R3IRAL  [NIST SP 80053 R3 RA-L [availabilty, processing integrity, confidenitality] commitments
ERUNTEDONSELBRRRRATTIT(ABE 1522 NISTSP 80053 R3RA2  |NIST SP 80053 R3RA-2 and (2) assess the risks associated with the identified threats.
YRELS—FIZgEL S5 IR EROYR I EEIL—L NISTSP 80053 R3RA3  [NIST SP 80053 R3 RA-3
D—OEERLERL. URIEETOE. NIST SP 800-53 R3 SA-9 (1)
NIST SP 800-53 R3 SI-4
NIST SP 80053 R3 SI-4 (2)
NIST SP 800-53 R3 SI-4 (4)
NIST SP 80053 R3 SI-4 (5)
NIST SP 800-53 R3 SI-4 (6)
NIST SP A00.53 RA CM-1
[Risk Management - | RI-02 | Aligned with the enterprise-wide framework, SEEFORMALRRL TEDUAT7 LT |Proposed v, T conlral evsion redacted und turs X X X X X X X X X X X X PO04 45 CFR 164.308 (@)(1)((A) |Clause 4.2.1c) through g) | PL5 NIST SP 80 NIST SP 80053 RARAL  [12.1.2 C21,141,15G1513,13 |11 124 CIP-0023 - RL1-R12 S31|(S3.1) Procedures exist to (1) identity potential threats of
Assessments formal risk assessments shall be performed at| /M & ECELEIZIEIR FHDALHEDHLNI |revision due to potential mapping impact not yet Clause 4.2.3 d) RA-2 NIST SP 800-53 R3 RA-1 NIST SP 800-53 R3 RA-2 1.4 125 CIP-005-3a - R1 - R1.2 disruption to systems operation that would impair system
least annually, or at planned intervals, MR TRIEL, HELET S TOUZIDBAMRD |considered: Clause 5.1 1) RA3 NIST SP800-53 R3RA-2  |NIST SP 800-53 R3 RA-3 CIP-009-3 - R.1.1 security commitments and (2) assess the risks associated
determining the likelihood and impact of all W"'Ifimq Ei”ﬁ*/ﬁﬁ“r HMET D Clause 7.2 & 7.3 NIST SP 800-53 R3 RA-3 with the identified threats.
identified risks, using qualitative and T,\T ¥ J';%Zgﬁad 20 "; Senvice Providers shall implement and communicate A621
quantitative methods. The likelinood and disaster recovery, business continuity, capacity 1252 3310 |(3.1.0) Procedures exist to (1) identify potential threats of
4. éﬁﬂwﬂﬁ?&k){?ﬂl, !&HL’C
impact associated with inherent and residual | B a2 overflow and operational redundancy plans to all 1261 disruptions to systems operation that would impair system
tisk should be determined independently, dependant service tiers. Service Providers shall 1412 [availabilty, processing integriy, confidentality] commitments
considering allrisk categories (e.g., audit perform failure impact analysis studies and A.15.1.1 and (2) assess the risks associated with the identified threats.
results, threat and vulnerabilty analysis, and potential service impacts and reduced A1521
regulatory compliance). capacity projections to tenants. Tenants shall be A15.2.2 (54.3.0) Environmental, regulatory, and technological changes
afforded access o operational redundancy and 5430 |are monitored, and their effect on system availabilty,
continuity summaries which shall include dependant confidentiality of data, processing integrity, and system
senvice tier oriented impact analysis. Security security is assessed on a timely basis; policies are updated
mechanisms and redundancies (at a minimum of N+2 for that assessment
at all times) shall be implemented to protect physical
and virtual machines, networks, service providers
and hardware from service outages (e.g., power
failures, network disruptions, etc.). Tenants shall
access 10 a tenant triggered failover control,
’}—txiulv{&'li%’} EABZBNT, KEHIE
BB # 5A
HHE. FE, 1 Z, ¥
w&#ﬂkb;(ﬁnllt(%ﬁ# ml+2§i\¢§£?‘6 EH
AL WEBLURELS S 2ok 4 £ATD
K, BEUN—KOITERAT B%, TIRE T
FUE B R ARG A — TR TE
3%,
Risk Management - | RI-03 |Risks shall be miligated to an acceptable | UA5 (3, B AL A LRI B2E, URT X X X X X X X X X X X X POOS5 45 CFR 164.308 ()(1)()(B) |Clause 42,1 ¢) throughg) |CAS NIST SP 80053 R3 CA5 | NIST SP 80053 R3 CAS 13,L9,L10 14 CIP-009-3- R1.2 S31|(53.1) Procedures exist to (1) identity potential threats of
Mitigation / level. Acceptance levels based on risk criteria | B2 ICETCREL AL, BULRMOBR Clause 4.2.2 b) CM-4. NIST SP 800-53 R3 CP-1 NIST SP 800-53 R3 CP-1 L2 disruption to systems operation that would impair system
Acceptance shall be established and documented in PREBMOKERIH>THIL, XBLTEL. Clause 4.3.1 NIST SP 800-53 R3 RA-1 NIST SP 800-53 R3 RA-1 security commitments and (2) assess the risks associated
accordance with reasonable resolution time Clause 5.11) with the identified threats.
frames and executive approval Clause 7.3
621 X310 | (x3.1.0) Procedures exist to (1) identify potential threats of
1252 disruptions to systems operation that would impair system
A1256.1 [availabilty, processing integiy, confidenitality] commitments
A1511 d (2) assess the risks associated with the identified threats.
A15.2.1
1522
[Risk Management - | RI-04 | Risk assessment results shallinclude TR TR ORI AR IR X X X X 3 3 3 3 3 3 3 X POS6 Clause 42.3 CP2 NIST SP 80053 REAC-1 _ |NIST SPB00-53 RIACT  [12.13 B11B12B16B8172 |82 CIP-009.3 - R2
Business / Policy updates to security policies, procedures, FBE312, YRIT LA/ D Clause 4.2.4 RA-2 NIST SP 800-53 R3 AT-1 NIST SP 800-53 R3 AT-1 G.2,L.9,L10 G.21
Change Impacts. standards and controls to ensure they remain | A7, FIA. #R4E, EERI) ﬁ'&76~ Clause 4.3.1 RA-3 NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AU-1 L2
relevant and effective. Clause 5 NIST SP 80053 R3CAL  [NIST SP 80053 R3 CA-1
Clause 7 NIST SP 800-53 R3 CM-1 | NIST SP 800-53 R3 CM-1
A5.12 NISTSP 80053 R3CP-1 | NIST SP 80053 R3 CP-1
A.10.1.2 NISTSP800-53 R3IA-1 | NIST SP 800-53 R3 IA-1
71023 NISTSP 80053 R3IR-L  [NIST SP 80053 R3 IR-1
A14.12 NIST SP800-53 R3MA-1  [NIST SP 800-53 R3 MA-1
A1521 NIST SP 80053 R3MP-1  [NIST SP 80053 R3 MP-1
1522 NIST SP800-53 R3PE-1 | NIST SP 800-53 R3 PE-1
NISTSPB00-53R3PL1 | NIST SP800-53 R3 PL-1
NIST SP800-53 R3PS-1 | NIST SP 800-53 R3 PS-1
NIST SP 80053 RIRAL  [NIST SP 80053 R3 RA-L
NIST SP800-53 R3RA3  [NIST SP 800-53 R3 RA-3
NIST SP 800-53 R3 SC- NIST SP 800-53 R3 SC-1
NIST SP 80 NIST SP 80053 R3 SI-1
[Risk Management - | RI-05 | The identification, assessment, and BERORA AT LOT—I~OB=BD7 I X X X X X X X X X X X X D523 (A621 CA3 NIST SP 80 ISTSP 800-53 RIAC-L  |12.8.1 B11,B12D1LEL B1 711 531 |(53.1) Procedures exist o (1) identity potential threats of
Third Party Access prioritzation of isks posed by business AEESHTOLA FU2ORE B B A833 MA-4 NISTSP 80053 R3AT-L  |NISTSP80053 R3AT-L 1282 FLLHLLKLLE62  [H2 7.12 disruption to systems operation that would impair system
processes requiring third party access to the [JREL 11 {7271 R TOBLRERE A1111 RA3 NISTSP800-53R3AU-L  |NISTSP800-53R3AU-L  [12.83 721 security commitments and (2) assess the risks associated
organization's information systems and data mw?glxmﬂsm:svgnmi [N T A112.1 NIST SP 800-53 R3 CA-1 NIST SP 800-53 R3 CA-1 12.8.4 722 with the identified threats.
shallbe followed by coordinated appication of | 57 2= DRIOEABRE TICL, 7762 1124 NIST SP800-53 R3 CM-1 | NIST SP 800-53 R3 CM-1 723
resources to minimize, monitor, and measure |f % ST D27 NISTSP 80053 R3CP-1 | NIST SP 80053 R3 CP-1 7.24 %310 | (3.1.0) Procedures exist to (1) identify potential threats of
likelihood and impact of unauthorized or NISTSP800-53 R3IA-1 | NIST SP 800-53 R3 IA-1 disruptions to systems operation that would impair system
inappropriate access. Compensating controls NIST SP 80053 R3IA5 [ NIST SP 80053 R3 IA-4 [availabilty, processing integriy, confidentality] commitments
derived from the risk analysis shall be NIST SP 80053 R3 A5 (1) [NIST SP 800-53 R3 IA5 and (2) assess the risks associated with the identified threats.
implemented prior to provisioning access. NISTSP 80053 R3IR-L | NIST SP 80053 R3 IA-5 (1)
NIST SP800-53 R3MA-1 [ NIST SP 800-53 R3 IA-5 (2)
NIST SP 80053 R3MP-1 [ NIST SP 80053 R3 IA-5 (3)
NIST SP800-53 R3PE-L [ NIST SP 800-53 R3 IA-5 (6)
NISTSPB00-53R3PL-1 [ NIST SP 80053 R3 IA-5 (7)
NISTSP800-53 R3PS-1  [NIST SP 800-53 R3 IA-8
NISTSP 80053 R3RAL  [NIST SP 80053 R3 IR-1
NIST SP800-53 R3SA-1  [NIST SP 800-53 R3 MA-1
NISTSP 80053 R3SC-1 [ NIST SP 80053 R3 MP-1
NISTSP800-53R3SI-1 | NIST SP 800-53 R3 PE-1
NIST SP 80053 R3 PL-1
NIST SP 800-53 R3 PS-1
NIST SP 80053 R3 RA-L
NIST SP 800-53 R3 SA-1
NIST SP 80053 R3 SC-1
NIST SP 800-53 R3 SI-1
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Release Polcies and procedures shall be ssablhed LU0 3 a7 L 75 NIST SP 800-53 R3 CA-L 111,1.1.2,1.2. 7.2, 1.2.8, Commandment i1 (53.12.0) Procedures exist to maintain system components,
- New Development / for management authorization for A B ORISR RIZEEA NIST SP800-53R3CM-1 | NIST SP 800-53 R3 CM-1 1.2.9,12.10, 1.2.13, 1.2.14, Commandment #2 including configurations consistent with the defined system
Acquisition development or acquisition of new T o7 FMERTT NISTSPB0053R3PL-L [NIST SP 800-53 R3 CM-0 12.15,1.2.18, 12226, L5 Commandment #3 security policies.
applications, systems, databast NIST SPB00-53R3PL-2  [NIST SP 800-53 R3 PL-1
inkssircturs, sanice, aperations, and NIST SP 80053 R3SA-1  [NIST SP 800-53 R3 PL2 52100 (5310.0) Dsign, scxiskion, inlemertston, confgurton
jes. NIST SP 80053 R3 SA-3 [NIST SP 800-53 R3 SA-L and software
NIST SP 80053 R3 SA-4 |NIST SP 800-53 R3 SA-3 e consirt wih aefea eystom securi poles.
NIST SP 80053 R3 SA-4
NIST SP 80053 R3 SA-4 (1) (53.13.0) Procedures exist o provide that only authorized,
NIST SP 800-53 R3 SA-4 (4) 53.13.0 tested, and documented changes are made to the system.
N
Release RM-02 | Changes (0 the production environment shall | ABRE O EE(E . FF6A1I= X BIEL. BREEL K 45 CFR 164.308 (@)G)1(C) |A1014 E NIST SP 80053 R3 C: NISTSP80053R3CA1 111 1217,12.20,12.22 126 Commandment #1 CIP-0033 - R6 A316.0 |(A3.16.0, 53.13.0) Procedures exist (0 provide that only
- Production Changes be documented, tested and approved prior to | EEAE T AEESE. KEYIFON—FDE A17.6 45 CFR 164.312 (0) 1251 cas NIST SP 80053 R3CA6  [NIST SPBO0-53R3CA6  [6.3.2 Commandment 2 53.13.0 [authorized, tested, and documented changes are made to the
implementation. Production software and | BI= (. /S5 F BF—E /S5 ZDHOEH 1252 ca7 NIST SP 80053 R3CA-7  [NIST SPBO0-53 R3CA7 (6.4 Commandment #3 system.
hardware changes may include applications, ‘* ERRLTET T2y, LATA T cv-2 NIST SP800-53R3CM-2  |NIST SP 800-53 R3 CA-7 (2) [6.1 Commandment #11
systems, databases and network devices KR IR TS REN EER S, M3 NIST SP 80053 R3CM-6  [NIST SP 80053 R3 CM-2
requiring paiches, service packs, and offier M5 NIST SPB00-53R3PL-2 [NIST SP 800-53 R3 CM-2 (1)
updates and modifications. M6 NIST SP 80053 R3 PL'5  [NIST SP 80053 R3 CM-2 (3)
Mo NISTSPB00-53R3SI-2 [NIST SP 800-53 R3 CM-2 (5)
PL2 NIST SP 800-53 R3 CM-3
PLS NIST SP 80053 R3 CM-3 (2)
si2 NIST SP 800-53 R3 CM-5
si6 NIST SP 80053 R3 CM-5 (1)
17 NIST SP 80053 R3 CM-5 (5)
NIST SP 800-53 R3 CM-6
NIST SP 80053 R3 CM-6 (1)
NIST SP 80053 R3 CM-6 (3)
NIST SP 800-53 R3 CM-9
NIST SP 800-53 R3 PL-2
NIST SP 800-53 R3 PL5
NIST SP 80053 R3 S1-2
NIST SP 80053 R3 S1-2 (2)
NIST SP 80053 R3 SI-6
NIST SP 80053 R3 SI-7
NIST SP A00-53 RA 517 (1)
Release RM-03 | A program for the systematic monitoring and | BAMIRL TN 8T XTDYIFOT7 ARER X X X X X X X X X X POB.L (613 IES NIST SP 80053 Ra CM- NIST SP 80053 R3 CM-1 111 C17,G1G6 11145, 510 Commandment 71 A313.0 |(A3.13.0, C3.16.0, 13.14.0, 53.10.0) Design, acquisiion,
- Quality Testing evaluation to ensure that standards of quality | &1L T BAERIRT BF-DHRH A1011 M2 NIST SPB0053R3CM-2  [NIST SPBO0-53R3CM-2 (6.1 12.18,1.22.1, 1223, 1.226, 011 Commandment #2 c3.16.0 modification, and
are being met shall be established for all "’ A EE. 71014 SA3 NIST SP800-53 R3SA-3  |NIST SP 800-53 R3 CM-2 (1) [6.4 1223,1.2.22.2,1.2.22.4, 9.2.1 Commandment #3 13.14.0 |of infrastructure and software are consistent witt
Software developed by the organization. 7yTIL R 1032 sS4 NIST SP 80053 R3SA-4 [NIST SP 80053 R3 CM-2 (3) 12.22.7.12.228,1.2.22.9, 922 53.10.0 [system availabilty, confidentiaiiy of data, processing integrity,
Quality evaluation and acceptance criteria for “ﬁf;“*L XELS DL Fho, wX 2T A12.11 SAS NIST SP800-53R3 SA-5 |NIST SP 800-53 R3 CM-2 (5) 122210,12.22.11,12.22.12, systems security and related securiy policies.
information systems, upgrades, and new en 27 1221 sa8 NIST SP 80053 R3 SA-3 12.22.13,1.2.22.14,.2.20,
versions shall be established, documented e 1222 SA-10 NIST SP 80053 R3 SA-4 1217,12.7.1,13,12.10, L9 S3.13  [(53.13) Procedures exist to provide that only authorized,
and tests of the system(s) shall be carried out ’ﬁ@ g’ : r;f“ “iﬁ&’ﬁf% ﬁa&?!m» 1223 SA11 NIST SP 80053 R3 SA-4 (1) tested, and documented changes are made to the system.
both during development and prior to BLcg) b EC) AR e 1224 sa13 NIST SP 80053 R3 SA-4 (4)
acceptance to maintain security. WB) IS EERATEBIT R 1241 NIST SP 80053 R3 SA-4 (7)
shall have a clear oversight capacity in the | EA5LY, 1242 NIST SP 80053 R3 SAS
quality testing process with the final product 1243 NIST SP 80053 R3 SAS (1)
being certfied as "fit for purpose” (the product 1251 NIST SP 80053 R3 SAS (3)
should be suitable for the intended purpose) 1252 NIST SP 80053 R3 SA-8
and "right fist time” (mistakes should be 1253 NIST SP 800-53 R3 SA-10
eliminated) prior to release: A126.1 NIST SP 80053 R3 SA-11
1312 NIST SP 800-53 R3 SA-11 (1)
A15.2.1
A1577
Release R4 [A program for e systemati moiorng and | NEETEI=E> CIELT: /1 77 DR X X X X X X X X X X 3 AG6.18 SA4 NIST SP 80053 R3 SA4 _|NIST SP 80053 R3 SA4 (36,7 C24,64,G6 11144, [C2 Commandment #1 $3.10.0 |(53.10.0) Design, acquisiton, implementation, configuration,
- Outsourced evaluation to ensure that standards of quality LTOEHETRZT S0 DRRMEER A6.21 sAS NIST SP 80053 R3 SA'5  [NIST SP 800-53 R3 SA4 (1) [6.4.5.2 145,127.2,128129, |11 Commandment #2 modification, and management of infrastructure and software
Development are being met shall be established for all AEER et B ER 623 sas NIST SP 80053 R3SA-9  [NIST SP 800-53 R3 SA-4 (4) [7.1.3 12.15,1.2.18, 12226, 127.1,1.2 Commandment #3 are consistent vith defined system availabilty, confidentiality
outsourced software development. The TOYILITRROEE. AL 252 A10.1.4 SAQ NIST SP 800-53 R3 SA-4 (7) [8.5.1 1.2.13,1.2.14,12.17, 1220, |14 of data, processing integrity, systems security and related
development of all outsourced software shall | 171 E;‘;g:gfl_fffﬁg, *f”?ﬂ A102.1 sa-10 NIST SP 800-53 R3 SA-5 1 12.222,1.2.22.4,1.2.22.7, security policies.
be supervised and monitored by the ks ﬁ‘ré’\ﬂmt*:‘):j!;émiﬁ B4 1022 SA1L NIST SP 80053 R3 SAS (1) [9.1.2 12.22.8,12.22.9,12.22.10,
organization and must include security el v bl gty 1023 sa-12 NIST SP 80053 R3 SAS (3) (.20 12.22.11,1.222.12, 1.2.22.13, 5313 [(53.13) Procedures exist to provide that only authorized,
requirements, independent security review of |7- ) 8 891 150/16C. 1032 sA13 NISTSP80053R3SA8  [9.31 12.22.14,1.3,31.2.10, L.7, tested, and documented changes are made to the system.
he outsourced environment by a certiied | 17024 MM EBIE R I3 RIZERS NI TR 1211 NISTSP80053R3SA9 (1052 Ls,L10
individual, certified security training for 12 umeimu;ﬂl.n%mamﬁsw i 1221 NIST SP 80053 R3 SA-9 (1) [11.5
outsourced software developers, and code | SEEEI- S TIRENBZE, 1222 NIST SP 80053 R3 SA-10  [12.3.1
reviews. Certification for the purposes of this 1223 NIST SP80053R3SA11  [12.33
control shall be defined as either a ISO/IEC 1224 NIST SP 800-53 R3 SA-11 (1)
17024 accredited certification or a legally A124.1 NIST SP 80053 R3 SA-12
recognized license or certfication in the 1242
legislative jurisdiction the organization 1243
outsourcing the development has chosen as 1251
its domicile. 1252
1253
1255
1261
1312
A15.2.1
A152)
Release Wanagerer| RW-05 _[Poiies and procedues sl e cablshed rﬁ'léh‘n‘m."17}”7170)1”\2*&‘4‘67’ X X X X X X X X X 41013 [SIES NIST SP 80053 R3 M- |NIST SP 800-53 R3 CM-1 G213, G 202,6.204, G1 524 Commandment #1 A36.0 |(A3.6.0) Procedures exst (o restrict physical access (o the
- Unauthorized and mechanisms implemented to restrict the | SO PFIREMIL. RiET 5 1041 cm-2 NIST SP 80053 R3CM-2 [NIST SP 800-53 R3 CM-2 6.205,6.7,6.7.1, G.12.11, [1.2 522 Commandment #2 defined system including, but not limited to, facilies, backup
Software Inetalations installation of unauthorized software. A115.4 M3 NIST SP 80053 R3CM-7 [NIST SP 80053 R3 CM-2 (1) H2.16,1.2.22.1,12.223, Commandment #3 media, and other system components such as firewalls,
1161 M5 NIST SP 80053 R3 CM-8 |NIST SP 800-53 R3 CM-2 (3) 12.226,1.2.23 Commandment #5 routers, and servers
A124.1 M7 NIST SP 80053 R3 SA-6 [NIST SP 80053 R3 CM-2 (5) Commandment #11
1253 v NIST SP 80053 R3 SA-7 [NIST SP 800-53 R3 CM-3 5350 [(53.5.0) Procedures exist to protect against infecion by
M9 NISTSPB0053R3SI-1 [NIST SP800-53 R3 CM-3 (2) computer viruses, malicious code, and unauthorized software.
S5 NIST SPB0063R3SI-3 [NIST SP 800-53 R3 CM-5
sA7 NIST SP 80053 R3 CM-5 (1) 53.13.0 ((53.13.0) Procedures exist to provide that only authorized,
si1 NIST SP 800-53 R3 CM-5 (5) tested, and documented changes are made to the system.
si-3 NIST SP 800-53 R3 CM-7
S NIST SP 800-53 R3 CM-7 (1)
si-7 NIST SP 800-53 R3 CM-8
NIST SP 800-53 R3 CM-8 (1)
NIST SP 80053 R3 CM-8 (3)
NIST SP 800-53 R3 CM-8 (5)
NIST SP 800-53 R3 CM-9
NIST SP 800-53 R3 SA-6
NIST SP 80053 R3 SA-7
NIST SP 800-53 R3 SI-1
NIST SP 80053 R3 SI-3
NIST SP 800-53 R3 SI-3 (1)
NIST SP 80053 R3 S1-3 (2)
NIST SP 800-53 R3 SI-3 (3)
NIST SP 80053 R3 SI-4
NIST SP 800-53 R3 Si-4 (2)
NIST SP 800-53 R3 SI-4 (4)
NIST SP 800-53 R3 Si-4 (5)
NIST SP 80053 R3 SI-4 (6)
NIST SP 800-53 R3 SI-7
NIST SP 800-53 R3 817 (1)
Resiiency - RS0 |Policy, process and procedures defining lﬁéhru%ﬂ)m:ﬁwﬁ@&&%‘r‘m\m X X X X X X X X X X X X PO9.L 45 CFR 164.308 (a)(7)() __|Clause 43.2 CP1 NIST SP 80053 R3CP-1  |NIST SPB00-53 R3CP-L  [129.1 K129,K1210,K31 Commandment #1 A310_|Procedures exst 1o (1) identiy potential threals of disruptions
Management Program usiness continuity and disaster recovery ?‘ REW PO92 45 CFR 164.308 (a)(1)(i)(C) [A.14.1.1 CcP-2 NIST SP 800-53 R3 CP-2 NIST SP 800-53 R3 CP-2 Commandment #2 tems operation that would impair system availability
shall be put in place to minimize the impact of DS 42 A1414 NIST SP 80053 R3 CP-2 (1) Commandment #3 commitments and (2) assess the risks associated vith the
a realized sk event on the organization to an NIST SP 800-53 R3 CP-2 (2) identified threats.
acceptable level and faciltate recovery of
information assets (which may be the result 4330 |Procedures exist to provide for backup, offste storage,
of, for example, natural disasters, accidents, Bl restoration, and disaster recovery consistent with the entity's
cquipment falres, and celberate actonS) | oy 4ouss SO LB i Am defined system availability and related security policies.
through a combination of preventive and LA R BRI T LA TR A
recovery controls, in accordance wit e TaE, Procedures exist to provide for the integriy of backup data
regulatory, statutory, contractual, and A3.40  [and systems maintained to support the entity’s defined system
business requirements and consistent vith availabilty and related security policies.
indusiry standards. This Resiliency
management program shall be communicated
o all organizational participants with a need
to know basis prir to adoption and shall also
be published, hosted, stored, recorded and
disseminated to multple facilties which must
be accessible in the event of an incident,
Resiliency - Impact RS-02 [There shall be a defined and documented BHoWEREMDEEEEETS S0 X X X X X X X X X X X X 45 CFR 164.308 (a)(7)(i)(E) |ISO/IEC 27001:2005 RA-3 NIST SP 800-53 R3 CP-1 NIST SP 800-53 R3 CP-1 K2 Commandment #1 CIP-007-3 - R8 - R8.1-R8.2-|A3.1.0  [(A3.1.0) Procedures exist to (1) identify potential threats of
Analysis method for determining he mpact of any | BEALHREL SBELTACCE. g 1412 NIST SPB00-53R3CP-2  |NIST SP 800-53 R3 CP-2 Commandment #2 RB3 disruptions to systems operation that would impair system
distuption to the organization which must [:u-msgm;wm:z,»_‘z, A1414 NIST SP800-53R3RA3  [NIST SP 800-53 R3 RA-3 Commandment #3 availability commitments and (2) assess the risks associated
incorporate the following: 75’ 5 7*; 4 S with the identified threats.
 dentify critical products and services
« Identify all dependencies, including g gg" 57\7“"442§t"‘rm&§ A33.0 |(A3.3.0) Procedures exist to provide for backup, offsite
processes, aplcatons, busness parmers ey NS, storage, restoration, and disaster recovery consistent with the
and third party service HELER ot ke entity's defined system availabilty and related security
- Understang trreats to pitiod orocucts and | RO SL R AR AR L e policies
ervice: A\U)NE
. Delermlne impacts resulting from planned |- PEFEHFEL 558 KM A3.4.0 [(A3.4.0) Procedures exist to provide for the integrity of backup
or unplanned disupions and how hese vary |- ZIB @ IEE0RE data and systems maintained to support the enlity's defined
ver time. - R BRI ﬁ,§§§§ﬂ Y—ERD system availability and related security policies.
+ Establish the maximum tolerable period for 5”“ ”‘77 mE Emﬂﬂ
disruption
~ Establish priorites for recovery
- Establish recovery time objectives for
resumption of critcal products and services
within their maximum tolerable period of
disruption
- Estimate the resources required for
resumotion
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Cloud Controls Matrix (CCM) R1.2

Cloud Sen
Model App!

Architectural Relevance
Control Corp Gov.

Control Area Control Specification Control Notes
D Relevance

Supplier Relationship cope Applicability

FedRAMP Security Controls FedRAMP Security Controls

Service Tenant / BITS Shared Assessments  BITS Shared Assessments . - AICPA  AICPA

HIPAA / HITECH Act

JIEC 27001

NIST SP800-53 R3

(Final Release, Jan 2012)
—Low I

(Final Release, Jan 2012)
~MODERATE IMPACT LEVEL -~

SIG V6.0

UP V5.0

GAPP (Aug 2009) Jericho Forum

TS Map

Trust Service Criteria (SOC 2SM Report)

Resiliency - Business A consistent unified framework for business T«rw;;tmlmfai RFBEUIRBE 45 CFR 164.308 (a)(7)()  |Clause 5.1 NISTSPBO0-53R3CP-L | NIST SPB00-53 R3 CP-L K123 K124,K125, Commandment #1 (A3.1.0) Procedures exist to (1) identify potential threats of
Continuity Planning continuity planning and plan developmen ¥/ REH ORLELLTEL 45 CFR 164.308 (2)(7)()(8) 12 NISTSPB00-53R3CP-2  [NIST SPB00-53 R3 CP-2 K126, K127,K1211, Commandment #2 disruptions to systems operation that would impai system
shal be established, documented and 5 45 CFR 164.308 (a)(7)(i)(C NISTSPBOO-53R3CP-3 [ NIST SPB00-53 R3 CP-2 (1) K12.13,K1215 Commandment #3 availabillty commitments and (2) assess the risks associated
adopted o ensure all business continuity T’s BI0HDH ! W""’W’?K*L x& 45 CFR 164,308 (a)(7)(i)(E) |A.14.1.4 NIST SP800-53 R3 CP-4 NIST SP800-53 R3 CP-2 (2) with the identified threats.
plans are consistent n adressing prores |k gm'ﬁf’* PR REAIIE 45 CFR 164.310 (a)(2)() NIST SPB00-53 R3CP-9  |NIST SPB00-53 R3 CP-3
for testing and and information — 45 CFR 164.312 (a)(2)(i) NIST SPB00-53R3 CP-10 [ NIST SP800-53 R3 CP-4 A33.0 |(A3.3.0) Procedures exist to provide for backup, offsite
security requirements. Requirements for P NIST SPB00-53 R3 CP-4 (1) storage, restoration, and disaster recovery consistent with the
business continuity plans include the HEOWEHBAIIREN. HATEDESI NIST SP800-53 R3 CP-6 entity’s defined system availability and related security
following NIST SPB00-53 R3 CP-6 (1) policies
~ Defined purpose and scope, aligned with | -3 BIDLE 2 — BT, KRORIEH (H8) <k NIST SP800-53 R3 CP-6 (3)
relevant dependencies it NIST SP800-53 R3 CP-7 A3.4.0 |(A3.4.0) Procedures exist ta provide for the integrity of backup
« Accessible to and understood by those who | &2, @8I RUREDRE NIST SP800-53 R3 CP-7 (1) data and systems maintained to support the entity’s defined
il use them REnte. FHOOBRRUSERD NIST SPB00-53 R3 CP-7 (2) system availability and related security policies.
« Owned by a named person(s) who is B NIST SP800-53 R3 CP-7 (3)
responsible for their review, update and NIST SP800-53 R3 CP-7 (5)
approval NIST SP800-53 R3 CP-8
- Defined lines of communication, roles and NIST SPB00-53 R3 CP-8 (1)
NIST SP800-53 R3 CP-8 (2)
« Detailed recovery procedures, manual work- NIST SP800-53 R3 CP-9
around and reference information NIST SP800-53 R3 CP-9 (1)
+ Method for plan invocation NIST SP800-53 R3 CP-9 (3)
NIST SP800-53 R3 CP-10
NIST SP800-53 R3 CP-10 (2)
NIST SP800-53 R3 CP-10 (3)
Resiliency - Business | RS-04 | Business continuity plans shall be subject to | BRRE B, MRA B LEBIET BI-BI= 25 CFR 164.308 (@)())M(D) |A 1415 P2 NIST SPB00-53 R3 CP-2 1292 K13 K143 K146, ‘Commandment #1 A33 | (A3.3) Procedures exist to provide for backup, ofsite storage,
Continuity Testing test at planned intervals or upon significant |- HEIEA IR, LUCZAEMEERALE, . cp3 NIST SP800-53 R3 CP-3 K14.7, K148, K149, Commandment #2 restoration, and disaster recovery consistent with the entity's
organizational or environmental changes to &L(ttzmmﬂtﬁxrzwmtmvmau cpa NIST SPB00-53 R3 CP-4 K14.10,K.14.11, K.14.12 Commandment #3 defined system availabilty and related security policies.
ensure continuing effectiveness.
Resiliency - RS-05_|Physical protection against damage from ERRE sm.srm LS ER RO 45 CFR 164.308 @)(7)()  |A9.L4 PEL NIST SPBOD-53 R3 PE-L 20 F1221 F51, F1 824 Commandment #1 CIP-0043R32 A3.10 | (A3.1.0) Procedures exist to (1) identily potential threats of
Environmental Risks natural causes and disasters as well as 45 CFR 164.310@)()()  |A9.2.1 PE-13 NIST SP800-53 R3 PE-13 F152 F21 F27,F28 Commandment #2 disruptions to systems operation that would impair system
deliberate attacks including fire, flood, PE-14 NIST SPBO0-53R3 PE-14 | NIST SP800-53 R3 PE-13 (1) Commandment #3 availabillty commitments and (2) assess the risks associated
atmospheric electrical discharge, solar PE-15 NIST SPB00-53R3 PE-15 | NIST SP800-53 R3 PE-13 (2) with the idenified threats.
induced geomagnetic storm, wi i i el PE18 NIST SP800-53 R3 PE-13 (3)
carthquake, tsunami, explosion, nuclear Sk amLA I, NIST SP800-53 R3 PE-14 A3.2.0 |(A3.2.0) Measures to prevent or mitigate threats have been
mishap, volcanic activity, biological hazard, NIST SPB00-53 R3 PE-15 implemented consistent with the risk assessment when
civil unrest, mudslide, tectonic activity, and NIST SP800-53 R3 PE-18 commercially practicable.
other forms of natural or man-made disaster
shll be antipated, designed and
Resiliency - RS [To e e mocs yom anvironmenil BEE RALOBESLORENBOIZIGS 45 CFR 164.310 (c) (A921 PEL NISTSPB00-53R3 PE-1 | NIST SPB00-53 R3PE-1  [9.1.3 F29 F 1221 F51, F1 Commandment #1 A3.10 | (A3.1.0) Procedures exist to (1) identiy potential threats of
Equipment Location threats, hazards and opportunities for ULBMEATUGL S X0RSE AL PES NISTSPBOD-53R3 PE-14 | NIST SPB00-53R3PES (9.5 F152 F21 F27,F28 Commandment #2 distuptions to systems operation that would impair system
unauthorized access equipment shall be DI, A EIHECD PE-14 NIST SPB00-53 R3 PE-15  [NIST SPB00-53 R3 PE-14  [9.6. Commandment #3 availability commitments and (2) assess the risks associated
y from locations subject to high ”‘513 é’«rﬂﬁ‘” G AN PE-15 NIST SP800-53 R3 PE-15 9.9 with the identified threats.
probability environmental risks and LE *"“"”’“’*”m" ol PE-18 NIST SP800-53 R3PE-18  [9.9.1
supplemented by redundant equipment A3.2.0 |(A3.2.0) Measures to prevent or mitigate threats have been
located a reasonable distance. implemented consistent with the risk assessment when
oracticable.
Resiliency - RS-07 | Security mechanisms and redundancies shall | %207 —H RERRILIE. AT —EXDB (A922 =) NISTSPB00-53R3 PE-L | NIST SP800-53 R3 CP-8 F16 F161 F162, F1 ‘Commandment #1 A32.0 | (A3.2.0) Measures to prevent or mitigate threats have been
Equipment Power be implemented to protect equipment from | IRLE(BIX I, B, ok T—IBILAE ) MER no23 PEL NIST SPB00-53R3 PE-12 | NIST SP800-53 R3 CP-8 (1) F192 F210, F211, Commandment #2 implemented consistent with the risk assessment when
Failures utility service outages (e.g., power failures, | WERET HLSISRESNLHRITHESEL, A9.2.4 PE-9 NIST SP800-53 R3 PE-13 NIST SP800-53 R3 CP-8 (2) F.2.12 Commandment #3 commercially practicable.
network disruptions, etc.). PE-10 NIST SPB0D-53R3 PE-14 | NIST SP800-53 R3 PE-1
PE-1L NIST SP800-53 R3 PE-9
PE-12 NIST SP800-53 R3 PE-10
PE-13 NIST SP800-53 R3 PE-11
PE-14 NIST SP800-53 R3 PE-12
NIST SP800-53 R3 PE-13
NIST SP800-53 R3 PE-13 (1)
NIST SP800-53 R3 PE-13 (2)
NIST SP800-53 R3 PE-13 (3)
NIST SPA00-53 R3 PE-14
Resiliency - Power | | RS-08 | Telecommunications equipment, cabling and 5E FERTRT - EAE ST [Proposed vL.1 conlol fvision tdacied unl ure (A922 PEL NISTSPB00-53R3 PE-L | NIST SPB00-53 R3 PE-1 F16 F161 F162, F1 ‘Commandment #1 A32.0 | (A3.2.0) Measures to prevent or mitigate threats have been
Telecommunications relays transceving data or supporting services 3‘%:’7 7' ‘1/7 h;U'J L % 0B revision due to potential mapping impact not yet A9.2.3 PE-4 NIST SP800-53 R3 PE-13 NIST SP800-53 R3 PE-4 F.19.2, F.2.10, F.2.11, Commandment #2 implemented consistent with the risk assessment when
shall be protected from interception or h, REES. & e PE-13 NIST SP800-53 R3 PE-13 (1) [NIST SP800-53 R3 PE-13 F.212 Commandment #3 commercially practicable.
damage and designed with redundancies, E‘“’ TAT Tﬂi&i’”"fﬁ”éﬂ’mmf NIST SP800-53 R3 PE-13 (2) |NIST SP800-53 R3 PE-13 (1) Commandment #4
alternative power source and alternative BEBLN. Telecommunications equipment, cabling and relays NIST SP800-53 R3 PE-13 (3) |NIST SP800-53 R3 PE-13 (2) Commandment #9 A3.4.0 |(A3.4.0) Procedures exist to protect against unauthorized
routing. tranceving data or supporting services shall be NIST SP800-53 R3 PE-13 (3) Commandment #11 access to system resource.
protected from interception unless legally required
(wire taps, etc.). These systems shall be designed
with redundancies, alternative power source and
alternative routing. Tenants shall have informed
consent over jurisdiction of transport
BIERM. 7—T . TS, BEULES—ER
1%, RSB BESHEL (ARLE)RY, BRENLL
mt.{%nénn R Lo
. URBL—T 12T EE] EtEh T
:6$« FHUME EREEITHLTE! ST
Security Architecture -|  SA-01 _|Prior to granting customers access (o data, | 7— ﬁﬁzx7h’~ﬂ)77t2§i§|- (A621 CAL NIST SP 80053 R3 CAL | NIST SP 80053 R3 CA-L C21,C23,C24,C261, 122 ‘Commandment #6 S32a |(53.2.)a. Logical access security measures o restrict
Customer Acces assets and information systems, all identified ey YT ERFAEFEL 622 ca2 NISTSP 80053 R3CA2  [NIST SP 80053 R3 CA-2 H1 126 Commandment #7 access to information resources not deemed to be public
Requirements security, contractual and regulatory L RECRMIRAL E“gé’“’*”ﬂ“""" A1L11 cAs NIST SP 800-53 R3 CA-2 (1) [NIST SP 800-53 R3 CA-2 (1) 621 Commandment #8
requirements for customer access shall be | CA-6 NIST SP 800-53 R3 CA-5 NIST SP 800-53 R3 CA-5 6.2.2
addressed and remediated. N cas
Security Architecture -[  SA-02 [Implement and enforce (through automation) [7ZU%—%a% BR=2, H—/ BEUF DS5.3 45 CFR 164.308(a)(5)(i)(c) |A.8.3.3 AC-1 NIST SP 800-53 R3 AC NIST SP 800-53 R3 AC-1 8.1 E6.2,E63, H11 H12, B.1 Commandment #6. CIP-004-3R2.2.3 S3.2b  [(S3.2.b) b. Identification and authentication of users.
User ID Credentials user credential and password controls for M= 42250; —mm;—*fw?—w-‘/w»k DS5.4 45 CFR 164.308 (a)(5)(i)(D) |A111.1 AC-2 NISTSPBOO53R3AC2  |NISTSPBO053R3AC-2 (8.2, H2 Haz Ha Ha1 b 45, |H5 Commandment #7 CIP-007-3-R5.2-R5.3.1 -
applications, databases and server and /SRT—FRLFI<EREN, EEF b 45CFR 164312 @)(2)() ~ [A112.1 AC3 NIST SP800-53R3AC-3  [NIST SPB00-53 R3AC-3 (8.3 Commandment #8 R5.3.2-
network infrastructure, requiring the following /Ezv)iﬁbﬁl?ﬂ‘f&b&t‘ 45 CFR 164.312 (a)(2)( A11.2.3 AC-11 NIST SP 800-53 R3 AU-2 NIST SP 800-53 R3AC-11 (8.4 Commandment #9
minimum standards: 45 CFR 164.312 (d) A112.4 AU-2 NIST SP800-53 R3AU-11  [NIST SP 800-53 R3 AC-11 (1)[8.5
« User identity verification prior to password A1155 AU-11 NISTSP 80053 R3IA-1  [NISTSP800-53 R3AU2 (101,
resets 1AL NISTSP800-53R31A-2  [NIST SP800-53 R3 AU-2 (3) [12.2,
: fpassword rese fted by pe;sonnel y AYy e 12 NIST SP800-53 R31A-2 (1) |NIST SP 80053 R3AU-2 (4) [12.3.8
other than user (i., administrator), passwor e 1A5 NIST SP800-53 R3IA-5 | NIST SP 800-53 R3 AU-11
must be immediately changed by user upon mﬁ'{é&? ;‘ E;;T_iz&: *}77;";»& A6 NIST SP 800-53 R3 IA5 (1) [NIST SP 800-53 R3 IA-1
first use. = 18 NIST SP800-53 R3IA-6  [NIST SP 800-53 R3 IA-2
—4—IDlFa=—5I<L. 7/» 1#1% S
- Tiely access evocaton forterminaled | 7oy 5t (2K &R SC-10 NIST SP 80053 R3IA-8 [ NIST SP 800-53 R3 IA-2 (1)
DB ELI0ERBIZ/ SR~ biexplreféu NIST SP 800-53 R3 1A-2 (2)
Removeldisable nactive user accounts t BADART—FOREEDUCELTH SIS, NIST SP 800-53 R3 IA-2 (3)
least every 90 days. m@z*;wﬁﬁggtgﬁu,( T, NIST SP 800-53 R3 IA-2 (8)
« Unique user IDs and disallow group, SEDDID D/ SRT—FEUHE R I—K D NIST SP 800-53 R3 IA-5
shared, or generic accounts and passwords. | FIRETET 5. NIST SP 800-53 R3 IA-5 (1)
« Password expiration at least every 90 days. | 6E105 A~ &ML= 1DEAY57 9k, NIST SP 800-53 R3 IA-5 (2)
Minimum password length of at least seven J—’}IDD“}??’"I%ﬁhﬂﬂmtnlﬁmﬁﬂ\’!l! NIST SP 800-53 R3 1A'5 (3)
(7) characters. EATREIT HET NIST SP 800-53 R3 IA-5 (6)
« Strong passwords containing both numeric -155)?1»:.0)&://;/7(»;vm‘muc K NIST SP 800-53 R3 IA-5 (7)
and alphabetic characters. NIST SP 800-53 R3 IA-6
« Allow password re-use after the last four (4) -%tt771zxm§ﬁ-?—5~m77t7\vxz—*i NIST SP 800-53 R3 IA-8
passwords used. DEBERRT D, NIST SP 800-53 R3 SC-10
« User ID lockout after not more than six (6)
atiempts
- User ID lockout duration to a minimum of 30
minutes or until administrator enables the
user ID.
« Re-enter password to reactivate terminal
after session idle time for more than 15
minutes.
Secuty Arciteciure - SA-03 | Poicies and prosedures shalbe esiablisied |0>—EF NIz t#—:‘hw(l?‘%tt 7oRAH | DS5.11 (71081 ACT NISTSPB0053 RIACL | NIST SP80053 REAC-L (23 08202 8203 G121, (61 110 Al S3.4 |(53.4) Procedures exist (o protect against unauthorized
Data Security / and mechanisms DISRES A108.2 AC-4 NISTSP800-53R3SC-1  [NISTSP800-53 R3AC-4 (341 G.12.4,G.12.9, G.12.1 122 access to system resources.
Integrity Security (e.g., encryption, access controls, | AUk i?J_XAk wuxmszL 41&71— A1111 sc1 NIST SP 80053 R3SC-13 | NIST SP80053 R3SC-1 (4.1 G.16.2,6.19.2.1, G.19. ] 2, 126
and leakage prevention) and integrity of data | ADMTRMEL TS T 5 'i ﬁﬁ A11.6.1 SC-16 NIST SP 800-53 R3 SC-8 4.1.1 G.9.4,G.17.2, G.17.3, 4.2.3
exchanged between one or more system ., Flo, F—F/{—T1D3: A114.6 6.1 G.17.4, G.20.1 521
interaces, urisdictons, or with a third pary | AV 473 ok iWﬁH‘!T%~kE_ A123.1 63.2a 712
shared services provider to prevent improper &U;ﬁgﬁ' k mﬁli”ﬁ#‘ SRS THCLIS A12.5.4 6.5 721
disclosure, alteration or destruction complying BIRIFEES A1514 83 722
with legislative, regulatory, and contractual 1055 7.23
requirements. 15 724
821
822
823
825
971
Securty Architecture -| SA-04 tions shall be designed in accordance A2 45 CFR 164.312(e)()() (A1156 sc2 NISTSP 80053 R3SC-5 | NIST SP 80053 R3SA8 |65 163,13 1 126 ‘Commandment #1 CIP-007-3- R5.1 B (S3.10.0) Design, acquisition, implementation, configuration,
Application Security with industry accepted security standards. *U*"‘H)\ﬂbh? ﬂiﬁﬂ§$ (W?UXOWAS A.11.6.1 SC-3 NIST SP 800-53 R3 SC-6 NIST SP 800-53 R3 SC-2 Commandment #2 modification, and management of infrastructure and software.
(i.e., OWASP for web applications) and I8 T, ' RBE ST A122.1 sc-4 NIST SP 800-53 R3 SC-7 NIST SP 800-53 R3 SC-4 Commandment #4 are consistent with defined system security policies to enable
complies with applicable regulatory and K 1222 sC-5 NIST SP800-53 R3SC-12 [ NIST SP 800-53 R3 SC-5 Commandment #5 authorized access and to prevent unauthorized access.
business requirements. A1223 sc6 NIST SP 80053 R3SC-13 | NIST SP 800-53 R3 SC-6 Commandment #11
1224 sc-7 NIST SP800-53 R3SC-14 [ NIST SP 800-53 R3 SC-7 (53.10.0) Design, acquisition, implementation, configuration,
1252 sc8 NIST SP 80053 R3 SC-7 (1) $3.100 |modiication, and management of infrastructure and software
1254 sC-9 NIST SP 800-53 R3 SC-7 (2) are consistent with defined processing integrity and related
A1255 sc10 NIST SP 80053 R3 SC-7 (3) security policies.
1261 sC-11 NIST SP 800-53 R3 SC-7 (4)
A1521 sc12 NIST SP 80053 R3 SC-7 (5)
sC-13 NIST SP 800-53 R3 SC-7 (7)
sc14 NIST SP 80053 R3 SC-7 (8)
SC-17 NIST SP 800-53 R3 SC-7 (12)
sc18 NIST SP 800-53 R3 SC-7 (13)
Securty Architecture | SA-05 | Data input and output integrity routines (e, | FBPYAT AEBT5—. 7 —BOREABT 45 CFR 164.312 (0)(1) (71002 SI10 NISTSPB0053R3SI2  |NISTSPB0053R3SI2 (631 163,13 1 126 ‘Commandment #1 CIP-0033- Ra.2 [1320 [(13:2.0) The procedures refated to completeness, accuracy,
Data Integrity reconciliation and edit checks) shall be EBCESIS, TTY A A8 —IT—RE 45 CFR 164.312 (0)(2) 1093 Si-11 NISTSP800-53R3SI-3  [NISTSP800-53R3SI2 (2) [63.2 Commandment #9 imeliness, and authorization of npuis are consistent with the
implemented for application interfaces and | &UT—#X—RISBNT, F—SDAM ARSI 45 CFR 164.312(€)(2)(i) A122.1 sl2 NIST SP 800-53 R3 SI-3 Commandment #11 documented system processing integrity policies.
databases to prevent manual or systematic | =7 /(—HLTL\SA, RESATUELAER A1222 SI-3 NIST SP 800-53 R3 SI-3 (1)
processing errors or corruption of data. ELBFRIIEBEL. A1223 si-4 NIST SP 800-53 R3 SI-3 (2) 13.3.0  [(13.3.0) The procedures related to completeness, accuracy,
1224 si-6 NIST SP 800-53 R3 SI-3 (3) timeliness, and authorization of system processing, including
A1261 si7 NIST SP 80053 R3 Si-4 error correction and database management, are consistent
A 1521 S0 NIST SP 800-53 R3 SI-4 (2) with documented system processing integrity policies.
NIST SP 80053 R3 Si-4 (4)
NIST SP 800-53 R3 SI-4 (5) 1340 |(13.4.0) The procedures related to completeness, accuracy,
NIST SP 80053 R3 SI-4 (6) timeliness, and authorization of outputs are consistent with the
NIST SP 800-53 R3 SI-6 documented system processing integrity policies.
NIST SP 80053 R3 SI-7
NIST SP 800-53 R3 SI-7 (1) 1350 |(13.5.0) There are procedures to enable tracing of information
NIST SP 80053 R3 SI-9 inputs from their source to their inal disposition and vice
NIST SP 800-53 R3 SI-10 versa
NIST SP 800-53 R3 SI-11
Security Architecture -[  SA-06 [ Production and non-production environments | BISIRELEMBIREIL, FET 7 LR OHERE DS5.7 A.10.1.4 SC-2 NIST SP 800-53 R3 SC-2 6.4.1 12.7.1,1.2.20,1.2.17,1.2.22.2,[B.1 126 Commandment #1 S3.4 (S3.4) Procedures exist !0 protect against unauthorized
Production / Non- shal be separated to prevent unauthorized | E~DZEEEHC T8 B RIE 71032 6.42 12.22.4,1.2.22.10-14, H11 Commandment #10 access to system resou
Production access or changes to information assets. Yo A1111 Commandment #11
Environments A1251
1252
A1253
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Cloud Controls Matrix (CCM) R1.2

Cloud Sen

Architectural Relevance Model Appl

Control Area  CONtrO! Control Specification Control Notes Corp Gov
saas  paas / : SOEC 270012 S3R3(Final Release, Jan 2012 clease, Jan 2012 G ueo AP Y50 0 200 TSNap Trust Senvce Critria (S0C 25M Report)

Supplier Relationship cope Applicability

Network Compute

Provider  Consumer

Security Architecture - Mult-factor authentication is required for all | $ B I2EEA'S < TOUE—k1——7 £ AI< | Proposed v1.1 control revision redacted until future 1L NIST SP 800-53 R3AC-17 |NIST SP 800-53 R3 AC-17 H.11,G.9.13,G.9.20, G9.21 Commandment #6 CIP-004-3 R3.1 .2b |(S3.2.b) b. Identification and authentication of users.
Remote User Multi- remote user access. BERENGFIFRIEESEN . revision due to potential mapping impact not yet A11.4.1 NIST SP 800-53 R3AC-20 | NIST SP 800-53 R3 AC-17 (1) Commandment #7
Factor Authentication considered: A1142 NIST SP 800-53 R3 IA-1 NIST SP 800-53 R3 AC-17 (2) Commandment #8
A1146 % NIST SP 800-53 R3 1A-2 NIST SP 80053 R3 AC-17 (3)
Tenant authentication requirements must be met for A1L7.1 NIST SP800-53R3 1A-2 (1) [NIST SP 800-53 R3 AC-17 (4)
all data access. NIST SP800-53 R3MA-4  [NIST SP 800-53 R3 AC-17 (5)
NIST SP 800-53 R3 AC-17 (7)
fg;g-?—w';tm:m,r, FHAORERAER NIST SP 80053 R3 AC-17 (8)

NIST SP 800-53 R3 AC-20
NIST SP 800-53 R3 AC-20 (1)
NIST SP 800-53 R3 AC-20 (2)
NIST SP 800-53 R3 1A-1
NIST SP 800-53 R3 IA-2
NIST SP 800-53 R3 1A-2 (1)
NIST SP 800-53 R3 1A-2 (2)
NIST SP 80053 R3 1A-2 (3)
NIST SP 800-53 R3 1A-2 (8)
NIST SP 800-53 R3 MA-4
NIST SP 800-53 R3 MA-4 (1)
NIST SP 800-53 R3 MA-4 (2)

Security Architecture | SA-08 | Network environments shall be designed and | #-7R 7 — ST . BREA CL B I —5E X X X X X X X X X X X (A 1061 [sc7 NIST SP 80053 R3CM-7 | NIST SP 80053 R3CM7 |11 G9.17,69.7,6.10,GO1L, G2 825 ‘Commandment #1 CiP-0043R22.4 S34 | (53.4) Procedures exist (o protect against unauthorized
Network Security configured to restrict connections between Qiiﬁéh‘(h"&h‘%‘)f'?*’?ﬂ)ﬂﬂ)ﬂﬁ%ﬂﬁﬂ‘r A.10.6.2 NIST SP 800-53 R3 SC-7 NIST SP 800-53 R3 CM-7 (1) [1.1.2 G.14.1,G.15.1,G.9.2, G.9.3, |G.4 Commandment #2 access to system resources.

trusted and untrusted networks and reviewed i e ] A10.9.1 NIST SP800-53 R3SC-7 113 G.9.13 G.15 Commandment #3

at planned intervals, documenting the ShmmTL *3“"‘1*“3""\;’“ ot * A.10.10.2 NIST SP 800-53 R3 SC-7 (1) [1.1.5 G.16 Commandment #9

business justification for use of all services, éiiv\ﬁ;;?ﬁmtﬂmﬁ O 5" r‘:ﬁ?{%g'?a A1141 NIST SP 800-53 R3 SC-7 (2) |1.1.6 G17 Commandment #10

protocols, and ports allowed, including YA A1145 NIST SP 80053 R3SC-7 (3) [1.2 G.18 Commandment #11

I I A PRSI 1146 NIST SP 800-53 R3 SC-7 (4) |1.2.1 13

rationale or compensating controls o ap o g S A . 7 (4)

implemented for those protocals considered _;,gém.nf&wmz.,auzawgh—sj 1147 NIST SP 800-53 R3 SC-7 (5) [22.2

to be insecure. Network architecture diagrams | o4 B3 -5 £ 9 <& T35, 1514 NIST SP 80053 R3SC-7 (7) [22.3

must clearly identity high-risk environments NIST SP 800-53 R3 SC-7 (8)

and data flows that may have regulatory NIST SP 80053 R3 SC-7 (12)

compiiance impacts. NIST SP 800-53 R3 SC-7 (13)

NIST SP 80053 R3 SC-7 (18)

Securty Architecture -|  SA-09 | System and network environments are AT LEF IO —TRAR I AT Tk X X X X 3 3 X 3 X 3 3 DS5.10 45 CFR 164.308 @)@ (M(A) |A1145 AC4 NISTSP 80053 R3SC-7 | NIST SP 80053 RAC-4 |11 69.2,693,69.13 G17 ‘Commandment #1 CIP-004-3R3 534 |(53.4) Procedures exist (o protect against unauthorized
Segmentation separated by firewalls to ensure the following | 2 THIVAESHL. uTOJE(*ﬁ(I(#-:hbgtEﬁ A.11.6.1 sc-2 NIST SP 800-53 R3 SC-2 12 Commandment #2 access to system resources.

requirements are adhered to: BLBHIEESEL A11.6.2 sc-3 NIST SP 800-53 R3 SC-7 121 Commandment #3

« Business and customer requirements UHRE A15.1.4 sc7 NIST SP 80053 R3 SC-7 (1) [1.3 Commandment #9

« Security requirements 't*l NIST SP 80053 R3SC-7 (2) [1.4 Commandment #10

« Compliance with legislative, regulatory, and | &L, ﬁii— R LOBUAOEGE NIST SP 800-53 R3 SC-7 (3) Commandment #11

contractual requirements PRI L IEBSRIRB DO NIST SP 800-53 R3 SC-7 (4)

+ Separation of production and non- RELWBT—SONEOMEF NIST SP 800-53 R3 SC-7 (5)

production environments NIST SP 800-53 R3 SC-7 (7)

« Preserve protection and isolation of NIST SP 80053 R3 SC-7 (8)

sensitive data NIST SP 800-53 R3 SC-7 (12)

NIST SP 800-53 R3 SC-7 (13)
NIST SP 800-53 R3 SC-7 (18)

Securiy Architecture | SA-10 | Polies and procedures shall be established | RS INAHELER BTG X X X X X X X X X X X 3 DS55 45 CFR 164.312 @@@)0 [A711 AC1 NIST SP 80053 R3ACT _|NIST SPB0053 RAACL 123 E31 F124 F125, D1 525 Commandment #1 CIP-0043 R3 S34 |(53.4) Procedures exist (0 protect against unauinorized
Wireless Security and mechanisms implemented to protect AR EEE R DS5.7 45 CFR 164.308(@)(5)D) [A7.1.2 AC-18 NIST SP 80053 R3AC18  [NIST SP800-53 RIAC-18  [2.1.1 F126,F128,F12.9, B3 Commandment #2 CIP-007-3 - R6.1 access to system resources.

wireless nefwork environments, including the = DS5.8 45 CFR 164.312(e)(1) A713 M6 NIST SP 800-53 R3 CM-6 |NIST SP 800-53 R3 AC-18 (1)[4.1 F1210,F.1211 F1212, [F1 Commandment #3

following: S e eR . ARORNS1 DS5.10 45 CFR 164.312@)2)(1)  [A92.1 PE-4 NIST SP 80053 R3SC-7 [NIST SP 80053 R3 AC-18 (2)[4.1.1 F1213,F.1214,F1215, (G4 Commandment #4

« Perimeter firewalls. and VIEHRT S 7924 sC-3 NIST SP 800-53 R3CM-6  |11.1 F1224,F13,F142, G.15 Commandment #5

configured to restrict unauthorized traffic .S A.106.1 sc7 NIST SP 80053 R3 CM-6 (1) [9.1.3 FL46, F.14.7,F.16, c17 Commandment #9

« Security settings enabled with strong NMP: *177'&*?‘1"&“’% hwﬁmﬂ“ﬁ A.10.6.2 NIST SP 800-53 R3 CM-6 (3) F17F.18 F.213 F.2.14, |G.18 Commandment #10

encryption for authentication and EEFTS TR T~ A10.8.1 NIST SP 800-53 R3 PE-4 F.2.15, F.2.16, F.2.17, F.2.18 Commandment #11

u . repl dor default - 1083 NIST SP 80053 R3 SC-7 6.9.17,6.9.7, 6,10, G.9.11,

Cetings (6. enerypion Koys, passwords, | TSN EUA ORI A F Oy 7 A R1= A1085 NIST SP 80053 R3 SC-7 (1) G.14.1,6.15.1, 6.9.2, 693

SNMP community strings, etc.) | |HISNEN BT EXOMM, A.10.10.2 NIST SP 800-53 R3 SC-7 (2) G013 e

« Logical and physical user access to JEROBLNUBHREL NI ST ARD A112.1 NIST SP 800-53 R3 SC-7 (3)

wireless network devices restricted to g:gmﬁl. ALY RAIR I =R SRS A1143 NIST SP 800-53 R3 SC-7 (4)

authorized personnel A1145 NIST SP 80053 R3 SC-7 (5)

+ The capabilty to detect the presence of 1146 NIST SP 800-53 R3 SC-7 (7)

unauthorized (rogue) wireless network 1147 NIST SP 800-53 R3 SC-7 (8)

devices for a fimely disconnect from the 1231 NIST SP 800-53 R3 SC-7 (12)

network 1232 NIST SP 80053 R3 SC-7 (13)

NIST SP 800-53 R3 SC-7 (18)

Securty Archtecure | SATL | Recess o sysems i shared ok R0 I R LD TERE X X X X X X X X X X X X 45 CFR 164.312 (a)(1) (A106.1 PE4 NISTSPB0053R3PL2  |NISTSPB0053 R3PE4  [135 D11 ELFILHIL B1 525 Commandment #5 CIP-0043R3 - R3.2 S34 |(53.4) Procedures exist 1o protect against unauthorized
Shared Network: infrastructure shall be restricted to authorized | #2747 IR, B LU ST 1111 SC-4 NISTSPB0053R3SC-1  [NISTSPBO0S3R3PL2 (2.4 Commandment #6 access to system resources.
personnel in accordance with security EH Wﬂé*‘"”’“‘f"’v"“ A1162 sc7 NIST SP 800-53 R3SC-7  |NIST SP 800-53 R3 SC-1 Commandment #7
policies, procedures and standards. Networks | IU T T4 L MShi-FobD—1E 4 A11.4.6 NIST SP 800-53 R3 SC-4 Commandment #9
shared with external entities shall have a Nl /'mswjitﬂ I NIST SP 800-53 R3 SC-7 Commandment #10
plan detaiing the BULDaE BRI SV ER ST NIST SP 800-53 R SC-7 (1) Commandment #11
controls used to separate network traffic NIST SP 80053 R3 SC-7 (2)
tween organizations NIST SP 80053 R3 SC-7 (3)
NIST SP 800-53 R3 SC-7 (4)
NIST SP 800-53 R3 SC-7 (5)
NIST SP 80053 R3 SC-7 (7)
NIST SP 800-53 R3 SC-7 (8)
NIST SP 80053 R3 SC-7 (12)
NIST SP 800-53 R3 SC-7 (13)
NIST SP 800-53 R3 SC-7 (18)
Security Architecture -|  SA-12  |An external accurate, externally agreed upon, | & & Iﬁ'ﬂﬁi‘lﬁli 94L7'fz®5|‘ﬂi X X X X X X X DS5.7 A.10.10.1 AU-1 NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AU-1 10.4 G.13, G.14.8, G.155, G.16.8,|G.7 S3.7 (S3.7) Procedures exist to identify, report, and act upon
Clock time source shall be used to synchronize the | %% . DIEFHS NI A.10.10.6 AU-8 NIST SP 800-53 R3 AU-8 NIST SP 800-53 R3 AU-8 G.17.6, G.18.3, G.19.2.6, G.8 system security breaches and other incidents.
Synchronization system clocks of all relevant information ‘JT'r—f!’ﬂm‘PTT’\TlDBﬁEW!ﬂM T NIST SP 800-53 R3 AU-8 (1) G.19.3.1
processing systems within the organization or [ APBRIERME ¢ 1l BB LIS
explicitly defined security domain to facilitate ; =
racing and reconsiitution of activiy timelines
Note: specifclegal jurisditions and orbital |52 *'“T(U’L_GE;EU Pk
storage and relay plaforms (US GPS & EU | S 72 AN S DR aN
Galleo Satelite Netwiork) may mandate a | E0I%, SIS, IS oz
reference clock that difers in synchronization |3+ dnece o i 4
vith the organizations domicile fime s o
eterence, Inthis event the Juristicton of | CHmaEy
platiorm s treated as an explicity defined
security domain.
Security Architecture -|  SA-13 | Automated equipment identification shall be | BB b & h - S E MR S EEBIED 4/ vFELT X X X X X DS5.7 A114.3 1A-3 NIST SP 800-53 R3 IA-4 NIST SP 800-53 R3 1A-3 D.11,D.13 D.1 Commandment #1 S3.2.a [(S3.2.a) a. Logical access security measures to restrict
Equipment used as a method of connection ERSNETOIEBE 1A NIST SP 80053 R3 IA-4 Commandment #2 access to information resources not deemed to be public
\dentiication authenication. Location-aware technologies | {1 E £ IRRIL TBMFE TR HH 1L, M5 TINS NIST SP 800-53 R3 1A-4 (4) Commandment #3
may be used to validate connection TR SHERRIETOOIERESh B Commandment #5
authentication integrity based on known RELEA BB Commandment #8
eauipment location.
Security Architecture -|  SA-14 | Audit logs recording privileged user access ﬁﬁil—?77t1®?lﬂ‘ r&‘léh'ﬂimw& X X X X X X X X X X X DS5.5 45 CFR 164.308 (a)(1)(i)(D) |A.10.10.1 AU-1 NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AU-1 10.1 G.14.7, G.14.8, G.14.9, G.7 8.2.1 Commandment #6 CIP-007-3 - R6.5. S3.7 (S3.7) Procedures exist to identify, report, and act upon
Audit Logging / activities, authorized and unauthorized access|L\7 %t B ST DS5.6 45 CFR 164.312 (b) 10102 AU-2 NIST SPB0053R3AU-2  |NIST SPBO0-53 R3AU2 (102 1410G.14.11,G14.12, (68 822 Commandment #7 system securty breaches and other incidents.
Intrusion Detection attempts, system exceptions, and information f#‘l‘h"f’f"/l‘{'ﬁﬁf&ﬂiﬂ A DS9.2 45 CFR 164.308(a)(5)(i)®  |A.10.10.3 AU-3 NIST SP 800-53 R3 AU-3 NIST SP 800-53 R3 AU-2 (3) [10.3 G.155, G.15.7, G.15.8, G.9 Commandment #11
security events shall be retained, complying | 71+")%— &A1= ALy e A10.10.4 AU-4 NIST SP 80053 R3AU-4 |NIST SP 800-53 R3 AU-2 (4) [10.5 G.168,G169,G1610, |11
vith appiicable policies and regulations. Audi |4\: 77 1M RE(RAR £ T~ RABKI(D A10.105 AUS NISTSPB0053R3AUS  |NISTSPB0053R3AUS 106 G159, 6175, G.17.7, L2
shall be reviewed at least daily and fie | )>/ /v BRI RAMDARHI-&SHE. A1122 AU NIST SP800-53 R3AU-6  |NIST SP 800-53 R3 AU-3 (1) [10.7 G.17.8, G.17.6, G.17.9,
integity (host) and network intrusion [N AN A A115.4 A7 NISTSP 80053 R3AU-0  |NISTSP 80053 R3 AU 1.4 G182, G183, G185,
detection (IDS) tools to help Ba-¥72 A116.1 AU NIST SP 80053 R3AU-11  [NIST SPB00-53 REAUS  [125.2 G186, .19.26, G.19.3.1,
faciltate timely detection, investigation by oot . A1311 AU1L NIST SP 80053 R3AU-12  [NIST SP800-53 R3AU6 (1295 G.962,G9.63, G964,
cau is and response to incidents. 1323 AU-12 NIST SP 80053 R3PE-2  [NIST SP 800-53 R3 AU-6 (1) G.9.19, H.2.16, H3.3, 1.1,
Physical and logical user access to aut logs A1522 AU-L4 NIST SP 80053 R3 PE-3  [NIST SP 800-53 R3 AU-6 (3) 32,L5,L9,L10
shall be restricted to authorized personnel 1513 si4 NIST SP 80053 R3 AU-7
NIST SP 800-53 R3 AU-7 (1)
NIST SP 80053 R3 AU-9
NIST SP 800-53 R3 AU-11
NIST SP 80053 R3 AU-12
NIST SP 800-53 R3 PE-2
NIST SP 80053 R3 PE-3
NIST SP 800-53 R3 SI-4
NIST SP 800-53 R3 SI-4 (2)
NIST SP 80053 R3 SI-4 (4)
NIST SP 800-53 R3 SI-4 (5)
NIST SP 800-53 R3 SI-4 (6)
NIST SP A00-63 R SC-18
Securty Arcfactre | SATS | Woble code sl e auzed beara s | £/ 0Ly AT R EERER SHLE X X X X X X X X X (A1042 sc18 G2012,125 Commandment #1 S34.0 |(53.4.0) Procedures exist (o protect against infection by
Mobile Code installation and use, and the DET B, —FA) A12.2.2 Commandment #2 computer viruses, malicious code, and unauthorized software.
shall ensure that the authorized mobile code sﬂ im it F a8 B15 Commandment #3
operates according to a clearly defined R SR ARR Commandment #5 53,100 |(53.10.0) Design, acquisition, implementation, configuration,
security policy. All unauthorized mobile code _ . Commandment #11 modification, and management of infrastructure and software
shall be prevented fiom executing e iy FERGTRELS are consistent with defined system security policies to enable

authorized access and to prevent unauthorized access
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