Cloud Service Delivery Model

Scope Applicability Compliance Mapping
BITS Shared
Assessments

AUP v5.0/ SIG v6.0

ISO/IEC 27001-
2005(METI)

Service
Provider

Control ID Control Area %51 Control Specification s Control Revisions v1.1
5% P SR SEER

PaaS laaS Tenant COBIT 4.1 HIPAA / HITECH Act NIST SP800-53 FedRAMP PCI DSS v2.0 GAPP (Aug 2009)

CO-01 |Compliance - aAVTSATUR  (EEEE Audit plans, activities and operational action items EEEYFES. T2ERHOTIEXAFR. |No Change X X X X COBIT 4.1 ME 45 CFR 164.312(b) Clause 4.2.3 e) NIST SP800-53 R3 CA-2  [NIST SP800-53 R3 CA-2[] PCIDSSv2.02.1.2.b [SIGVv6.0: L.1,L.2,L.7, [GAPP Ref 10.2.5
Audit Planning focusing on data duplication, access, and data T —3 % (boundary) HlIfRZE D ELERE 2.1, ME 2.2 PO Clause 4.2.3b NIST SP800-53 R3 CA-7  |NIST SP800-53 R3 CA-2 (1)0 L.9, L.11

boundary limitations shall be designed to minimize the |B(&. E#HTOLR D HET)R SZHR/NRIH 9.5P0 9.6 Clause 5.1 g NIST SP800-53 R3 PL-6  |NIST SP800-53 R3 CA-7]
risk of business process disruption. Audit activities K%’fjﬁaﬁéhﬁﬂff?b@“éi ;Eé}][i Clause 6 NIST SP800-53 R3 CA-7 (2)0
must be planned and agreed upon in advance by N *IJ%faglj%%fo)%H'J BRICEDE. fEeNT A.15.3.1 NIST SP800-53 R3 PL-60

(b A F eA=Y A AW
stakeholders.

CO-02 |Compliance - AVTSATUR  |RBEER Independent reviews and assessments shall be AR, AEOFIR. B, MAIFFEZEKREIE |No Change X X X X X COBIT 4.1 DS5.5, |45 CFR 164.308 (a)(8) Clause 4.2.3e NIST SP800-53 R3 CA-1  |NIST SP800-53 R3 CA-10 PCIDSSv2.011.2 |[SIGV6.0: L.2,L.4,L.7, |GAPP Ref 1.2.5
Independent performed at least annually, or at planned intervals, to | (P#B/SMEBEEE . BRAE. MESIIERUARAL— ME2.5, ME 3.1 PO |45 CFR 164.308(a)(1)(ii)(D) Clause 5.1 g NIST SP800-53 R3 CA-2  [NIST SP800-53 R3 CA-20 PCIDSSv2.011.3 |L.9, L.11 GAPP Ref 1.2.7
Audits ensure the organization is compliant with policies, YAV TAMEE) ITRPILTNHC LERIET D 9.6 Clause 5.2.1 d) NIST SP800-53 R3 CA-6  |NIST SP800-53 R3 CA-2 (1)0 PCI DSS v2.0 6.6 GAPP Ref 4.2.1

procedures, standards and applicable regulatory =HI= MU LT LEa— O lA DG E DS Clause 6 NIST SP800-53 R3RA-5  [NIST SP800-53 R3 CA-6] PCI DSS v2.0 GAPP Ref 8.2.7
requirements (i.e., internal/external audits, ;,L@%;é’ol;ig_%bb\bbibbhtﬁﬁ%f‘%ﬁﬁé A.6.1.8 NIST SP800-53 R3 RA-51 12.1.2.b GAPP Ref 10.2.3
certifications, vulnerability and penetration testing) ° NIST SP800-53 R3 RA-5 (1)0 GAPP Ref 10.2.5

NIST SP800-53 R3 RA-5 (2)0

NIST SP800-53 R3 RA-5 (3)0

NIST SP800-53 R3 RA-5 (9)0

NIST SP800-53 R3 RA-5 (6)0

CO-03 |Compliance - AVTSATUOR  |B=EBEE Third party service providers shall demonstrate H—EXTANAF L ZYIZEFENSHEHRE |No Change X X X X COBIT 4.1 ME 45 CFR 164.308(b)(1) (New) A.6.2.3 NIST SP800-53 R3 CA-3  |NIST SP800-53 R3 CA-3[] PCIDSS v2.0 2.4 AUP v5.0 C.2 SIG [GAPP Ref 1.2.11

Third Party Audits compliance with information security and Fa) T4 0HEM. —E XFEZE. SLA(deliver 2.6,DS 2.1, DS A.10.2.1 NIST SP800-53 R3 SA-9 NIST SP800-53 R3 SA-901 PCIDSSv2.012.8.2 |v6.0: C.2.4,C.2.6, GAPP Ref 4.2.3

confidentiality, service definitions and delivery level y level . . 2.4 45 CFR 164.308 (b)(4) A.10.2.2 NIST SP800-53 R3 SA-12 |NIST SP800-53 R3 SA-9 (1) PCIDSSv2.012.8.3 |[G.4.1,G.4.2,L.2,L.4, |GAPP Ref7.2.4
agreements included in third party contracts. Third agrff”?.e”t)E“LE*L'UH“WJ?@LESLA@ A.10.6.2 NIST SP800-53 R3 SC-7  [NIST SP800-53 R3 SA-1200 PCIDSSVv2.012.8.4 |L.7,L.11 GAPP Ref 10.2.3
party reports, records and services shall undergo audit Eiﬁf%‘%ﬁﬁ?i@ﬁﬁfﬁggﬁfsﬁ NIST SP800-53 R3 SC-70 Appendix A GAPP Ref 10.2.4
and review, at planned intervals, to govern and E;énﬁ‘(;;‘iﬁ'hlft; B‘ffl,'\ Ji-m - NIST SP800-53 R3 SC-7 (1)0
maintain compliance with the service delivery ° NIST SP800-53 R3 SC-7 (2)O
agreements. NIST SP800-53 R3 SC-7 (3)0

NIST SP800-53 R3 SC-7 (4)0

NIST SP800-53 R3 SC-7 (5)0

NIST SP800-53 R3 SC-7 (7)U

NIST SP800-53 R3 SC-7 (8)0

NIST SP800-53 R3 SC-7 (12)0]

NIST SP800-53 R3 SC-7 (13)0

NIST SP800-53 R3 SC-7 (18)0]

CO-04 |Compliance - aVTSAT7UR |BREBLEDER |Liaisons and points of contact with local authorities BERIBLOEREDIX. FEXEOBEENDEKR |No Change X X X X X COBIT 4.1 ME 3.1 A.6.1.6 NIST SP800-53 R3 AT-5  |NIST SP800-53 R3 AT-50 PCIDSSv211.1.e |SIGVv6.0:L1 GAPP Ref 1.2.7
Contact / Authority shall be maintained in accordance with business and |EE. RUERE. Rl 28 L OERFIEICH A6.1.7 NIST SP800-53 R3 IR-6 NIST SP800-53 R3 IR-6[] PCI PCI DSS v2 GAPP Ref 10.1.1
Maintenance customer requirements and compliance with DT HFLEITNIZELR0, B A DA NIST SP800-53 R3 SI-5  |NIST SP800-53 R3 IR-6 (1)U 12.5.3 GAPP Ref 10.2.4

legislative, regulatory, and contractual requirements. %ﬁiﬁfﬁ'&;ﬁjﬁﬁﬁ EZf)t«r&)/I;% T/_\G’}Zg NIST SP800-53 R3 SI-50] PCI DSS v2 12.9
Data, objects, applications, infrastructure and hardware RANGA R AANE i N

may be assigned legislative domain and jurisdiction to f?ﬂi&n HRURAISRYATONTLE

facilitate proper compliance points of contact. °

CO-05 |Compliance - aVTSAT7UR [EMERZBIEDIE |Statutory, regulatory, and contractual requirements BROATLOLERERICDOWLT, ES. ] |No Change X X X X X COBIT 4.1 ME 3.1 Clause 4.2.1 b) 2) NIST SP800-53 R3 AC-1  [NIST SP800-53 R3 AC-10 PCIDSSv2.03.1.1 |[SIGv6.0:L.1,L.2,L.4, [GAPP Ref1.2.2
Information <F shall be defined for all elements of the information FIRUZH EOERFENERSNGTNIE Clause 4.2.1 ¢) 1) NIST SP800-53 R3AT-1  [NIST SP800-53 R3 AT-10J PCIDSS v2.0 3.1 L.7,L.9 GAPP Ref 1.2.4
System system. The organization's approach to meet known  [F570L e BRFF DRMRHIZ =L . FT-HTLL VIR Clause 4.2.1 g) NIST SP800-53 R3AU-1  [NIST SP800-53 R3 AU-10 GAPP Ref 1.2.6
Regulatory requirements, and adapt to new mandates shall be (_:;Eéd’éf;&‘)d),%ﬂ_ﬁ%ﬁd)ﬂy L)%Ea*'jiﬂﬁiﬁyz Clause 4.2.3 d) 6) NIST SP800-53 R3 CA-1 NIST SP800-53 R3 CA-10 GAPP Ref 1.2.11
Mapping explicitly defined, documented, and kept up to date for T;")%Eﬁkgil‘?f\raﬂ?;??';E\%zh; Clause 4.3.3 NIST SP800-53 R3 CM-1  [NIST SP800-53 R3 CM-1[1 GAPP Ref 3.2.4

each information system element in the organization. X_E fezn. Eﬁéﬁ“ ‘*[tf{ﬂi ¢2 ‘i‘l - > Clause 5.2.1a-f NIST SP800-53 R3 CP-1 NIST SP800-53 R3 CP-100 GAPP Ref 5.2.1
Information system elements may include data ATLOBARRIZE. T8 A TITTIb. 7 Clause 7.3 ¢) 4) NIST SP800-53 R3IA-1  |NIST SP800-53 R3 IA-10]
_ YSIe _ ' T)r—30 A5, N—F Iz F7EEAT :
objects, applications, mfra_structure and h_ardware. . L&D, BEBERL. ZNERSHEDIESTE A7.21 NIST SP800-53 R3 IA-7 NIST SP800-53 R3 IA-70]
Each element may be assigned a legislative domain {24 312, SLENPBRUTECEY YT A.151.1 NIST SP800-53 R3 IR-1 NIST SP800-53 R3 IR-101
and jurisdiction to facilitate proper compliance LNTHLLY, A.15.1.3 NIST SP800-53 R3 MA-1 NIST SP800-53 R3 MA-10
mapping. A.15.1.4 NIST SP800-53 R3 MP-1 NIST SP800-53 R3 MP-10
A.15.1.6 NIST SP800-53 R3 PE-1 NIST SP800-53 R3 PE-101
NIST SP800-53 R3 PL-1 NIST SP800-53 R3 PL-10J
NIST SP800-53 R3 PM-1 NIST SP800-53 R3 PM-10J
NIST SP800-53 R3 PS-1 NIST SP800-53 R3 PS-1[1
NIST SP800-53 R3 RA-1 NIST SP800-53 R3 RA-10J
NIST SP800-53 R3 RA-2 NIST SP800-53 R3 RA-20J
NIST SP800-53 R3 SA-1 NIST SP800-53 R3 SA-1[J
NIST SP800-53 R3 SA-6 NIST SP800-53 R3 SA-60
NIST SP800-53 R3 SC-1 NIST SP800-53 R3 SC-10J
NIST SP800-53 R3 SC-13 |NIST SP800-53 R3 SC-1301
NIST SP800-53 R3 SI-1 NIST SP800-53 R3 SC-13 (1)d
NIST SP800-53 R3 SI-10

CO-06 |Compliance - AVTSATUR | EHE Policy, process and procedure shall be established M EECENBROHLSV I I T7E S |No Change X X X X X Clause 4.2.1 NIST SP800-53 R3 SA-6  |NIST SP800-53 R3 SA-60] SIG v6.0: L.4 N/A
Intellectual and implemented to safeguard intellectual property and | D ¥ BZRE S H7-0IZ, BEISEREN DK A.6.1.5 NIST SP800-53 R3 SA-7  |NIST SP800-53 R3 SA-70]

Property the use of proprietary software within the legislative ~ |FFRURHICIRST, 758, FE. FIRAH A7.1.3 NIST SP800-53 R3 PM-5  |NIST SP800-53 R3 PM-5[]
jurisdiction and contractual constraints governing the M. AT NIEEEEL, A.10.8.2
organization. A.12.4.3
A.15.1.2

DG-01 |Data Governance -|7—20A/N\F> |BEEEREE All data shall be designated with stewardship with 2FRITONT,. EBEEEIIEL ST N [No Change X X X X COBIT 4.1 DS5.1, |45 CFR 164.308 (a)(2) A6.1.3 NIST SP800-53 R3 CA-2  |NIST SP800-53 R3 CA-2[] SIG v6.0: C.2.5.1, GAPP Ref 6.2.1
Ownership / 3 assigned responsibilities defined, documented and FEoi0, EBREXTEOERL. ERSN. PO 2.3 A7.1.2 NIST SP800-53 R3 PM-5  |NIST SP800-53 R3 CA-2 (1)0 C.252,D.1.3,L7
Stewardship communicated. XEESh, BHSNZTNIEEDELN, A.15.1.4 NIST SP800-53 R3 PS-2  |NIST SP800-53 R3 PM-5[]

NIST SP800-53 R3 RA-2 NIST SP800-53 R3 PS-200
NIST SP800-53 R3 SA-2 NIST SP800-53 R3 RA-2[1
NIST SP800-53 R3 SA-201
DG-02 |Data Governance -|F—%MDH/\F> |54 Data, and objects containing data, shall be assigned a |[T—%%. T—4Z&T 4+ I /M. EaEH|No Change X X X X X COBIT 4.1 PO 2.3, A7.2.1 NIST SP800-53 R3RA-2  [NIST SP800-53 R3 RA-20 PCIDSSVv2.09.7.1 [SIGv6.0:D.1.3,D.2.2 [GAPP Ref1.2.3
Classification A classification based on data type, jurisdiction of origin, |CULVEWRRPIRAZEHST=HIZ, T—2847 DS 11.6 NIST SP800-53 R3 AC-4  |NIST SP800-53 R3 AC-40 PCI DSS v2.09.10 GAPP Ref 1.2.6
jurisdiction domiciled, context, legal constraints, - SRR BIAE, (K8, REAIFIK PCI DSS v2.0 12.3 GAPP Ref 4.1.2
contractual constraints, value, sensitivity, criticality to | %ﬂﬁ‘b_% :J:g'L':/&\;?T®1H§1Ebs‘fnffcivityb GAPP Ref 8.2.1
the organization and third party obligation for retention EZRISEDE. MRNBITNIEELEL, GAPP Ref 8.2.5
and prevention of unauthorized disclosure or misuse. GAPP Ref 8.2.6

DG-03 |Data Governance {(T—2®DA /T2 |EFRDTANILFFIT |Polices and procedures shall be established for T—RO, T—AREELATTILDSA1) 2% |No Change X X X X X COBIT 4.1 PO 2.3, A7.2.2 NIST SP800-53 R3 AC-16 |NIST SP800-53 R3 AC-16[] PCIDSS v2.0 9.5 AUP V5.0 G.13  SIG |GAPP Ref 1.1.2
Handling / A R UERL labeling, handling and security of data and objects R EF )T DD FHE FIEAHEL DS 11.6 A.10.7.1 NIST SP800-53 R3 MP-1  |NIST SP800-53 R3 MP-10] PCIDSS v2.0 9.6 v6.0: D.2.2 GAPP Ref 5.1.0
Labeling / Security which contain data. Mechanisms for label inheritance éhﬁ('}@liﬁ%ﬁh\o AR L{?EE/{)L A.10.7.3 NIST SP800-53 R3 MP-3 NIST SP800-53 R3 MP-3[ PCI DSSv2.09.7.1 GAPP Ref 7.1.2
Policy shall be implemented for objects that acts as ERIE, F-EDREARLLTOATDTIHT A.10.8.1 NIST SP800-53 R3 PE-16 |NIST SP800-53 R3 PE-160 PCI DSS v2.0 9.7.2 GAPP Ref 8.1.0

aggregate containers for data. HLTEASNGEHIEEEELN, NIST SP800-53 R3 SI-12  |NIST SP800-53 R3 SI-120] PCI DSS v2.0 9.10 GAPP Ref 8.2.5
NIST SP800-53 R3 SC-9 NIST SP800-53 R3 SC-90J GAPP Ref 8.2.6
NIST SP800-53 R3 SC-9 (1)O
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DG-04 |Data Governance -|7—2MDH/\F> |T—E2D/\v 7y |Policies and procedures for data retention and storage |T—2REDT=HD A&, FIEAHEIL SN, ;& |Policies and procedures for data X X X X X COBIT 4.1 DS 4.1, (45 CFR 164.308 (a)(7)(ii)(A) Clause 4.3.3 NIST SP800-53 R3 CP-2  |NIST SP800-53 R3 CP-20 PCIDSS v2.0 3.1 SIG v6.0: D.2.2.9 GAPP Ref 5.1.0
Retention Policy |A 7 shall be established and backup or redundancy 8. R, EXRMERBRZIRT I H7=8IZ |retention and storage shall be DS 4.2, DS 4.5, |45 CFR 164.310 (d)(2)(iv) A.10.5.1 NIST SP800-53 R3 CP-6  [NIST SP800-53 R3 CP-2 (1) PCIDSSv2.03.1.1 GAPP Ref 5.1.1
mechanisms implemented to ensure compliance with |+ /X9 7 YT PTRALDAA=ZX LD BASNE |established and backup or DS 4.9, DS 11.6 |45 CFR 164.308(a)(7)(ii)(D) A.10.7.3 NIST SP800-53 R3 CP-7  |NIST SP800-53 R3 CP-2 (2)0 PCI DSS v2.0 3.2 GAPP Ref 5.2.2
regulatory, statutory, contractual or business ("LTL(ifgﬁbf‘;l'\° ’:3377"_707_70?7’(7(2# redundancy mechanisms (New) NIST SP800-53 R3 CP-8 NIST SP800-53 R3 CP-601 PCIDSSv2.09.9.1 GAPP Ref 8.2.6
requirements. Testing the recovery of disk or tape ?’,{Z’\’ VT AMEEHBISRIES NG IS 0 emented to ensure 45 CFR 164.316(b)(2)(i) (New) NIST SP800-53 R3 CP-9  [NIST SP800-53 R3 CP-6 (1)1 PCIDSS v2.0 9.5
backups must be implemented at planned intervals. Pl compliance with regulatory, NIST SP800-53 R3 SI-12 NIST SP800-53 R3 CP-6 (3)0 PCI DSS v2.0 9.6
statutory, contractual or business NIST SP800-53 R3 AU-11 [NIST SP800-53 R3 CP-70 PCI DSS v2.0 10.7
requirements. Testing the NIST SP800-53 R3 CP-7 ()0
recovery of backups must be NIST SP800-53 R3 CP-7 (2)O
implemented at planned NIST SP800-53 R3 CP-7 (3)0
intervals. NIST SP800-53 R3 CP-7 (5)0
NIST SP800-53 R3 CP-80J
Removed the specific reference NIST SP800-53 R3 CP-8 (1)0
to tape and disk backup as there NIST SP800-53 R3 CP-8 (2)O
are other media types NIST SP800-53 R3 CP-9[1
NIST SP800-53 R3 CP-9 (1)U
NIST SP800-53 R3 CP-9 (3)0
NIST SP800-53 R3 SI-1201
NIST SP800-53 R3 AU-11[1
DG-05 |[Data Governance -|F—2DH/NFY |RELLH Policies and procedures shall be established and HoPBA—C AT AT T —4%5E 212 |No Change X X X X COBIT 4.1 DS 45 CFR 164.310 (d)(2)(i) A.9.2.6 NIST SP800-53 R3 MP-6  [NIST SP800-53 R3 MP-60] PCIDSSVv2.03.1.1 [SIGv6.0: D.2.2.10, GAPP Ref 5.1.0
Secure Disposal |A mechanisms implemented for the secure disposal and |'HEL. REICEET 510D H . FIE. 45 11.4 45 CFR 164.310 (d)(2)(ii) A.10.7.2 NIST SP800-53 R3 PE-1  [NIST SP800-53 R3 MP-6 (4)0] PCIDSSVv2.09.10 |D.2.2.11, D.2.2.14, GAPP Ref 5.2.3
complete removal of data from all storage media, —ALBHELE N, DAVEHTHL DV FIR NIST SP800-53 R3 PE-101 PCI DSS v2.0 9.10.1
ensuring data is not recoverable by any computer 'E{?—C\{’T_gb\@ﬁf%ﬁb\;jlzbﬁ”h PCI DSS v2.0 9.10.2
forensic means. [FTaiEl, PCIDSSv2.03.1
DG-06 |Data Governance -|T—2DH/N\F> |RBET—2DRE |Production data shall not be replicated or used in non- |AFET—2IL, ABREBELS TEDHONT-Y. ¥ [No Change X X X X 45 CFR 164.308(a)(4)(ii)(B) A7.13 NIST SP800-53 R3 SA-11 |NIST SP800-53 R3 SA-110 PCIDSSVv2.06.4.3 |[SIGv6.0:1.2.18 GAPP Ref 1.2.6
Non-Production  [AR production environments. HEINFZYLTIEERSALY, A.10.1.4 NIST SP800-53 R3 CM-04 |NIST SP800-53 R3 SA-11 (1)O
Data A.12.4.2 NIST SP800-53 R3 CM-04[
A.125.1
DG-07 |Data Governance -|7—2®DA/N\F> |1EHRFAL Security mechanisms shall be implemented to prevent |7—%RAWVWEFACT=OIZ. £F2)T1D AH=[No Change X X X X COBIT 4.1 DS A.10.6.2 NIST SP800-53 R3 AC-2  |NIST SP800-53 R3 AC-20] PCIDSSv2.01.2 SIG v6.0: 1.2.18 GAPP Ref 7.2.1
Information A data leakage. ALDNBASNEITNIEESIEL, 11.6 A.125.4 NIST SP800-53 R3 AC-3  |NIST SP800-53 R3 AC-2 (1) PCIDSS v2.06.5.5 GAPP Ref 8.1.0
Leakage NIST SP800-53 R3 AC-4 NIST SP800-53 R3 AC-2 (2)O0 PCIDSSv2.011.1 GAPP Ref8.1.1
NIST SP800-53 R3 AC-6 NIST SP800-53 R3 AC-2 (3) PCIDSSv2.011.2 GAPP Ref 8.2.1
NIST SP800-53 R3 AC-11 |[NIST SP800-53 R3 AC-2 (4)O PCIDSSv2.011.3 GAPP Ref 8.2.2
NIST SP800-53 R3 AU-13 |NIST SP800-53 R3 AC-2 (7)[ PCIDSSv2.011.4 GAPP Ref 8.2.5
NIST SP800-53 R3 PE-19 [NIST SP800-53 R3 AC-301 PCIDSSv2.0A.1 GAPP Ref 8.2.6
NIST SP800-53 R3 SC-28 [NIST SP800-53 R3 AC-3 (3)
NIST SP800-53 R3 SA-8 NIST SP800-53 R3 AC-401
NIST SP800-53 R3 SI-7 NIST SP800-53 R3 AC-61
NIST SP800-53 R3 AC-6 (1)
NIST SP800-53 R3 AC-6 (2)[1
NIST SP800-53 R3 AC-11[]
NIST SP800-53 R3 AC-11 (1)0
NIST SP800-53 R3 AU-130
NIST SP800-53 R3 PE-19[J
NIST SP800-53 R3 SC-280
NIST SP800-53 R3 SC-28 (1)
NIST SP800-53 R3 SA-801
NIST SP800-53 R3 SI-70
NIST SP800-53 R3 SI-7 (1)O
DG-08 |Data Governance -|7—2MDH/\F> |[YRITHEAAL [Risk assessments associated with data governance T—ARABEEOERBHEICHNDHDIRIT7ERX [No Change X X X X X COBIT 4.1 PO 9.1,|45 CFR 164.308(a)(1)(ii)(A) Clause 4.2.1¢c) & Q) NIST SP800-53 R3 CA-3 NIST SP800-53 R3 CA-30 PCIDSSv2.012.1 SIGv6.0: L.4,L.5 L.6, |GAPP Ref 1.2.4
Risk Assessments | A requirements shall be conducted at planned intervals  |*~h&E U TZFEICAN., EHHICEESH PO 9.2, PO 9.4, [(New) Clause 4.2.3 d) NIST SP800-53 R3 RA-2  |NIST SP800-53 R3 RA-20J PCIDSSv2.012.1.2 [L.7 GAPP Ref 8.2.1
considering the following: B NIEEDEL, L DS 5.7 45 CFR 164.308(a)(8) (New) Clause 4.3.1 & 4.3.3  |NIST SP800-53 R3 RA-3  |NIST SP800-53 R3 RA-3[]
+ Awareness of where sensitive data is stored and | BET —IMECISRESH, ED&SGT T Clause 7.2 & 7.3 NIST SP800-53 R3MP-8  [NIST SP800-53 R3 MP-8[]
transmitted across applications, databases, servers 3:7/ E%?;Jg’; Z)\g;_cﬁé_é\\%i;%?g -7 AT7.2 NIST SP800-53 R3 PM-9  [NIST SP800-53 R3 PM-90
and network infrastructure P i e - A.15.1.1 NIST SP800-53 R3 SI-12 NIST SP800-53 R3 SI-120J
. Cpmp_hance with Qefmed retention periods and end- FREDRS RS HEE TEORED A.15.1.3
of-life disposal requirements BEHEIESFTRE A.15.1.4
+ Data classification and protection from unauthorized . F—42MHEREVEFRINTULNVEMER., 74
use, access, loss, destruction, and falsification TR, k. BE, BENSDRE
FS-01 Facility Security - [ZfEDEF2T1 [R)— Policies and procedures shall be established for A T4 RREE. &%, ¥ T+ F7HATO [No Change X X X X X COBIT 4.1 DS5.7, |45 CFR 164.310 (a)(1) A5.1.1 NIST SP800-53 R3 CA-2 NIST SP800-53 R3 CA-20 PCIDSSv2.09.1 AUP v5.0 F.2 SIG [GAPP Ref 8.1.0
Policy maintaining a safe and secure working environment in |R &G HEIRBEZHIFT 5O DA EHPOFIE DS 12.1, DS 12.4 |45 CFR 164.310 (a)(2)(ii) A9.1.3 NIST SP800-53 R3 PE-1  [NIST SP800-53 R3 CA-2 (1)0 PCIDSS v2.09.2 v6.0: F.1.1, F.1.2 F.1.3, [GAPP Ref 8.1.1
offices, rooms, facilities and secure areas. HRELSNB T NIEELELN, DS 4.9 45 CFR 164.308(a)(3)(ii)(A) A9.15 NIST SP800-53 R3 PE-6  |NIST SP800-53 R3 PE-1[] PCIDSSVv2.09.3  |F.1.4, F15,F.1.6, GAPP Ref 8.2.1
(New) NIST SP800-53 R3 PE-7 NIST SP800-53 R3 PE-601 PCIDSSv2.09.4 F.1.7,F.1.8, F.1.9,
45 CFR 164.310 (a)(2)(iii) (New) NIST SP800-53 R3 PE-8  [NIST SP800-53 R3 PE-6 (1) F.2.1,F.2.2, F.2.3,
NIST SP800-53 R3 PE-701 F.2.4, F.2.5, F2.6,
NIST SP800-53 R3 PE-7 (1) F.2.7,F.2.8, F.2.9,
NIST SP800-53 R3 PE-8[] F.2.10, F.2.11, F.2.12,
F.2.13, F.2.14, F.2.15,
F.2.16, F.2.17,
F.2.18,F.2.19, F.2.20
FS-02  |Facility Security - |F&fEDEF2)T1 [FIREDT7V+EX |Physical access to information assets and functions by | 1—H R UHR—rRX2vT(ZLBHEHREEL> [No Change X X 45 CFR 164.310(a)(1) (New) A9.1.1 NIST SP800-53 R3 PE-2  [NIST SP800-53 R3 PE-2[] PCIDSSv2.09.1 AUP v5.0 H.6 GAPP Ref 8.2.1
User Access users and support personnel shall be restricted. HEE~NDYBHLT VR FHIBENGFNE 45 CFR 164.310(a)(2)(ii) (New) |A.9.1.2 NIST SP800-53 R3 PE-3  |NIST SP800-53 R3 PE-2 (1) SIG v6.0: F.1.2.3, GAPP Ref 8.2.2
AV RS 45 CFR 164.310(b) (New) NIST SP800-53 R3 PE-4 NIST SP800-53 R3 PE-301 F.1.2.4,F.1.2.5 F.1.2.6,|GAPP Ref 8.2.3
45 CFR 164.310 ( ¢) (New) NIST SP800-53 R3 PE-5 NIST SP800-53 R3 PE-401 F.1.2.8,F.1.2. 9,
NIST SP800-53 R3 PE-6 NIST SP800-53 R3 PE-501 F.1.2.10, F.1.2.11,
NIST SP800-53 R3 PE-601 F.1.2.12, F.1.2.13,
NIST SP800-53 R3 PE-6 (1) F.1.2.14, F.1.2.15,
F.1.2.24,F.1.4.2,
F1.4.6,F.1.47,F.1.7,
F.1.8, F.2.13, F.2.14,
F.2.15, F.2.16, F.2.17,
F.2.18
FS-03  |Facility Security - |ERfED X7+ |¥MEBRIAZT X  |Physical security perimeters (fences, walls, barriers,  |#ZT—20EHR AT LERETS1-0. ¥ [No Change X X X X COBIT 4.1 DS A9.1.1 NIST SP800-53 R3 PE-2  |NIST SP800-53 R3 PE-20J PCIDSSVv2.09.1 AUP v5.0 F.2 SIG [GAPP Ref 8.2.3
Controlled Access il PR guards, gates, electronic surveillance, physical BtXa1T,8R (LA E B B — 12.3 NIST SP800-53 R3 PE-3  [NIST SP800-53 R3 PE-2 (1)0 v6.0: F.1.2.3, F.1.2.4,
Points authentication mechanisms, reception desks and P2 F—h BT HRELR. WIERESEREE S NIST SP800-53 R3 PE-6  |NIST SP800-53 R3 PE-30 F.1.2.5, F.1.2.6, F.1.2.8,
security patrols) shall be implemented to safeguard ~ |A=A4. 28, £F2UT4/bA—L) Z AL NIST SP800-53 R3 PE-18 |NIST SP800-53 R3 PE-60 F.1.2.9, F.1.2.10,
sensitive data and information systems. I RISIERIELY, NIST SP800-53 R3 PE-6 (1) F.1.2.11, F.1.2.12,
NIST SP800-53 R3 PE-18[ F.1.2.13, F.1.2.14,
F.1.2.15, F.1.2.24,
F.1.3,F.1.4.2, F1.4.6,
F.1.4.7, F.1.6,
F.1.7,F.1.8, F.2.13,
F.2.14, F.2.15, F.2.16,
F.2.17,F.2.18
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BITS Shared
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AUP v5.0/ SIG v6.0

GAPP (Aug 2009)

FS-04  |Facility Security - |E&{ED ¥ T+ |[2¥a)T1%4%KD |Ingress and egress to secure areas shall be RA SN BLZIFIZTT Ve REHF T 2 EEHEEIC[Physical controls and attestation X X X X DS 12.2, DS 12.3 A9.1.1 NIST SP800-53 R3 PE-2  |NIST SP800-53 R3 PE-20] PCIDSS v2.09.1 AUP v5.0 F.2 SIG |GAPP Ref 8.2.3
Secure Area ~NEMRBDFBEL  |constrained and monitored by physical access control [§&7=®IZ, EF1UTATYT~DAREIL.  |mechanisms shall be designed to A9.1.2 NIST SP800-53 R3 PE-3  [NIST SP800-53 R3 PE-2 (1)0 PCIDSSVv2.09.1.1 |v6.0: F.1.2.3,F.1.2.4,

Authorization mechanisms to ensure that only authorized personnel q‘%IEE"JfJTth%[JﬁVﬁ:XA‘:J:")%'”‘Eéh address the requirements of NIST SP800-53 R3 PE-6 NIST SP800-53 R3 PE-3[] PCIDSSv2.09.1.2 |[F.1.25,F.1.2.6, F.1.2.8,
are allowed access. ERSNBTNIEELEL, legislative plurality and their NIST SP800-53 R3 PE-7 NIST SP800-53 R3 PE-60J PCIDSSv2.09.1.3 |F.1.2.9, F.1.2.10,
results shared with tenants NIST SP800-53 R3 PE-8 NIST SP800-53 R3 PE-6 (1) PCIDSSv2.09.2 F.1.2.11, F.1.2.12,
NIST SP800-53 R3 PE-18 [NIST SP800-53 R3 PE-700 F.1.2.13, F.1.2.14,
NIST SP800-53 R3 PE-7 (1) F.1.2.15, F.1.2.24,
NIST SP800-53 R3 PE-801 F.1.3,F.1.4.2, F1.4.6,
NIST SP800-53 R3 PE-18[ F.1.4.7, F.1.6,
F.1.7,F.1.8, F.2.13,
F.2.14, F.2.15, F.2.16,
F.2.17, F.2.18

FS-05 |Facility Security - [&fEDtF1!)T+ |BEEBADAIREE [Ingress and egress points such as service areas and |Y—EXIYFHEEDEAD., RUFFRISN T |No Change X X X X COBIT 4.1 DS A.9.1.6 NIST SP800-53 R3 PE-7  |NIST SP800-53 R3 PE-70] AUP v5.0 F.2 SIG |GAPP Ref 8.2.3
Unauthorized other points where unauthorized personnel may enter [LWVEWEABMAICIEADCELHLHEHHIE 12.3 NIST SP800-53 R3 PE-16 [NIST SP800-53 R3 PE-7 (1)0 v6.0: F.1.2.3, F.1.2.4,

Persons Entry the premises shall be monitored, controlled and, if ;iﬁ*ﬁm EHEL. if?FIﬁE—Gﬁ*E‘I;f'_ga;% NIST SP800-53 R3 PE-18 |NIST SP800-53 R3 PE-160 F.1.2.5, F.1.2.6, F.1.2.8,

possible, isolated from data storage and processing = Eﬁ_cif“ ?’iﬁj&_ﬁ(*éf:&b'“ TARE: NIST SP800-53 R3 PE-180 F.1.2.9, F.1.2.10,

facilities to percent unauthorized data corruption, WEERA LT =& F.1.2.11,F.1.2.12,

compromise and loss. F.1.2.13, F.1.2.14,
F.1.2.15, F.1.2.24,
F.1.3,F.1.4.2, F1.4.6,
F.1.4.7, F.1.6,
F.1.7,F.1.8, F.2.13,
F.2.14, F.2.15, F.2.16,
F.2.17, F.2.18

FS-06 [Facility Security - [EEDEF1 T+ [BH~DIHEE Authorization must be obtained prior to relocation or  [/\—K™x 7.,V 2Ir 917, £=IET—%(Z. F [No Change X X X X 45 CFR 164.310 (d)(1) (New)  [A.9.2.7 NIST SP800-53 R3 MA-1  [NIST SP800-53 R3 MA-1[J PCI DSS v2.0 9.8 AUP V5.0 G.21  SIG |GAPP Ref 8.2.5
Off-Site transfer of hardware, software or data to an offsite BIDEFRAITRL, BB ERL RN &, A.10.1.2 NIST SP800-53 R3 MA-2  [NIST SP800-53 R3 MA-2[] PCIDSS v2.09.9 v6.0:F.2.18 GAPP Ref 8.2.6
Authorization premises. NIST SP800-53 R3 PE-16 [NIST SP800-53 R3 MA-2 (1)O

NIST SP800-53 R3 PE-160]

FS-07  [Facility Security - [R{ED ¥ T+ [#E5ZHHERED |Policies and procedures shall be established for HBOBNTRESN . FEHINSEEIZDLY |Policies and procedures X X X X 45 CFR 164.310 (c) A9.25 NIST SP800-53 R3 AC-17 |NIST SP800-53 R3 AC-170] PCIDSS v2.09.8 SIG v6.0:F.2.18, F.2.19,|N/A
Off-Site =R securing and asset management for the use and T FRAOHEEGLS AT LIEEEEDA governing asset management 45 CFR 164.310 (d)(1) (New) A.9.2.6 NIST SP800-53 R3 MA-1 NIST SP800-53 R3 AC-17 (1)U PCIDSSv2.09.9
Equipment secure disposal of equipment maintained and used | St PFBEDHEILSNZTNILEDELY, shall be established for secure 45 CFR 164.310 (d)(2)(i) (New) NIST SP800-53 R3 PE-1  |NIST SP800-53 R3 AC-17 (2)0 PCI DSS v2.0 9.10

outside the organization's premise. repurposing of equipment and NIST SP800-53 R3 PE-16 |NIST SP800-53 R3 AC-17 (3)O
resources prior to tenant NIST SP800-53 R3 PE-17 [NIST SP800-53 R3 AC-17 (4)O
assignment or jurisdictional NIST SP800-53 R3 AC-17 (5)O
transport. NIST SP800-53 R3 AC-17 (7)O
NIST SP800-53 R3 AC-17 (8)
NIST SP800-53 R3 MA-10J
NIST SP800-53 R3 PE-1[J
NIST SP800-53 R3 PE-160
NIST SP800-53 R3 PE-170J

FS-08 |Facility Security - |EZfiEDEFa) T |EEDEE A complete inventory of critical assets shall be BELGEEIRTITOVT. TAEEZERL. |No Change X X X X X 45 CFR 164.310 (d)(2)(iii) A7.1.1 NIST SP800-53 R3 CM-8  |NIST SP800-53 R3 CM-8[] PCIDSSVv2.09.9.1 |AUPvV5.0D.1 N/A
Asset maintained with ownership defined and documented. |XEELI=BHEZE/ERL. HEFITDHTL, A7.1.2 NIST SP800-53 R3 CM-8 (1)0 PCIDSSv2.012.3.3 |SIGVv6.0: D.1.1, D.2.1.

Management NIST SP800-53 R3 CM-8 (3) PCIDSSv2.012.3.4 |D.2.2,
NIST SP800-53 R3 CM-8 (5)0

HR-01 [Human Resources|AMItE¥al)T4 [EE Pursuant to local laws, regulations, ethics and RHEE. ZHUHEFRUE=ZFDFHBZDNDT X [No Change X X X X X COBIT4.1PO 7.6 A8.1.2 NIST SP800-53 R3 PS-2  |NIST SP800-53 R3 PS-200 PCIDSSVv2.012.7 |AUPV5.0E.2 GAPP Ref 1.2.9
Security - contractual constraints all employment candidates, TOEBEIZOVTOREEGE DFERRIE., BE&E NIST SP800-53 R3 PS-3  |NIST SP800-53 R3 PS-30 PCIDSSv2.012.8.3 |SIG v6.0: E.2
Background contractors and third parties will be subject to DHHET . AR UREISE-OTITICE O
Screening background verification proportional to the data DFERIZ 77E7§?né7:_90)f’\¥§;&9$

classification to be accessed, the business ¥®?*$Iﬁ‘ RFARGIAYITGLTTD
: . ndlé,
requirements and acceptable risk.

HR-02 [Human Resources| ABJtEFa)T+1 |[EREH Prior to granting individuals physical or logical access [P AT L, Tz T—F~D¥WERFET= |Prior to granting individuals X X X X X COBITDS 2.1 45 CFR 164.310(a)(1) (New) A.6.1.5 NIST SP800-53 R3 PL-4 NIST SP800-53 R3 PL-4[] PCIDSSv2.012.4 |[AUPvV5.0C.1 GAPP Ref 1.2.9
Security - to facilities, systems or data employees, contractors, |[IFEEHT IR ZFHFRT AR, /XA . 2 |physical or logical access to 45 CFR 164.308(a)(4)(i) (New) |A.8.1.3 NIST SP800-53 R3 PS-6  |NIST SP800-53 R3 PS-60 PCIDSSv2.012.8.2 |SIG v6.0: E.3.5 GAPP Ref 8.2.6
Employment third party users and customers shall contractually "ﬁ"J*ﬁ_¥~ %'E%@*'Jﬁﬁ%ﬁ&a@g’i '%fﬁt’j?' facilities, systems or data NIST SP800-53 R3 PS-7 NIST SP800-53 R3 PS-700
Agreements agree and sign the terms and conditions of their i‘)T{E%géélhbwﬁw_%{{;éﬁgﬁﬂL: employees, contractors, third

employment or service contract, which must explicitly ;ﬁ)f;%géﬁ;%fﬁgitbﬂiﬁ—txy’é%’g &I-F party contractors and tenants

include the parties responsibility for information - =S shall contractually agree and sign

security. equivalent terms and conditions
regarding information security
responsibilities in employment or
service contract

HR-03 |Human Resources|A#ItEFa)Ts [([ERAD#¥TEIEL |Roles and responsibilities for following performing ERORTHILIERAFHREDERIZAT S |Roles and responsibilities X X X X X COBIT 4.1 PO 7.8 |45 CFR 164.308 (a)(3)(ii)(C) A.8.3.1 NIST SP800-53 R3 PS-4 NIST SP800-53 R3 PS-40 SIGv6.0: E.6 GAPP Ref 8.2.2
- Employment ZEICEAIHEE |employment termination or change in employment RERUVEEIL, BRECEIYHT, XBL. [following employment termination NIST SP800-53 R2 PS-5  [NIST SP800-53 R3 PS-50] GAPP Ref 10.2.5
Termination procedures shall be assigned, documented and mEINDHIL, or change in employment

communicated. procedures must follow the terms
of the master agreement with the
tenant(s).

IS-01  |Information ERtEX1)Ts |ISMSOHEIL KR UIE |An Information Security Management Program (ISMP) |&EXT—4%# %k, 32/, #FaISLTLVELY  [No Change X X X X X COBIT 4.1 R2 45 CFR 164.308(a)(1)(i) Clause 4.2 NIST SP800-53 R3 PM-1  [NIST SP800-53 R3 PM-10J PCIDSSv2.012.1 |SIGVv6.0:A.1,B.1 GAPP Ref 8.2.1
Security - EEHE has been developed, documented, approved, and TR R BE., BIERNRET H=0IC DS5.2 45 CFR 164.308(a)(1)(ii)(B) Clause 5 NIST SP800-53 R3 PM-2  [NIST SP800-53 R3 PM-20] PCIDSS v2.0 12.2
Management implemented that includes administrative, technical, | E2E&. BT, MEHRERBEZICHE COBIT4.1R2 |45 CFR 164.316(b)(1)(i) A6.1.1 NIST SP800-53 R3 PM-3  |NIST SP800-53 R3 PM-3[]

Program and physical safeguards to protect assets and data t#;'JT’fo};/{;/ FVZZ'J_\(ISMS)I’E_{’EEJZ DS5.5 45 CFR 164.308(a)(3)(i) (New) [A.6.1.2 NIST SP800-53 R3 PM-4  [NIST SP800-53 R3 PM-4[]
from loss, misuse, unauthorized access, disclosure, |+ j;;_‘,_'fé ﬁ?@?yﬁ?ﬁézi ;f;fi %’4%70; 45 CFR 164.306(a) (New) A6.1.3 NIST SP800-53 R3 PM-5  |NIST SP800-53 R3 PM-51
alteration, and destruction. The security program #%’I‘il:Faﬁ#’)\ZaBEU(i\ 13J~T0)3+7:EE'<-EJ¢;1’L%>% A6.1.4 NIST SP800-53 R3 PM-6 NIST SP800-53 R3 PM-601
should address, but not be limited to, the following DTIEALY, A.6.1.5 NIST SP800-53 R3 PM-7 NIST SP800-53 R3 PM-70
areas insofar as they relate to the characteristics of the |.1) z » 18 A.6.1.6 NIST SP800-53 R3 PM-8  [NIST SP800-53 R3 PM-8L]
business: X alTah58 A.6.1.7 NIST SP800-53 R3 PM-9 NIST SP800-53 R3 PM-90
* Risk management EREX T DR A.6.1.8 NIST SP800-53 R3 PM-10 [NIST SP800-53 R3 PM-100J
« Security policy -BEEE NIST SP800-53 R3 PM-11  [NIST SP800-53 R3 PM-11[]
+ Organization of information security ANHtEXaUTa
- Asset management RN, BRENLTEX2UTS
» Human resources security '?gﬁéﬂx’iﬁ%‘amm“”icam”) PEREE
* Physical and environmental security rEER s e -

« Communications and operations management TRRYAT LM, B, R
* Access control

+ Information systems acquisition, development, and

maintenance

IS-02  [Information BltXa)Ts |BREROFHE Executive and line management shall take formal BEEE, XEICLHHEBELAMDIIT. BS5D [No Change X X X X COBIT 4.1 DS5.1 (45 CFR 164.316 (b)(2)(ii) Clause 5 NIST SP800-53 R3CM-1  [NIST SP800-53 R3 CM-1[] PCIDSSv2.0125 |[SIGVv6.0:C.1 GAPP Ref 8.2.1
Security - action to support information security through clear 5. EEORELGEYETRUEREELT 45 CFR 164.316 (b)(2)(iii) A6.1.1 NIST SP800-53 R3 PM-1  [NIST SP800-53 R3 PM-100
Management documented direction, commitment, explicit MEBEFL)TAEERICKFH TSI, NIST SP800-53 R3 PM-11 |NIST SP800-53 R3 PM-110]

Support / assignment and verification of assignment execution

Involvement




Cloud Service Delivery Model

Scope Applicability Compliance Mapping
BITS Shared
Assessments

AUP v5.0/ SIG v6.0

ISO/IEC 27001-
2005(METI)

Service
Provider

Control ID Control Area S 4E1 ¥E2 Control Specification Control Revisions v1.1

#HER SEER) PaaS laaS Tenant COBIT 4.1 HIPAA / HITECH Act NIST SP800-53 FedRAMP PCI DSS v2.0 GAPP (Aug 2009)

IS-03  [Information EF#HRtX1)T1s [BEHREF21TsE |[Management shall approve a formal information BHREF2 T ERASHXEL. BEMEIZK>[No Change X X X X X COBIT 4.1 DS5.2 |45 CFR 164.316 (a) Clause 4.2.1 NIST SP800-53 R3 AC-1  |NIST SP800-53 R3 AC-10 PCIDSSv2.012.1 |SIGVv6.0:B.1 GAPP Ref 8.1.0
Security - Policy KAEHXE security policy document which shall be communicated | CIERXICE&REN ., EFXELZHEF, BEY 45 CFR 164.316 (b)(1)(i) Clause 5 NIST SP800-53 R3AT-1  [NIST SP800-53 R3 AT-10J PCIDSSv2.012.2 GAPP Ref 8.1.1
and published to employees, contractors and other  |®FMEBRARBICARL ., BHT D&, Y 45 CFR 164.316 (b)(2)(ii) A5.1.1 NIST SP800-53 R3 AU-1  |NIST SP800-53 R3 AU-10J
relevant external parties. The Information Security (XY T1EATT 8 (S, MBOT FEEFRIL, X 45 CFR 164.308(2)(2) (New)  |A.8.2.2 NIST SP800-53 R3 CA-1  |NIST SP800-53 R3 CA-10]
Policy shall establish the direction of the organization | ah7 g 2 i/ o AE7E LA EIPYiE . NIST SP800-53 R3 CM-1  |NIST SP800-53 R3 CM-10]
and align to best practices, regulatory, federal/state E'ﬂim a L’_EL é‘_t"_?\t ﬁé&.lﬁ@&:.ljb NIST SP800-53 R3 IA-1 NIST SP800-53 R3 IA-10
. . : BENBAEICE RSN BB EAOSEX1T
and mter_natlonal I_aws where applicable. The S EHEIZ E>TXHIE (support) T52E, NIST SP800-53 R3 IR-1 NIST SP800-53 R3 IR-10
Information Security policy shall be supported by a NIST SP800-53 R3 MA-1 NIST SP800-53 R3 MA-10
strategic plan and a security program with well defined NIST SP800-53 R3 MP-1 NIST SP800-53 R3 MP-10
roles and responsibilities for leadership and officer NIST SP800-53 R3 MP-1 NIST SP800-53 R3 MP-10
roles. NIST SP800-53 R3 PE-1 NIST SP800-53 R3 PE-101
NIST SP800-53 R3 PL-1 NIST SP800-53 R3 PL-10J
NIST SP800-53 R3 PS-1 NIST SP800-53 R3 PS-1[1
NIST SP800-53 R3 SA-1 NIST SP800-53 R3 SA-1[1
NIST SP800-53 R3 SC-1 NIST SP800-53 R3 SC-10
NIST SP800-53 R3 SI-1 NIST SP800-53 R3 SI-101
IS-04  |Information BHRt¥a) T | BEELLGSLHEFa |Baseline security requirements shall be established BELLGLHEF2)T+EREBIEZFEIL, (B [No Change X X X X COBIT 4.1 AI2.1 Al12.1.1 NIST SP800-53 R3 CM-2  |NIST SP800-53 R3 CM-2[] PCIDSSv1.21.1 AUP v5.0 L.2 SIG [GAPP Ref 1.2.6
Security - Baseline TAEREBIE and applied to the design and implementation of RFELIIHEATE) 7TV —2arHF—4~ COBIT 4.1 AI2.2 A.15.2.2 NIST SP800-53 R3 SA-2  [NIST SP800-53 R3 CM-2 (1)0 PCIDSSv1.21.1.1 |v6.0:L.2,L5 L7L8, |GAPPRef8.2.1
Requirements (developed or purchased) applications, databases, —5;917_‘;;&: ;?~‘y|*'7;74‘/75~ TRERNEE COBIT 4.1 AI3.3 NIST SP800-53 R3 SA-4 NIST SP800-53 R3 CM-2 (3)O PCIDSSv1.211.2 |L.9, L.10 GAPP Ref 8.2.7
systems, and network infrastructure and information ;‘é{;‘% 7;_%;12?ﬁ@gi’?*;igi’ﬁgﬁa%*%_ COBIT 4.1 DS2.3 NIST SP800-53 R3 CM-2 (5)] PCIDSSV1.21.1.3
processing that comply with policies, standards and ,rgékélﬁg)?g;rﬂﬁﬁlio /1\7‘*<.J;d;’s,¢l‘—ll§|7_ COBIT 4.1 DS11.6 NIST SP800-53 R3 SA-200 PCIDSSv1.21.14
applicable regulatory requirements. Compliance with %L((iiﬁf‘ﬁkbl“it}—ﬂ’q'ﬁﬁ o * NIST SP800-53 R3 SA-4[ PCIDSSv1.21.1.5
. . . £ “RICRESGZ TN
security baseline requirements must be reassessed at (S A0N, NIST SP800-53 R3 SA-4 (1) PCIDSSv1.21.1.6
least annually or upon significant changes. NIST SP800-53 R3 SA-4 (4)O PCIDSSv1.22.2
NIST SP800-53 R3 SA-4 (7)O PCIDSSv1.22.2.1
PCIDSSv1.22.2.2
PCIDSSv1.22.2.3
PCIDSSv1.2224
IS-05  [Information BHREF¥1Ts [FHREF2UTsE |Management shall review the information security BHREFLITAEERAEIL. HoMLHEDHS [Security policy changes with X X X X X COBIT 4.1 DS 5.2|45 CFR 164.316 (b)(2)(iii) Clause 4.2.3 f) NIST SP800-53 R3 AC-1  |NIST SP800-53 R3 AC-10 PCIDSSv2.012.1.3 |AUP v5.0 B.2 GAPP Ref 1.2.1
Security - Policy AAEHDLE1— |policy at planned intervals or as a result of changes to [NLEIFRT. XIFEXRGEALNRELHAIZ. |material operational impact must DS 5.4 45 CFE 164.306(e) (New) A5.1.2 NIST SP800-53 R3AT-1  [NIST SP800-53 R3 AT-10] SIG v6.0: B.1.33. GAPP Ref 8.2.7
Reviews the organization to ensure its continuing effectiveness TND5IS IS EY). ;cé &yﬁ;ﬁfﬁ)é:& require formal notification of NIST SP800-53 R3 AU-1 NIST SP800-53 R3 AU-10J B.1.34, GAPP Ref 10.2.3
and accuracy. ERERICT BT-HIC BEEALE2—T DL |gypcontractors, tenants, NIST SP800-53 R3 CA-1  [NIST SP800-53 R3 CA-10
° supporting service tiers and NIST SP800-53 R3 CM-1 NIST SP800-53 R3 CM-10
employees of the impact and NIST SP800-53 R3 CP-1 NIST SP800-53 R3 CP-100
ramifications. NIST SP800-53 R3 IA-1 NIST SP800-53 R3 IA-10
NIST SP800-53 R3 IA-5 NIST SP800-53 R3 IA-50
NIST SP800-53 R3 IR-1 NIST SP800-53 R3 IA-5 (1)O
NIST SP800-53 R3 MA-1 NIST SP800-53 R3 IA-5 (2)O
NIST SP800-53 R3 MP-1 NIST SP800-53 R3 IA-5 (3)0
NIST SP800-53 R3 PE-1 NIST SP800-53 R3 IA-5 (6)0
NIST SP800-53 R3 PL-1 NIST SP800-53 R3 IA-5 (7)O
NIST SP800-53 R3 PM-1 NIST SP800-53 R3 IR-10J
NIST SP800-53 R3 PS-1 NIST SP800-53 R3 MA-10J
NIST SP800-53 R3 RA-1 NIST SP800-53 R3 MP-10J
NIST SP800-53 R3 SA-1 NIST SP800-53 R3 PE-1[]
NIST SP800-53 R3 SC-1 NIST SP800-53 R3 PL-10J
NIST SP800-53 R3 SI-1 NIST SP800-53 R3 PM-101
NIST SP800-53 R3 PS-101
NIST SP800-53 R3 RA-10
NIST SP800-53 R3 SA-101
NIST SP800-53 R3 SC-10
NIST SP800-53 R3 SI-10
IS-06  [Information B2 T1s |BEFHE A formal disciplinary or sanction policy shall be X a) T4 A OFIEISERLIZEEAICH [No Change X X X X X COBIT 4.1 PO 7.7 |45 CFR 164.308 (a)(1)(ii)(C) A.8.2.3 NIST SP800-53 R3 PL-4 NIST SP800-53 R3 PL-4[] SIG v6.0:B.1.5 GAPP Ref 10.2.4
Security - Policy established for employees who have violated security |3 AERGEMFHEHAS_ L ERLIZG NIST SP800-53 R3 PS-1  |NIST SP800-53 R3 PS-100
Enforcement policies and procedures. Employees shall be made ~ |&ISE D& SEHEHNEL SNEDMDLT NIST SP800-53 R3 PS-8  [NIST SP800-53 R3 PS-80
aware of what action might be taken in the event of a ﬁ§+b$llﬁlzajﬁaéh~ HXRETNERHT
violation and stated as such in the policies and Do
procedures.
IS-07  |Information BHRt¥a)Ts |FIAET7IEXRH  |User access policies and procedures shall be MABET7VEXGIEHA X, £ L. %27 |No Change X X X X COBIT 4.1 DS 5.4 |45 CFR 164.308 (a)(3)(i) Al1.1.1 NIST SP800-53 R3 AC-1  |NIST SP800-53 R3 AC-10 PCIDSSv2.03.51 |AUPV5.0B.1 SIG |GAPP Ref 8.1.0
Security - User ik ay documented, approved and implemented for granting [1-E£. &R L, RUSLADERFIEICEDNT 45 CFR 164.312 (a)(1) Al11.2.1 NIST SP800-53 R3 IA-1 NIST SP800-53 R3 IA-10 PCIDSSv2.08.5.1 |v6.0:B.1.8, B.1.21,
Access Policy and revoking normal and privileged access to XEEL. KEBL. BAT DL, KA ETIL 45 CFR 164.312 (a)(2)(ii) A11.2.4 PCIDSSVv2.012.5.4 |B.1.28, E.6.2, H.1.1,
applications, databases, and server and network > 77"')’7"—*/53/‘?37'—’5!&—1‘ "jr:_"\ ff“y 45 CFR 164.308(a)(4)(ii)(B) Al11.4.1 K.1.4.5,
infrastructure in accordance with business, security, %?5%%;5&?;&?;%%:%?%34# (New) A.115.2
compliance and service level agreement (SLA) . e = == 45 CFR 164.308(a)(4)(ii)(c ) A.116.1
requirements. (New)
1S-08 Information FlRt¥a)Ts (FIAEFET7VEXH¥E |Normal and privileged user access to applications, FTIVr—2a 0 RT L, T—EA—X v [No Change X X X X X COBIT 4.1 DS5.4 |45 CFR 164.308 (a)(3)(i) Al1.2.1 NIST SP800-53 R3 AC-3 NIST SP800-53 R3 AC-3[ PCIDSSv2.07.1 SIG v6.0: H.2.4, H.2.5, |GAPP Ref 8.2.2 ZZETRE
Security - User D HIFR/ &R systems, databases, network configurations, and FO—ORER. BET—IOBE~ND— RV 45 CFR 164.308 (a)(3)(ii)(A) Al11.2.2 NIST SP800-53 R3 AC-5  |NIST SP800-53 R3 AC-3 (3)0 PCIDSSVv2.07.1.1 T (5/27)
Access Restriction sensitive data and functions shall be restricted and ~ |FHEFREDT 7R (&, FRTICEEEICKY 45 CFR 164.308 (a)(4)(i) A11.4.1 NIST SP800-53 R3 AC-6  |NIST SP800-53 R3 AC-5[] PCI DSS v2.0 7.1.2
/ Authorization approved by management prior to access granted. @, BRSNS L. 45 CFR 164.308 (2)(4)(i)(B)  |A 11.4.2 NIST SP800-53 R31A-2  |NIST SP800-53 R3 AC-601 PCI DSS v2.0 7.1.3
45 CFR 164.308 (a)(4)(ii)(C) A.11.6.1 NIST SP800-53 R3 IA-4 NIST SP800-53 R3 AC-6 (1) PCIDSSv2.07.2.1
45 CFR 164.312 (a)(1) NIST SP800-53 R3 IA-5 NIST SP800-53 R3 AC-6 (2)01 PCIDSSv2.07.2.2
NIST SP800-53 R3 I1A-8 NIST SP800-53 R3 1A-2] PCI DSSv2.08.5.1
NIST SP800-53 R3 MA-5 NIST SP800-53 R3 1A-2 (1)O PCI DSSv2.012.5.4
NIST SP800-53 R3 PS-6 NIST SP800-53 R3 1A-2 (2)O0
NIST SP800-53 R3 SA-7 NIST SP800-53 R3 1A-2 (3)O
NIST SP800-53 R3 SI-9 NIST SP800-53 R3 IA-2 (8)O
NIST SP800-53 R3 IA-40
NIST SP800-53 R3 I1A-4 (4)O
NIST SP800-53 R3 IA-50
NIST SP800-53 R3 IA-5 (1)O
NIST SP800-53 R3 IA-5 (2)O
NIST SP800-53 R3 IA-5 (3)0
NIST SP800-53 R3 IA-5 (6)0]
NIST SP800-53 R3 IA-5 (7)0
NIST SP800-53 R3 I1A-80]
NIST SP800-53 R3 MA-50J
NIST SP800-53 R3 PS-60
NIST SP800-53 R3 SA-70
NIST SP800-53 R3 SI-90
1S-09 Information BHRtXa)Ts | TOER¥EDHIBR |Timely deprovisioning, revocation or modification of HBOLRTLOEREE. T—2~DT Y+t [No Change X X X X COBIT 4.1 DS 5.4 |45 CFR 164.308(a)(3)(ii)(C) A.8.3.3 NIST SP800-53 R3 AC-2 NIST SP800-53 R3 AC-20] PCI DSSv2.08.5.4 |AUPVv5.0H.2 GAPP Ref 8.2.1
Security - User user access to the organizations systems, information |AMEIE. REXE . Z¥HEF . BE. FFE/N\—rF Al11.1.1 NIST SP800-53 R3 PS-4  |NIST SP800-53 R3 AC-2 (1) PCIDSSVv2.08.5.5 |SIGV6.0:E.6.2,E.6.3
Access assets and data shall be implemented upon any — ALKEE=EDERLLIIZHNPLEED A11.2.1 NIST SP800-53 R3 PS-5  |NIST SP800-53 R3 AC-2 (2)0
Revocation change in status of employees, contractors, T FSHRNORB CRAD KRR A11.2.2 NIST SP800-53 R3 AC-2 (3)0
customers, business partners or third parties. Any [SEERL. HIRR, ZET DL, NIST SP800-53 R3 AC-2 (4)O
change in status is intended to include termination of NIST SP800-53 R3 AC-2 (7)O
employment, contract or agreement, change of NIST SP800-53 R3 PS-400
employment or transfer within the organization. NIST SP800-53 R3 PS-500




Cloud Service Delivery Model Scope Applicability Compliance Mapping

T - : BITS Shared
A 2\ 3 2\ _
Control ID Control Area il 72 Control Specification AR Control Revisions v1.1 SaaS PaaS FER) Service Tenant COBIT 4.1 HIPAA / HITECH Act ISONEC 27001 NIST SP800-53 FedRAMP PCI DSS v2.0 Assessments GAPP (Aug 2009)

Provider 2005(METI) AUP v5.0 / SIG v6.0

IS-10  [Information BHREXa)T0 |FIFAET7IEXM¥E |Alllevels of user access shall be reviewed by BEEX.FHABOT7IVEREEZHOoMNLHTE |Periodic attestation of entitlement X X X X X COBIT 4.1 DS5.3 |45 CFR 164.308 (a)(3)(ii)(B) Al11.2.4 NIST SP800-53 R3 AC-2  |NIST SP800-53 R3 AC-20] SIG v6.0:H.2.6, H.2.7, [GAPP Ref8.2.1
Security - User DLE21— management at planned intervals and documented. | =R TLE1—L., &8#FZEEI &7 |rights for all system users is COBIT 4.1 DS5.4 |45 CFR 164.308 (a)(4)(ii)(C) NIST SP800-53 R3 AU-6  [NIST SP800-53 R3 AC-2 (1)1 H.2.9, GAPP Ref 8.2.7
Access Reviews For access violations identified, remediation must btxiéo)ﬁ,&’&%ﬁbt%ﬁli, XEeSh required. Attestation for NIST SP800-53 R3 PM-10 [NIST SP800-53 R3 AC-2 (2)
follow documented access control policies and T:T?txﬁéljﬁﬂﬁﬁ-%lllﬁl:ﬁtb\ RIELEZ |entitlement rights should extend NIST SP800-53 R3 PS-6 NIST SP800-53 R3 AC-2 (3)[
procedures. LR to users in supporting service NIST SP800-53 R3 PS-7 NIST SP800-53 R3 AC-2 (4)O
tiers (laaS, SaasS, PaaS, NIST SP800-53 R3 AC-2 (7)O
IDaas....). Automatic or manual NIST SP800-53 R3 AU-60
remediation shall be NIST SP800-53 R3 AU-6 (1)
implemented for identified NIST SP800-53 R3 AU-6 (3)O
violations. NIST SP800-53 R3 PM-1000
NIST SP800-53 R3 PS-60
NIST SP800-53 R3 PS-70
IS-11  [Information EHRtEX1)T4 [BE/EHEORL |A security awareness training program shall be HBOITRTOREES. RUEZHMEF. =3 |A security awareness training X X X X X COBIT 4.1 PO 7.4 |45 CFR 164.308 (a)(5)(i) Clause 5.2.2 NIST SP800-53 R3 AT-1  |NIST SP800-53 R3 AT-100 PCIDSSVv2.012.6 |AUPV5.0E.1 GAPP Ref 1.2.10
Security - Training established for all contractors, third party users and DOFIAEIZHL., X2 T, E#HA L DEE T |program that addresses multi- 45 CFR 164.308 (a)(5)(ii)(A) A8.2.2 NIST SP800-53 R3 AT-2  [NIST SP800-53 R3 AT-2[J PCIDSSv2.012.6.1 [SIG v6.0:E.4 GAPP Ref 8.2.1
/| Awareness employees of the organization an mandated when ATSLE, ZETHNIL, §§%|J%I:$BE76§ tenant, nationality and cloud NIST SP800-53 R3 AT-3  |NIST SP800-53 R3 AT-30 PCIDSSv2.012.6.2
appropriate. All individuals with access to &o {@ﬁt;@?'_g':7/‘7t7\¢%’~ T“‘TLD%?‘ delivery model SOD and conflicts NIST SP800-53 R3 AT-4 NIST SP800-53 R3 AT-401
organizational data shall receive appropriate l: Fﬁ??)%%%%?ﬁ?ﬁi%ﬁ—ﬁ) GT %EE%;T?;L&:; of interest shall be established
awareness training and regular updates in N . £ ML B S Tk, for all contractors, third party
organizational procedures, process and policies, users, tenants and employees of
relating to their function relative to the organization. the organization. All individuals
with access to tenant data shall
receive appropriate awareness
training and regular updates in
organizational procedures,
process and policies, relating to
their function relative to the
organization.
IS-12  [Information EFHRtX1)Tq [EFMEBIEDER |Industry security knowledge and benchmarking through[£F 1T« IZBT AL PE5E. 52T |No Change X X X X X A6.1.7 NIST SP800-53 R3 AT-5  |NIST SP800-53 R3 AT-50 SIG v6.0:C.1.8 N/A
Security - Industry networking, specialist security forums, and 1DEMRIZLLHHRPLEKREDBE L ELAE NIST SP800-53 R3 SI-5 NIST SP800-53 R3 SI-50]
Knowledge / professional associations shall be maintained. HZEHFFT DL,

Benchmarking

IS-13  [Information BHRtFa)Ts [BEEDOBIYET Roles and responsibilities of contractors, employees  |IFHEELEF1) T4 ~DEDHYIZEL T, %€ |No Change X X X X X COBIT 4.1 DS5.1 Clause 5.1 c¢) NIST SP800-53 R3 AT-3  [NIST SP800-53 R3 AT-3[] AUP v5.0 B.1 GAPP Ref 1.2.9
Security - Roles / and third party users shall be documented as they (8. 2NBEFRUE=FDIHEDOEE|® A6.1.2 NIST SP800-53 R3 PL-4 NIST SP800-53 R3 PL-40] SIG v6.0: B.1.5, GAPP Ref 8.2.1
Responsibilities relate to information assets and security. REEXEICEDHDL, A6.1.3 NIST SP800-53 R3 PM-10 |NIST SP800-53 R3 PM-100] D.1.1,D.1.3.3, E.1,

A8.1.1 NIST SP800-53 R3 PS-1  [NIST SP800-53 R3 PS-10] F.1.1,H.1.1, K.1.2

NIST SP800-53 R3 PS-6 NIST SP800-53 R3 PS-6UJ
NIST SP800-53 R3 PS-7 NIST SP800-53 R3 PS-70

IS-14  [Information BFHRt*1)T1s |BEEER Managers are responsible for maintaining awareness |EE#E(X. BoDEEHEIZE1 S+ T,|No Change X X X X X COBIT 4.1 DS5.3 Clause 5.2.2 NIST SP800-53 R3 AT-2  |NIST SP800-53 R3 AT-200 PCIDSSv2.012.6.1 |AUPV5.0E.1 GAPP Ref 1.1.2
Security - of and complying with security policies, procedures and |7 &t. FIR. $RZEIC DV TERHL. IESFI5E COBIT 4.1 DS5.4 A8.2.1 NIST SP800-53 R3 AT-3  [NIST SP800-53 R3 AT-3[] PCIDSSv2.012.6.2 |SIGV6.0: E.4 GAPP Ref 8.2.1
Management standards that are relevant to their area of ELHo COBIT 4.1 DS5.5 A8.2.2 NIST SP800-53 R3 CA-1  [NIST SP800-53 R3 CA-10
Oversight responsibility. Al1.24 NIST SP800-53 R3 CA-5 NIST SP800-53 R3 CA-501

A.15.2.1 NIST SP800-53 R3 CA-6  [NIST SP800-53 R3 CA-6[]

NIST SP800-53 R3 CA-7 NIST SP800-53 R3 CA-70
NIST SP800-53 R3 PM-10 [NIST SP800-53 R3 CA-7 (2)O
NIST SP800-53 R3 PM-100

IS-15  [Information BHRtXa)Ts  |BEOSE Policies, process and procedures shall be HEYLEEHEODENEHEEIZE]RT 576D  [No Change X X X X COBIT 4.1 DS 5.4 |45 CFR 164.308 (a)(1)(ii)(D) A.10.1.3 NIST SP800-53 R3 AC-1  |NIST SP800-53 R3 AC-10 PCIDSSVv2.06.4.2 |[SIGVv6.0:G.2.13. G.3, |GAPP Ref8.2.2
Security - implemented to enforce and assure proper segregation |&t. F#iE . FIREHIL YT H L, FIAEREIC 45 CFR 164.308 (a)(3)(ii)(A) NIST SP800-53 R3 AC-2  |NIST SP800-53 R3 AC-200 G.20.1, G.20.2, G.20.5
Segregation of of duties. In those events where user-role conflictof ~ |FIEDMIUAFET DB, HADERAE 45 CFR 164.308(a)(4)(i))(A) NIST SP800-53 R3 AC-5  |NIST SP800-53 R3 AC-2 (1)0
Duties interest constraint exist, technical controls shall be in | PEFEISH TGN FRRILGL ZES7 (New) NIST SP800-53 R3AC-6  |NIST SP800-53 R3 AC-2 (2)0]
place to mitigate any risks arising from unauthorized or [ﬁﬁa:;?ég\)?%ﬁ_li;&ﬁﬁ?éf:b@ﬁﬁ% = 45 CFR 164.308 (a)(5)(ii)(C) NIST SP800-53 R3 AU-1 NIST SP800-53 R3 AC-2 (3)
unintentional modification or misuse of the =S 45 CFR 164.312 (b) NIST SP800-53 R3 AU-6 NIST SP800-53 R3 AC-2 (4)0
organization's information assets. NIST SP800-53 R3 SI-1 NIST SP800-53 R3 AC-2 (7)O

NIST SP800-53 R3Sl-4  |NIST SP800-53 R3 AC-501
NIST SP800-53 R3 AC-601
NIST SP800-53 R3 AC-6 (1)0
NIST SP800-53 R3 AC-6 (2)0
NIST SP800-53 R3 AU-1]
NIST SP800-53 R3 AU-6[]
NIST SP800-53 R3 AU-6 (1)0]
NIST SP800-53 R3 AU-6 (3)[]
NIST SP800-53 R3 SI-10]
NIST SP800-53 R3 SI-4]
NIST SP800-53 R3 SI-4 (2)0
NIST SP800-53 R3 SI-4 (4)0
NIST SP800-53 R3 Sl-4 (5)0
NIST SP800-53 R3 SI-4 (6)0]

IS-16  [Information REt¥1)7s |(FIRABEOERE Users shall be made aware of their responsibilities for: |FIRZIXLUTOEEFZRHETHE, No Change X X X X X COBIT 4.1 PO 4.6 |45 CFR 164.308 (a)(5)(ii)(D) Clause 5.2.2 NIST SP800-53 R3 AT-2  |NIST SP800-53 R3 AT-20 PCIDSSVv2.08.5.7 |AUPV5.0E.1 GAPP Ref 1.2.10
Security - User « Maintaining awareness and compliance with ARSNF-EFa)ToAE. FIE, RE BE A8.2.2 NIST SP800-53 R3 AT-3  |NIST SP800-53 R3 AT-30 PCIDSSv2.012.6.1 |SIGv6.0: E.4 GAPP Ref 8.2.1
Responsibility published security policies, procedures, standards and i?*ﬁﬂfﬁﬂf@%*%lﬁéﬁﬁﬁh IE=FgH& A.11.31 NIST SP800-53 R3 AT-4 NIST SP800-53 R3 AT-4[0

applicable regulatory requirements ‘RE, RDEBSREEMETI L A11.3.2 NIST SP800-53 R3 PL-4  [NIST SP800-53 R3 PL-4[]

-EAREICHLIEEDREREEHET S L

* Maintaining a safe and secure working environment
* Leaving unattended equipment in a secure manner

IS-17  [Information AHRt¥a)Ts |[ERRE Policies and procedures shall be established for |ANDERIGFICHEL T, #ET—2%EL X |Policies and procedures shall be X X X X X Clause 5.2.2 NIST SP800-53 R3 AC-11 |NIST SP800-53 R3 AC-11[ AUP v5.0 E.1 GAPP Ref 8.2.3
Security - clearing visible documents containing sensitive data |EMNBEESINHIEAGRNELIIZ, F-FEAEF [established for proper data A.8.2.2 NIST SP800-53 R3 MP-2  [NIST SP800-53 R3 AC-11 (1)O SIG v6.0: E.4
Workspace when a workspace is unattended and enforcement of  [ISIET—JRXT =3 Dty aVEBHIOT | management within the provider A9.15 NIST SP800-53 R3 MP-3  [NIST SP800-53 R3 MP-20]
workstation session logout for a period of inactivity. |7 7N 2&3I=. FEt, FIRERILT D L. |environment. Policies and A11.3.1 NIST SP800-53 R3 MP-4  |NIST SP800-53 R3 MP-2 (1)[]
procedures must resolve A.11.3.2 NIST SP800-53 R3 MP-3[]
conflicts of interests and include A.11.3.3 NIST SP800-53 R3 MP-4[]
a tamper audit function, that trips NIST SP800-53 R3 MP-4 (1)

a tamper audit to the customer if
the integrity of the tenant data
has potentially been
compromised. (access not
authorized by tenant or data loss)
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2\3 BITS Shared

Service ISO/IEC 27001-

Provider

Control ID Control Area o ER1 Control Specification Control Revisions v1.1

#HER SEEN PaaS laaS Tenant COBIT 4.1 HIPAA / HITECH Act NIST SP800-53 FedRAMP PCI DSS v2.0 Assessments GAPP (Aug 2009)

2005(METI)

AUP v5.0/ SIG v6.0

IS-18 Information EFHREFXa)T0 551t Policies and procedures shall be established and A= (BIZIEX, Z7AILH—/\, T—2~— |No Change X X X X COBIT 4.1 DS5.8 |45 CFR 164.312 (a)(2)(iv) A.10.6.1 NIST SP800-53 R3 AC-18 |NIST SP800-53 R3 AC-180 PCI-DSSv2.02.1.1 |AUPv5.0G.4 GAPP Ref 8.1.1
Security - mechanisms implemented for encrypting sensitive data| 2+ TVFA—HRIDT—UXT—L32) AD COBIT 4.1 DS5.10(45 CFR 164.312 (e)(1) A.10.8.3 NIST SP800-53 R3 IA-3 NIST SP800-53 R3 AC-18 (1)0 PCI-DSS v2.0 3.4 AUP v5.0 G.15 GAPP Ref 8.2.1
Encryption in storage (e.g., file servers, databases, and end-user |HET—3PEERDT—4 <1’5'li‘§ﬁ~ AT L COBIT 4.1 DS5.11|45 CFR 164.312 (€)(2)(ii) A.10.8.4 NIST SP800-53 R3 IA-7 NIST SP800-53 R3 AC-18 (2)0 PCI-DSSv2.03.4.1 |AUPV5.01.3 GAPP Ref 8.2.5

workstations) and data in transmission (e.g., system ;[{971:7(* BRIVEI— L. %¥’_€__“’ A.10.9.2 NIST SP800-53 R3 SC-7 NIST SP800-53 R3 AC-18 (3)[ PCI-DSS v2.04.1 SIG v6.0: G.10.4,
interfaces, over public networks, and electronic fg>§ﬂﬁ?1ta—éf:&b®ﬁﬁ+‘ FIRERELT D A.10.9.3 NIST SP800-53 R3 SC-8 NIST SP800-53 R3 AC-18 (4)U PCI-DSSv2.04.1.1 |G.11.1,G.11.2, G.12.1,
messaging). = A.12.3.1 NIST SP800-53 R3 SC-9  [NIST SP800-53 R3 AC-18 (5)0 PCI DSS v2.0 4.2 G.12.2, G.12.4,
A.15.1.3 NIST SP800-53 R3 SC-13  [NIST SP800-53 R3 IA-30 G.12.10, G.14.18,
A.15.1.4 NIST SP800-53 R3 SC-16 [NIST SP800-53 R3 IA-70 G.14.19, G.16.2,
NIST SP800-53 R3 SC-23 [NIST SP800-53 R3 SC-700 G.16.18, G.16.19,
NIST SP800-53 R3 SI-8 NIST SP800-53 R3 SC-7 (1)0 G.17.16, G.17.17,
NIST SP800-53 R3 SC-7 (2)0 G.18.13, G.18.14,
NIST SP800-53 R3 SC-7 (3)0 G.19.1.1, G.20.14
NIST SP800-53 R3 SC-7 (4)0
NIST SP800-53 R3 SC-7 (5)0
NIST SP800-53 R3 SC-7 (7)0
NIST SP800-53 R3 SC-7 (8)1
NIST SP800-53 R3 SC-7 (12)
NIST SP800-53 R3 SC-7 (13)0
NIST SP800-53 R3 SC-7 (18)C]
NIST SP800-53 R3 SC-80J
NIST SP800-53 R3 SC-8 (1)0
NIST SP800-53 R3 SC-90
NIST SP800-53 R3 SC-9 (1)0
NIST SP800-53 R3 SC-130]
NIST SP800-53 R3 SC-13 (1)0
NIST SP800-53 R3 SC-160]
NIST SP800-53 R3 SC-230
NIST SP800-53 R3 SI-80

IS-19  |Information BHRtE¥1)T1s |REE Policies and procedures shall be established and ARL—CRDEEF DT —2DEEE1EEXZE [No Change X X X X COBIT 4.1 DS5.8 |45 CFR 164.312 (a)(2)(iv) Clause 4.3.3 NIST SP800-53 R3 SC-12 |NIST SP800-53 R3 SC-120 PCI-DSSv2.03.4.1 |SIGVv6.0: L.6 GAPP Ref 8.1.1
Security - mechanisms implemented for effective key THEOIC. HRWGREED-HD A, F 45 CFR 164.312(e)(1) (New) A.10.7.3 NIST SP800-53 R3 SC-13  [NIST SP800-53 R3 SC-12 (2)0 PCI-DSS v2.0 3.5 GAPP Ref 8.2.1
Encryption Key management to support encryption of data in storage IEZRESIL. KRBT d_L. A.12.3.2 NIST SP800-53 R3 SC-17 |NIST SP800-53 R3 SC-12 (5)d PCI-DSS v2.03.5.1 GAPP Ref 8.2.5
Management and in transmission. A.15.1.6 NIST SP800-53 R3 SC-28 [NIST SP800-53 R3 SC-130 PCI-DSS v2.0 3.5.2

NIST SP800-53 R3 SC-13 (1)0 PCI-DSS v2.0 3.6
NIST SP800-53 R3 SC-170 PCI-DSS v2.0 3.6.1
NIST SP800-53 R3 SC-280] PCI-DSS v2.0 3.6.2
NIST SP800-53 R3 SC-28 (1)0 PCI-DSS v2.0 3.6.3
PCI-DSS v2.0 3.6.4
PCI-DSS v2.0 3.6.5
PCI-DSS v2.0 3.6.6
PCI-DSS v2.0 3.6.7
PCI-DSS v2.0 3.6.8

IS-20  [Information E#HRtEX1)T4 |HfE5EHE-/SvFEE |Policies and procedures shall be established and MEss -/ Sy FEED A, FIEZHEIIL. E |No Change X X X X COBIT 4.1 Al6.1 |45 CFR 164.308 (a)(1)()(i)(A) [A.12.5.1 NIST SP800-53 R3 CM-3  |NIST SP800-53 R3 CM-3[] PCI-DSS v2.0 2.2 AUP v5.0 1.4 GAPP Ref 1.2.6
Security - mechanism implemented for vulnerability and patch |9 d2&, ERISEY, 7TV 7r—2a 0o R COBIT 4.1 AI3.3 |45 CFR 164.308 (a)(1)(i)(ii))(B) |A.12.5.2 NIST SP800-53 R3 CM-4  [NIST SP800-53 R3 CM-3 (2)0] PCI-DSS v2.0 6.1 SIGVv6.0: G.15.2,1.3  |GAPP Ref 8.2.7
Vulnerability / management, ensuring that application, system, and T4 *“J["7_71%%@3@551'555E£':§¥mb COBIT 4.1 DS5.9 |45 CFR 164.308 (a)(5)(I)(ii))(B) [|A.12.6.1 NIST SP800-53 R3 CP-10 [NIST SP800-53 R3 CM-4[] PCI-DSS v2.0 6.2
Patch network device vulnerabilities are evaluated and ) Egﬁ_/\‘f??{%ﬁ?ﬂ@(f%ﬁi?élijfjx NIST SP800-53 R3 RA-5  [NIST SP800-53 R3 CP-100 PCI-DSS v2.0 6.3.2
Management vendor-supplied security patches applied in a timely ﬁff%gé':%%gr_gg&ﬁ??gil )74 NIST SP800-53 R3 SA-7 NIST SP800-53 R3 CP-10 (2)J PCI-DSS v2.06.4.5

manner taking a risk-based approach for prioritizing ° NIST SP800-53 R3 SI-1 NIST SP800-53 R3 CP-10 (3)d PCI-DSS v2.0 6.5.X
critical patches. NIST SP800-53 R3 SI-2 NIST SP800-53 R3 RA-5[] PCI-DSS v2.0 6.6
NIST SP800-53 R3 SI-5 NIST SP800-53 R3 RA-5 (1)0 PCI-DSS v2.0 11.2
NIST SP800-53 R3 RA-5 (2)0] PCI-DSSv2.0 11.2.1
NIST SP800-53 R3 RA-5 (3)[] PCI-DSS v2.0 11.2.2
NIST SP800-53 R3 RA-5 (9)] PCI-DSSv2.0 11.2.3
NIST SP800-53 R3 RA-5 (6)[]
NIST SP800-53 R3 SA-70]
NIST SP800-53 R3 SI-10
NIST SP800-53 R3 SI-200
NIST SP800-53 R3 SI-2 (2)0
NIST SP800-53 R3 SI-50

IS-21  |Information BHRtXa)Ts | 7UFIAILA-T |Ensure that all antivirus programs are capable of ITRTOBEMDTILY 7. H LLIEERBA [No Change X X X X X COBIT 4.1 DS5.9 (45 CFR 164.308 (a)(5)(ii)(B) A.10.4.1 NIST SP800-53 R3 SA-7  |NIST SP800-53 R3 SA-70 PCI-DSSv2.05.1 SIG v6.0:G.7 GAPP Ref 8.2.2
Security - Anti- Loz7 detecting, removing, and protecting against all known (SN TWEWY I hD 7 ZEBEAML. BRE NIST SP800-53 R3 SC-5  |NIST SP800-53 R3 SC-501 PCI-DSSv2.05.1.1
Virus / Malicious types of malicious or unauthorized software with TEHLDIZ. TUFIAILR - S TRF¥ NIST SP800-53 R3 SI-3 NIST SP800-53 R3 SI-30J PCI-DSS v2.05.2
Software antivirus signature updates at least every 12 hours. O EL1L2BREBEICTYI TS NIST SP800-53 R3 SI-5 NIST SP800-53 R3 SI-3 (1)0

& NIST SP800-53 R3 SI-7 NIST SP800-53 R3 SI-3 (2)0
NIST SP800-53 R3 SI-8 NIST SP800-53 R3 SI-3 (3)0

NIST SP800-53 R3 SI-50]

NIST SP800-53 R3 SI-70]
NIST SP800-53 R3 SI-7 (1)0

NIST SP800-53 R3 SI-8]

IS-22  [Information EHRtEX1)T4 (A2 TUREE  |Policy, process and procedures shall be established to [£F 1 TABHEEZREERIL. LFETE L% 4 |No Change X X X X X COBIT 4.1 DS5.6 |45 CFR 164.308 (a)(1)(i) Clause 4.3.3 NIST SP800-53 R3 IR-1 NIST SP800-53 R3 IR-10] PCI-DSSv2.012.9 |AUPV5.0J.1 GAPP Ref 1.2.4
Security - Incident triage security related events and ensure timely and [>TV NEBEHERICITIODAE ., FHiE 45 CFR 164.308 (a)(6)(i) A13.1.1 NIST SP800-53 R3 IR-2 NIST SP800-53 R3 IR-2[] PCI-DSSv2.0 12.9.1 |SIGv6.0:J.1.1,J.1.2 |GAPP Ref 1.2.7
Management thorough incident management. FIEEREILT DL, A13.2.1 NIST SP800-53 R3IR-3  [NIST SP800-53 R3 IR-30] PCI-DSS v2.0 12.9.2 GAPP Ref 7.1.2

NIST SP800-53 R3 IR-4 NIST SP800-53 R3 IR-4[] PCI-DSS v2.0 12.9.3 GAPP Ref 7.2.2
NIST SP800-53 R3 IR-5 NIST SP800-53 R3 IR-4 (1)0 PCI-DSS v2.0 12.9.4 GAPP Ref 7.2.4
NIST SP800-53 R3 IR-7 NIST SP800-53 R3 IR-50] PCI-DSS v2.0 12.9.5 GAPP Ref 10.2.1
NIST SP800-53 R3 IR-8 NIST SP800-53 R3 IR-70] PCI-DSS v2.0 12.9.6 GAPP Ref 10.2.4

NIST SP800-53 R3 IR-7 (1)0

NIST SP800-53 R3 IR-7 (2)0

NIST SP800-53 R3 IR-8[]

IS-23  [Information BHRtEX1)T0 |41V TURRE  |Contractors, employees and third party users shall be |#X8 . 22#F. E=FFAEE. H5P5 [No Change X X X X X COBIT 4.1 DS5.6 |45 CFR 164.312 (a)(6)(ii) Clause 4.3.3 NIST SP800-53 R3 IR-2 NIST SP800-53 R3 IR-2[] PCI-DSS v2.0 12.5.2 |AUP v5.0 J.1 GAPP Ref 1.2.7
Security - Incident made aware of their responsibility to report all BHREFLITIEREARICHRETHEEN 16 CFR 318.3 (a) (New) Clause 5.2.2 NIST SP800-53 R3 IR-6 NIST SP800-53 R3 IR-6[] PCI-DSS v2.0 12.5.3 |AUP V5.0 E.1 SIG |GAPP Ref 1.2.10
Reporting information security events in a timely manner. BEHLEBHI L, RMET2LUTIRRIL 16 CFR 318.5 (a) (New) A6.1.3 NIST SP800-53 R3IR-7  |NIST SP800-53 R3 IR-6 (1)0 v6.0:J.1.1, E.4 GAPP Ref 7.1.2

Information security events shall be reported through %fﬁigjﬁﬂ ;ﬁfﬁii%ﬁoﬁ)ﬂ%%;}f&i}ﬁ%%;; ,;‘7’%’ 45 CFR 160.410 (a)(1) (New)  |A.8.2.1 NIST SP800-53 R3 SI-4  |NIST SP800-53 R3 IR-7[] GAPP Ref 7.2.2
predefined communications channels in a prompt and tﬂ(_ﬁ’ﬂ__ﬂ_‘%_g’“’ e IRARLT AR A8.2.2 NIST SP800-53 R3 SI-5 NIST SP800-53 R3 IR-7 (1) GAPP Ref 7.2.4
expedient manner in compliance with statutory, e == A.13.1.1 NIST SP800-53 R3 IR-7 (2)T GAPP Ref 10.2.4
regulatory and contractual requirements. A.13.1.2 NIST SP800-53 R3 SI-40]

A13.2.1 NIST SP800-53 R3 SI-4 (2)0

NIST SP800-53 R3 SI-4 (4)0
NIST SP800-53 R3 SI-4 (5)0
NIST SP800-53 R3 SI-4 (6)0
NIST SP800-53 R3 SI-50]
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IS-24  [Information FHREX1)T4 (42> TUREDER |In the event a follow-up action concerning a person or [{E&RtXa)T01> T MEE%RIZ, EAEL|No Change X X X X X COBIT 4.1 DS5.6 |45 CFR 164.308 (a)(6)(ii) Clause 4.3.3 NIST SP800-53 R3 AU-6  |NIST SP800-53 R3 AU-60J AUP v5.0 J.1 GAPP Ref 1.2.7
Security - Incident AR organization after an information security incident IFHBRICEDLIERBELL TENEEN D Clause 5.2.2 NIST SP800-53 R3 AU-7  [NIST SP800-53 R3 AU-6 (1)0] AUP v5.0 E.1 SIG
Response Legal requires legal action proper forensic procedures g(_:;_ﬁ;éi:;‘,—@[:{ﬁi~ AEHLODURER 1%7? e A.8.2.2 NIST SP800-53 R3 AU-9 NIST SP800-53 R3 AU-6 (3)[ v6.0:J.1.1,J.1.2, E4
Preparation including chain of custody shall be required for {13700 RGHGEBESTE ST+ A8.2.3 NIST SP800-53 R3 AU-11 |NIST SP800-53 R3 AU-70]

collection, retention, and presentation of evidence to |V~ Z Y7 FIRERELT H&o A13.2.3 NIST SP800-53 R3 IR-5  |NIST SP800-53 R3 AU-7 (1)[]

support potential legal action subject to the relevant A.15.1.3 NIST SP800-53 R3 IR-7 NIST SP800-53 R3 AU-9[

jurisdiction. NIST SP800-53 R3 IR-8 NIST SP800-53 R3 AU-9 (2)O
NIST SP800-53 R3 AU-11[1
NIST SP800-53 R3 IR-500
NIST SP800-53 R3 IR-70J
NIST SP800-53 R3 IR-7 (1)1
NIST SP800-53 R3 IR-7 (2)1
NIST SP800-53 R3 IR-80

IS-25  |Information FwteX1)Ts |42 TUR2HF [Mechanisms shall be put in place to monitor and BREFL)TAAVTUMDAALT #3832 [No Change X X X X X COBIT 4.1 DS 4.9 (45 CFR 164.308 (a)(1)(ii)(D) A.13.2.2 NIST SP800-53 R3 IR-4 NIST SP800-53 R3 IR-4[] PCIDSSv2.012.9.6 |SIG v6.0: J.1.2, GAPP Ref 1.2.7
Security - Incident & quantify the types, volumes, and costs of information |AFZRIE-LET SO DUHBAZEATHT NIST SP800-53 R3 IR-5 NIST SP800-53 R3 IR-4 (1)1 GAPP Ref 1.2.10
Response Metrics security incidents. Eo NIST SP800-53 R3 IR-8 NIST SP800-53 R3 IR-501

NIST SP800-53 R3 IR-8[1

IS-26  [Information ARt Xa) T |BEEMADEHRE |Policies and procedures shall be established forthe | EEDFADHFRERFICEI 558, FIEZ |Policies and procedures shall be X X X X X COBIT 4.1 DS 5.3 |45 CFR 164.310 (b) A.7.1.3 NIST SP800-53 R3 AC-8  |NIST SP800-53 R3 AC-80] PCI-DSS v2.0 12.3.5 |AUP v5.0 B.3. SIG [GAPP Ref 8.1.0
Security - acceptable use of information assets. LT HIL, established for the acceptable NIST SP800-53 R3 AC-20 |[NIST SP800-53 R3 AC-200 v6.0: B.1.7, D.1.3.3,

Acceptable Use use of information assets. The NIST SP800-53 R3 PL-4 NIST SP800-53 R3 AC-20 (1)O E.3.2,E.3.5.1,E.35.2

policies shall address acceptable NIST SP800-53 R3 AC-20 (2)O
data mining functionality and NIST SP800-53 R3 PL-400
Traffic pattern analysis. And

shall inform the tenant who is

getting access to the data

analysis output

IS-27 Information BHREFXaT0 |BEEDIRA Employees, contractors and third party users must XS, ZHHEFRUE=FDFAZIL. E [Controls shall be put in place to X X X X X 45 CFR 164.308 (a)(3)(ii)(C) A7.1.1 NIST SP800-53 R3 PS-4 NIST SP800-53 R3 PS-40 AUP v5.0D.1 SIG [GAPP Ref 5.2.3
Security - Asset return all assets owned by the organization within a A. BHRFEBDERTEIC. BoM AT S |insure privacy and automate A7.1.2 v6.0: E.6.4 GAPP Ref 7.2.2
Returns defined and documented time frame once the fﬁﬂﬁ%d)ﬁféj—’{—c’& K%?E&%W:Fﬁff@ tenant breach formal notification A.8.3.2 GAPP Ref 8.2.1

employment, contract or agreement has been HERISRALE T NIEEEEN. upon the compromise of a GAPP Ref 8.2.6
terminated. tenant's system(s).

IS-28 Information ARt Xa) T  |EFEESEI Electronic commerce (e-commerce) related data PRIV T—V%EZBTHEFEEIGIE. F |No Change X X X X X COBIT 4.1 DS 45 CFR 164.312(e)(1) A7.21 NIST SP800-53 R3 AC-14 [NIST SP800-53 R3 AC-140 PCI-DSSv2.02.1.1 |AUPV5.0G.4 GAPP Ref 3.2.4
Security - traversing public networks shall be appropriately EfTHCRBNE. T—20OER. HFaShT 5.10 5.11 45 CFR 164.312(e)(2)(i) A.10.6.1 NIST SP800-53 R3 AC-21 [NIST SP800-53 R3 AC-14 (1)1 PCI-DSS v2.0 4.1 AUP v5.0 G.11 GAPP Ref 4.2.3
eCommerce classified and protected from fraudulent activity, WEWBRXIFHE AN RET HE, A.10.6.2 NIST SP800-53 R3 AC-22 [NIST SP800-53 R3 AC-210] PCI-DSSv2.04.1.1 |AUP v5.0G.16 GAPP Ref 7.1.2
Transactions unauthorized disclosure or modification in such a A.10.9.1 NIST SP800-53 R3 IA-8 NIST SP800-53 R3 AC-220 PCIDSSv2.04.2 AUP v5.0 G.18 GAPP Ref 7.2.1

manner to prevent contract dispute and compromise of A.10.9.2 NIST SP800-53 R3 AU-10 [NIST SP800-53 R3 IA-801 AUP v5.0 1.3 GAPP Ref 7.2.2
data. A.15.1.4 NIST SP800-53 R3 SC-4 NIST SP800-53 R3 AU-100 AUP v5.0 1.4 GAPP Ref 8.2.1
NIST SP800-53 R3 SC-8 NIST SP800-53 R3 AU-10 (5)O SIG v6.0:G.19.1.1, GAPP Ref 8.2.5
NIST SP800-53 R3 SC-9 NIST SP800-53 R3 SC-40 G.19.1.2, G.19.1.3,
NIST SP800-53 R3 SC-80J G.10.8, G.9.11, G.14,
NIST SP800-53 R3 SC-8 (1) G.15.1
NIST SP800-53 R3 SC-90
NIST SP800-53 R3 SC-9 (1)

IS-29  [Information BHRtX1) T |BEEY—ILDORE |Access to, and use of, audit tools that interact with the |5 T—42DBAXFIRAZFFH<T=HIZ, #8# [No Change X X X X COBIT 4.1 DS 5.7 A.15.3.2 NIST SP800-53 R3 AU-9  |NIST SP800-53 R3 AU-90] PCIDSS v2.010.5.5 GAPP Ref 8.2.1
Security - Audit organizations information systems shall be DERVATLDEEY—ILA~DTIA0F] NIST SP800-53 R3 AU-11 [NIST SP800-53 R3 AU-9 (2)0
Tools Access appropriately segmented and restricted to prevent RIEHIRSNDIE, NIST SP800-53 R3 AU-14 |NIST SP800-53 R3 AU-11[]

compromise and misuse of log data. NIST SP800-53 R3 AU-140

1S-30 Information BRt¥a)T0 |ZERE/RIERTE |User access to diagnostic and configuration ports shall |ZEtA R MREBEZERR—A~ D7 XL, [No Change X X X X X COBIT 4.1 DS5.7 A.10.6.1 NIST SP800-53 R3 CM-7 NIST SP800-53 R3 CM-70J PCI-DSS v2.09.1.2 |[SIGv6.0: H1.1, H1.2, |N/A
Security - RAR—rDRE be restricted to authorized individuals and applications. [EF RIS BAE LT TV r—2avIHIR T Al11.1.1 NIST SP800-53 R3 MA-3  [NIST SP800-53 R3 CM-7 (1)0 G.9.15
Diagnostic / B&, A11.4.4 NIST SP800-53 R3 MA-4  |NIST SP800-53 R3 MA-3[]

Configuration A.11.54 NIST SP800-53 R3 MA-5 NIST SP800-53 R3 MA-3 (1)0

Ports Access NIST SP800-53 R3 MA-3 (2)0
NIST SP800-53 R3 MA-3 (3)0
NIST SP800-53 R3 MA-41]
NIST SP800-53 R3 MA-4 (1)0
NIST SP800-53 R3 MA-4 (2)0
NIST SP800-53 R3 MA-50

1S-31 Information Et¥a)Ts | RV T—2/427 [Network and infrastructure service level agreements FTYRT—=I0A42T75DH—ERXLANILEEZE |No Change X X X X X COBIT 4.1 DS5.10 A.6.2.3 NIST SP800-53 R3 SC-20 [NIST SP800-53 R3 SC-200 AUP v5.0 C.2 GAPP Ref 8.2.2
Security - Network FH#—E XD+ 2 |(in-house or outsourced) shall clearly document [ZIE, MRRA BoRET SANBRIEL TS A.10.6.2 NIST SP800-53 R3 SC-21  [NIST SP800-53 R3 SC-20 (1)0 SIG v6.0:C.2.6, G.9.9 |GAPP Ref8.2.5
/ Infrastructure VT4 security controls, capacity and service levels, and MEDHLT L XU T/HIR, FELY—E NIST SP800-53 R3 SC-22 |NIST SP800-53 R3 SC-210]

Services business or customer requirements. ALAIL ., BRELIRE OB RFIRE P NIST SP800-53 R3 SC-23 |NIST SP800-53 R3 SC-22[]
[SEEYRAL L, NIST SP800-53 R3 SC-24 |NIST SP800-53 R3 SC-2301
NIST SP800-53 R3 SC-24[]

IS-32  |Information BFHtra) T | IHRERES Policies and procedures shall be established and Sy Ty T REREE. PDALE DA HEEH2S [No Change X X X X X COBIT 4.1 DS5.11 (45 CFR 164.310 (d)(1) A7.21 NIST SP800-53 R3 AC-17 |NIST SP800-53 R3 AC-170 PCIDSS v2.09.7 SIG v6.0:G.11, G12, GAPP Ref 1.2.6
Security - Portable measures implemented to strictly limit access to (T CIERI B B GRRIBE D IEER N D T R Y COBIT 4.1 DS5.5 A.10.7.1 NIST SP800-53 R3 AC-18 [NIST SP800-53 R3 AC-17 (1)0 PCIDSSv2.09.7.2 |G.20.13, G.20.14 GAPP Ref 3.2.4
/ Mobile Devices sensitive data from portable and mobile devices, such |FYFBEE) ISLLAYRIAFNDOT, AHRE R A.10.7.2 NIST SP800-53 R3 AC-19 [NIST SP800-53 R3 AC-17 (2)0] PCIDSS v2.0 9.8 GAPP Ref 8.2.6

as laptops, cell phones, and personal digital assistants %%fJ\b@*ﬁ%ﬁ'l‘%#l%:\d)zbtx’&_ﬁi*%(:ﬂBE?’ A.10.8.3 NIST SP800-53 R3 MP-2 NIST SP800-53 R3 AC-17 (3) PCI DSSv2.09.9
(PDAs), which are generally higher-risk than non- %t FIREHLL . RiET D& Al11.71 NIST SP800-53 R3 MP-4 NIST SP800-53 R3 AC-17 (4)O PCIDSSv2.011.1
portable devices (e.g., desktop computers at the A.11.7.2 NIST SP800-53 R3 MP-6 NIST SP800-53 R3 AC-17 (5)0 PCIDSSv2.012.3
organization’s facilities). A.15.1.4 NIST SP800-53 R3 AC-17 (7)O

NIST SP800-53 R3 AC-17 (8)

NIST SP800-53 R3 AC-18[

NIST SP800-53 R3 AC-18 (1)

NIST SP800-53 R3 AC-18 (2)O

NIST SP800-53 R3 AC-18 (3)

NIST SP800-53 R3 AC-18 (4)

NIST SP800-53 R3 AC-18 (5)[

NIST SP800-53 R3 AC-190]

NIST SP800-53 R3 AC-19 (1)U

NIST SP800-53 R3 AC-19 (2)U

NIST SP800-53 R3 AC-19 (3)T

NIST SP800-53 R3 MP-2[1

NIST SP800-53 R3 MP-2 (1)0]

NIST SP800-53 R3 MP-4[1

NIST SP800-53 R3 MP-4 (1)O

NIST SP800-53 R3 MP-601

NIST SP800-53 R3 MP-6 (4)0

1S-33 Information FHRtEX1)Tc |V—RI—KA®D7F |Access to application, program or object source code |77 —3>H»TASSLY—RTI—FAD |Access to application, program or X X X X Clause 4.3.3 NIST SP800-53 R3 CM-5 NIST SP800-53 R3 CM-501 PCI-DSSv2.06.4.1 |SIGVv6.0:1.2.7.2,1.2.9, |GAPP Ref 1.2.6
Security - Source 2t Z il shall be restricted to authorized personnel on a need to |7 7 X (&. EFRIENI=EICRET H_&. 7% |object source code shall be A.12.4.3 NIST SP800-53 R3 CM-6  |NIST SP800-53 R3 CM-5 (1) PCI-DSSv2.06.4.2 |1.2.10, 1.2.15, GAPP Ref 6.2.1
Code Access know basis. Records shall be maintained regarding the tZL;T:%:’<°Z7+-’X®IEE§~ Eﬁﬁ:éﬁh?‘:‘/—x restricted to authorized personnel A.15.1.3 NIST SP800-53 R3 CM-5 (5)0
Restriction individual granted access, reason for access and A—FDNA=JaVITONTREERT & based on cloud delivery model NIST SP800-53 R3 CM-60J

version of source code exposed. (PaaS) on a need to know basis. NIST SP800-53 R3 CM-6 (1)
NIST SP800-53 R3 CM-6 (3)0
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IS-34  |Information FHteX1)Ts |21—T1)T+47 0% |Utility programs capable of potentially overriding DATLRUFAT Db, 2ybT—4 {RIE< |Utility programs and privileged X X X X X COBIT 4.1 DS5.7 All.4.1 NIST SP800-53 R3 AC-5 [NIST SP800-53 R3 AC-50 PCIDSSv2.07.1.2 |[SIGV6.0:H.2.16 N/A
Security - Utility SLANDTIEAR  |system, object, network, virtual machine and o TIVr—2ahlilEEHICTHIED  |management accounts capable Al11.4.4 NIST SP800-53 R3 AC-6  [NIST SP800-53 R3 AC-60]

Programs Access application controls shall be restricted. TEH1—T4)T4TATSLOFERIE. HIBR |of potentially overriding system, A.115.4 NIST SP800-53 R3 CM-7  [NIST SP800-53 R3 AC-6 (1)1

THE object, network, virtual machine NIST SP800-53 R3 SC-3 NIST SP800-53 R3 AC-6 (2)[1
and application controls shall be NIST SP800-53 R3 SC-19 |NIST SP800-53 R3 CM-70
restricted. Utilities that utilities NIST SP800-53 R3 CM-7 (1)O
that can shut down virtualized NIST SP800-53 R3 SC-300
partitions shall be disallowed. NIST SP800-53 R3 SC-190
Attacks that target the virtual
infrastructure (Shimming, Blue
Pill, Hyperjacking, etc.) shall be
identified and remediated with
technical and procedural
controls.

LG-01 |Legal - Non- e R RFEN Requirements for non-disclosure or confidentiality T—RARECEEFIEICx T 54D =—X% |No Change X X X X X Annex A.6.1.5 NIST SP800-53 R3 PL-4 NIST SP800-53 R3 PL-4[] PCIDSSv2.012.8.2 |SIG v6.0:C.2.5 GAPP Ref 1.2.5
Disclosure agreements reflecting the organization's needs for the |RBT BFHEHRZNELIIHERFFLZHOD NIST SP800-53 R3 PS-6  [NIST SP800-53 R3 PS-6[ PCIDSSv2.012.8.3
Agreements protection of data and operational details shall be T=HOERFIHER, FEL, XEEL. HOHL NIST SP800-53 R3 SA-9  |NIST SP800-53 R3 SA-90] PCI DSS v2.0 12.8.4

identified, documented and reviewed at planned HEHLNIERTLEL—T DL, NIST SP800-53 R3 SA-9 (1)
intervals.

LG-02 [Legal - Third Party |2 E=FLDEH  |Third party agreements that directly, or indirectly, HBOBEREEFT-IEIT—RIEEMELIE [No Change X X X X X COBIT 4.1 DS5.11|45 CFR 164.308 (a)(4)(ii)(A) A6.2.3 NIST SP800-53 R3 CA-3  |NIST SP800-53 R3 CA-30 PCI DSS v2.0 2.4 AUP v5.0 C.2 GAPP Ref 1.2.5
Agreements impact the organizations information assets or data are |EEHIICEZEE RIFTE=FLDOZHIT, BE 45 CFR 164.308 (b)(1) A10.2.1 NIST SP800-53 R3 MP-5  |NIST SP800-53 R3 MP-50] PCIDSS v2.012.8.2 [SIGv6.0: C.2.4, C.2.6,

required to include explicit coverage of all relevant TETATDEF AT BERFEEHTRHIC 45 CFR 164.308 (b)(2)(i) A.10.8.2 NIST SP800-53 R3 PS-7  |NIST SP800-53 R3 MP-5 (2)0J G.4.1,G.16.3,
security requirements. This includes agreements By LIFSCE, CNISE BEORRAEDL 45 CFR 164.308 (b)(2)(ii) A11.4.6 NIST SP800-53 R3 SA-6  |NIST SP800-53 R3 MP-5 (4)(]
involving processing, accessing, communicating, %(i@%“‘tﬂ?’ﬁ%ﬁwﬁ*\fjﬁ;ggﬁg;IE}JI] 45 CFR 164.308 (b)(2)(iii) A.l16.1 NIST SP800-53 R3 SA-7 NIST SP800-53 R3 PS-70
hosting or managing the organization's information ﬁ)éb\l;fajfl‘Fﬁlﬁ')é*”%’]h‘”’“ihgn ié?‘l‘ 45 CFR 164.308 (b)(3) A.12.3.1 NIST SP800-53 R3 SA-9 NIST SP800-53 R3 SA-6[1
. . . . T ~ =] SR =] o 4 | —

as_se.t3, or addlng or terminating services or pro@ucts 0|pg 4 2228114 . BYRYINBEF—IDTE 45 CFR 164.308 (b)(4)- A.1254 NIST SP800-53 R3 SA-70
existing information. Assets agreements provisions PHEROHE. RIEERHIET A0z, % 45 CFR 164.312(e)(2)(i) (New) NIST SP800-53 R3 SA-90
shall include security (e.g., encryption, access controls, |- 1) (Il z |£. BBt 7o ERHIE. BZ LY 45 CFR 164.312 (c)(1) (New) NIST SP800-53 R3 SA-9 (1)
and leakage prevention) and integrity controls for data |fh1t) LMD BRI EEEEZSL L 45 CFR 164.312(e)(2)(ii) (New)
exchanged to prevent improper disclosure, alteration | 45 CFR 164.314 (a)(1)(i)
or destruction. 45 CFR 164.314 (a)(1)(ii))(A)

45 CFR 164.314 (a)(2)(i)

45 CFR 164.314 (a)(2)(i)(A)

45 CFR 164.314 (a)(2)(i)(B)

45 CFR 164.314 (a)(2)(i)(C)

45 CFR 164.314 (a)(2)(i)(D)

45 CFR 164.314 (a)(2)(ii)(A)

45 CFR 164.314 (a)(2)(i))(A)(1)

45 CFR 164.314 (a)(2)(ii))(A)(2)

45 CFR 164.314 (a)(2)(ii)(B)

45 CFR 164.314 (a)(2)(ii)(C)

45 CFR 164.314 (b)(1)

45 CFR 164.314 (b)(2)

45 CFR 164.314 (b)(2)(i)

45 CFR 164.314 (b)(2)(ii)

45 CFR 164.314 (b)(2)(iii)

45 CFR 164.314 (b)(2)(iv)

OP-01 |Operations EXER R — Policies and procedures shall be established and BEXEBETIXIET 502 A#OFIEE|No Change X X X X COBIT 4.1 DS13.1 Clause 5.1 NIST SP800-53 R3 CM-2  |NIST SP800-53 R3 CM-2[] PCIDSSVv2.012.1 |SIGv6.0: G.1.1 GAPP Ref 8.2.1
Management - made available for all personnel to adequately support |+ T XTDRFEITHL TR ARREET D&, A8.1.1 NIST SP800-53 R3 CM-3  |NIST SP800-53 R3 CM-2 (1) PCIDSSv2.012.2
Policy services operations role. A8.2.1 NIST SP800-53 R3 CM-4 NIST SP800-53 R3 CM-2 (3)O PCIDSS v2.012.3

A 822 NIST SP800-53 R3 CM-5 NIST SP800-53 R3 CM-2 (5)O PCIDSSv2.012.4
A.10.1.1 NIST SP800-53 R3 CM-6 NIST SP800-53 R3 CM-3[J
NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-3 (2)O
NIST SP800-53 R3 MA-4 NIST SP800-53 R3 CM-4[]
NIST SP800-53 R3 SA-3 NIST SP800-53 R3 CM-50
NIST SP800-53 R3 SA-4 NIST SP800-53 R3 CM-5 (1)
NIST SP800-53 R3 SA-5 NIST SP800-53 R3 CM-5 (5)0
NIST SP800-53 R3 SA-8 NIST SP800-53 R3 CM-60]
NIST SP800-53 R3 SA-10 |NIST SP800-53 R3 CM-6 (1)U
NIST SP800-53 R3 SA-11 |NIST SP800-53 R3 CM-6 (3)U
NIST SP800-53 R3 SA-12 [NIST SP800-53 R3 CM-9(1
NIST SP800-53 R3 MA-40
NIST SP800-53 R3 MA-4 (1)0
NIST SP800-53 R3 MA-4 (2)0
NIST SP800-53 R3 SA-301
NIST SP800-53 R3 SA-401
NIST SP800-53 R3 SA-4 (1)O
NIST SP800-53 R3 SA-4 (4)O
NIST SP800-53 R3 SA-4 (7)O
NIST SP800-53 R3 SA-5[1
NIST SP800-53 R3 SA-5 (1)0
NIST SP800-53 R3 SA-5 (3)0
NIST SP800-53 R3 SA-80
NIST SP800-53 R3 SA-100J
NIST SP800-53 R3 SA-11[1
NIST SP800-53 R3 SA-11 (1)
NIST SP800-53 R3 SA-12[1

OP-02 |Operations EXEHE XEEHE Information system documentation (e.g., administrator |8 AT LXE (FIZ L. EEERUFAE |No Change X X X X COBIT 4.1 DS 9, Clause 4.3.3 NIST SP800-53 R3 CP-9  |NIST SP800-53 R3 CP-90] PCIDSSv2.012.1 |SIGv6.0: G.1.1 GAPP Ref 1.2.6
Management - and user guides, architecture diagrams, etc.) shall be |HAFBRELE) (T, UTEHEEIZTI-H DS 13.1 A.10.7.4 NIST SP800-53 R3 CP-10 [NIST SP800-53 R3 CP-9 (1)0 PCI DSS v2.0 12.2
Documentation made available to authorized personnel to ensure the [I=+ BRAISNI-RERKISHL TRIRAARELT D NIST SP800-53 R3 SA-5  |NIST SP800-53 R3 CP-9 (3)0 PCI DSS v2.0 12.3

following: ‘—,§° o= e e = NIST SP800-53 R3 SA-10 [NIST SP800-53 R3 CP-1001 PCIDSSv2.012.4
« Configuring, installing, and operating the information 'lﬁ *E_/_ZT'L‘O)'“?E_‘ ’rﬁ,’} I\;)"E,i";jlﬁl NIST SP800-53 R3 SA-11 |NIST SP800-53 R3 CP-10 (2)d
system VAT LD EFL)TARREDIREGHIA NIST SP800-53 R3 CP-10 (3)0
« Effectively using the system’s security features NIST SP800-53 R3 SA-5[1
NIST SP800-53 R3 SA-5 (1)0
NIST SP800-53 R3 SA-5 (3)0
NIST SP800-53 R3 SA-100J
NIST SP800-53 R3 SA-11[1
NIST SP800-53 R3 SA-11 (1)0

OP-03 |Operations E 3§ BE-H5/EIRO |The availability, quality, and adequate capacity and Bl 28, EXLEOEREFIEICEDE, XK [No Change X X X X X COBIT 4.1 DS 3 A.10.3.1 NIST SP800-53 R3 SA-4  [NIST SP800-53 R3 SA-4[] SIG v6.0:G.5 GAPP Ref 1.2.4
Management - EE resources shall be planned, prepared, and measured |z AT LMREEZRIRY H1=0HI2, ATAK. NIST SP800-53 R3 SA-4 (1)0
Capacity / to deliver the required system performance in :‘F'n’ﬁ fﬁfiﬁ‘jﬁ_' ﬁ'éjj’(bﬁfﬁ‘:?""c‘§+i~ NIST SP800-53 R3 SA-4 (4)O
Resource accordance with regulatory, contractual and business Efﬁ 7'3']*_5?1_77“& it:\;{‘x?"b‘wﬁﬁﬁg NIST SP800-53 R3 SA-4 (7)O
Planning requirements. Projections of future capacity qg;gg%ggisf&)(‘ HRLELTOFR

requirements shall be made to mitigate the risk of Ae ‘ ==
system overload.




Control ID

Control Area

S%1

Control Specification

Control Revisions v1.1

SEER

Cloud Service Delivery Model

PaaS

laaS

Scope Applicability

Service

. Tenan
Provider enant

COBIT 4.1

HIPAA / HITECH Act

ISO/IEC 27001-
2005(METI)

Compliance Mapping

NIST SP800-53

FedRAMP

PCI DSS v2.0

BITS Shared
Assessments
AUP v5.0/ SIG v6.0

GAPP (Aug 2009)

OP-04 |Operations EXER HEDORSF Policies and procedures shall be established for KEORGERVUA AEZREMICHETS |No Change X X X X COBIT 4.1 A13.3 [45 CFR 164.310 (a)(2)(iv) A9.2.4 NIST SP800-53 R3 MA-2  [NIST SP800-53 R3 MA-20 SIG v6.0:F.2.19 GAPP Ref 5.2.3
Management - equipment maintenance ensuring continuity and f=®IZ. AR UFIEEHILT 5L, NIST SP800-53 R3 MA-3  |NIST SP800-53 R3 MA-2 (1)0 GAPP Ref 8.2.2
Equipment availability of operations. NIST SP800-53 R3 MA-4 NIST SP800-53 R3 MA-3[0 GAPP Ref 8.2.3
Maintenance NIST SP800-53 R3 MA-5 NIST SP800-53 R3 MA-3 ()0 GAPP Ref 8.2.4

NIST SP800-53 R3 MA-6 NIST SP800-53 R3 MA-3 (2)0 GAPP Ref 8.2.5
NIST SP800-53 R3 MA-3 (3)0 GAPP Ref 8.2.6
NIST SP800-53 R3 MA-40 GAPP Ref 8.2.7
NIST SP800-53 R3 MA-4 (1)O
NIST SP800-53 R3 MA-4 (2)0
NIST SP800-53 R3 MA-50
NIST SP800-53 R3 MA-60J

RI-01  [Risk Management {J XV &8 YROEBEOHA |Organizations shall develop and maintain an enterprise |###(&. VR VZZBAIRELZL N ILIZHIZ 4= |Organizations shall develop and X X X X X COBIT 4.1 PO 9.1 (45 CFR 164.308 (a)(8) Clause 4.2.1 c) through [NIST SP800-53 R3 AC-4  [NIST SP800-53 R3 AC-4[] PCIDSSv2.012.1.2 |AUPVv5.0L.2 SIG [GAPP Ref 1.2.4

Program 7 risk management framework to manage risk to an OD.FFXIRVEEDRMAZERL. #5F |maintain a cloud oriented risk 45 CFR 164.308(a)(1)(ii)(B) 0) NIST SP800-53 R3 CA-2  [NIST SP800-53 R3 CA-20J v6.0: A1, L.1
acceptable level. FHIE management framework to (New) Clause 4.2.2 b) NIST SP800-53 R3 CA-6 NIST SP800-53 R3 CA-2 (1)O

manage risk as defined in the Clause 5.1 f) NIST SP800-53 R3 PM-9 NIST SP800-53 R3 CA-60

master agreement or industry Clause 7.2 & 7.3 NIST SP800-53 R3 RA-1 NIST SP800-53 R3 PM-90J

best-practices and standards. A.6.2.1 NIST SP800-53 R3 RA-1[1
A.12.6.1
A.14.1.2
A.15.2.1
A.15.2.2

RI-02 Risk Management {J XV B JROTEXAVE  |Aligned with the enterprise-wide framework, formal risk |EX£A DA LEEL, 2XDJRXIU7+E [No Change X X X X X COBIT 4.1 PO 9.4 |45 CFR 164.308 (a)(1)(ii)(A) Clause 4.2.1 c) through |NIST SP800-53 R3 PL-5 NIST SP800-53 R3 PL-50 PCIDSSv2.012.1.2 |[AUPV5.01.1 GAPP Ref 1.2.4

Assessments assessments shall be performed at least annually, or  |RAbEDEKELFEICIRIREHONEHED 9) NIST SP800-53 R3 RA-2  [NIST SP800-53 R3 RA-20 AUP v5.0 1.4 SIG|GAPP Ref 1.2.5
at planned intervals, determining the likelihood and |2 I=FIETEIEL. FHELIZFT X TDYRT D Clause 4.2.3 d) NIST SP800-53 R3 RA-3  |NIST SP800-53 R3 RA-30] v6.0: C.2.1, 1.4.1, 1.5,
impact of all identified risks, using qualitative and E%j%b%;_%ﬁrii—iliﬂ’] ESEHFEREAL Clause 5.1 f) G.15.1.3, 1.3
quantitative methods. The likelihood and impact —C.ZEIIIEZ%“5° @ﬁgxal&uﬁ%ﬁu Z?_O)ﬁ Clause 7.2 & 7.3
associated with inherent and residual risk should be fﬁ'* f" E';J;,;'i“ ’«;"’\’C/(P J;Ean xE(ﬁer.ﬁ: A.6.2.1
determined independently, considering all risk ERfGR. AE-RREIAT. ZRHNOIRTE A125.2

! lently, L [E)EBEL BILTHET AL, 125
categories (e.g., audit results, threat and vulnerability A.12.6.1
analysis, and regulatory compliance). A.14.1.2
A151.1
A.15.2.1
A.15.2.2

RI-03  [Risk Management {) XY & & DRYEF/2Z  [Risks shall be mitigated to an acceptable level. DRI SBABELZLAIVITIERTSZ&E, 1) |No Change X X X X X COBIT 4.1 PO 9.5 |45 CFR 164.308 (a)(1)(ii)(B) Clause 4.2.1 c) through [NIST SP800-53 R3 CA-5  |NIST SP800-53 R3 CA-5[] AUP v5.01.4 N/A
Mitigation / Acceptance levels based on risk criteria shall be AYBEITEDRBELANILE, REBTRED ) NIST SP800-53 R3 CM-4  |NIST SP800-53 R3 CM-4[] AUP Vv5.0L.2 SIG
Acceptance established and documented in accordance with H%Faﬁfi‘bﬁﬁﬂi@?(%llﬁéofﬁﬁﬁlﬁ XE1t Clause 4.2.2 b) v6.0: 1.3, L.9, L.10

reasonable resolution time frames and executive THSE Clause 4.3.1

approval. Clause 5.1 f)
Clause 7.3
A.6.2.1
A.12.5.2
A.12.6.1
A.15.1.1
A.15.2.1
A.15.2.2

RI-04  [Risk Management {J RV EE EX/AHEED |Risk assessment results shall include updates to DRGTERAVEDFEENBELINDOETHY |No Change X X X X XX COBIT 4.1 PO 9.6 Clause 4.2.3 NIST SP800-53 R3 CP-2  [NIST SP800-53 R3 CP-2[] PCIDSS v2.012.1.3 [AUP v5.0 B.2 N/A
Business / Policy e security policies, procedures, standards and controls to|#t(T 5 &3I2, YRV T EAAVMDFERZEF Clause 4.2.4 NIST SP800-53 R3 RA-2  |NIST SP800-53 R3 CP-2 (1)0 AUP v5.0 G.21
Change Impacts ensure they remain relevant and effective. UTAEXT . FIR. RE EERICRRT D Clause 4.3.1 NIST SP800-53 R3 RA-3  |NIST SP800-53 R3 CP-2 (2)0 AUP v5.0 L.2 SIG

=& Clause 5 NIST SP800-53 R3 RA-201 v6.0: B.1.1, B.1.2,

Clause 7 NIST SP800-53 R3 RA-30 B.1.6,B.1.7.2, G.2, L.9,
A5.1.2 L.10

A.10.1.2

A.10.2.3

A.14.1.2

A.15.2.1

A.15.2.2

RI-05 [Risk Management {!) XY & F=FDT7Y+tX |The identification, assessment, and prioritization of HBOBHR AT LOT—EA~NDE=FDT Y [Service Providers shall X X X X X COBIT 4.1 DS 2.3 A6.2.1 NIST SP800-53 R3 CA-3  |NIST SP800-53 R3 CA-30] PCIDSSv2.012.8.1 |AUPVv5.0B.1 GAPP Ref 7.1.1
Third Party risks posed by business processes requiring third party [ EAZE T2 TOERICEDIRIDHFE. Ffi [implement and communicate A8.3.3 NIST SP800-53 R3 MA-4  [NIST SP800-53 R3 MA-40 PCIDSSv2.012.8.2 |AUP v5.0 H.2 GAPP Ref 7.1.2
Access access to the organization's information systems and |+ %illﬁ{ﬁ’ﬁl'}"&ﬁof:fﬁ(i ELFEI'C“*}EL‘U disaster recovery, business Al11.11 NIST SP800-53 R3 RA-3 NIST SP800-53 R3 MA-4 (1)O PCI DSSv2.012.8.3 |SIGv6.0: B.1.1,B.1.2, |GAPP Ref7.2.1

data shall be followed by coordinated application of |\ XETBNGT TLRADEMELHEEE | continuity, capacity overflow and Al11.2.1 NIST SP800-53 R3 MA-4 (2)0] PCIDSSVv2.012.8.4 |D.1.1,E.1,F.1.1, H.1.1, |GAPP Ref 7.2.2
resources to minimize, monitor, and measure g‘f: figﬁ‘ Hggggﬁﬁﬁgéfaﬁigﬂﬁ operational redundancy plans to Al11.2.4 NIST SP800-53 R3 RA-3[0 K.1.1,E.6.2,E.6.3 GAPP Ref 7.2.3
likelihood and impagt of unauthorize_d or inappropr_iate b\gzé:é‘ﬂ;.gﬂf:*ﬁﬁﬂ%%ﬁ%@éﬁﬁ‘d’é?& all dgpendan_t service tiers. GAPP Ref 7.2.4
access. Compensating controls derived from the risk Service Providers shall perform
analysis shall be implemented prior to provisioning ° failure impact analysis studies
access. and communicate potential

service impacts and reduced

capacity projections to tenants.

Tenants shall be afforded access

to operational redundancy and

continuity summaries which shall

include dependant service tier

oriented impact analysis.

Security mechanisms and

redundancies (at a minimum of

N+2 at all times) shall be

implemented to protect physical

and virtual machines, networks,

service providers and hardware

from service outages (e.g., power

failures, network disruptions,

etc.). Tenants shall access to a

tenant triggered failover control.

RM-01 |Release 1)) —REHE HIRBAR/BEA Policies and procedures shall be established for HFLWFITUr—2ay AT L, T—3—X |No Change X X X X COBIT 4.1 A12, A A6.1.4 NIST SP800-53 R3 CA-1  |NIST SP800-53 R3 CA-1[] PCIDSSVv2.06.3.2 |AUPV5.01.2 SIG |GAPP Ref 1.2.6

Management - management authorization for development or AVTT H—EXRGER. HiEORFKXITEE 16.1 A6.2.1 NIST SP800-53 R3 CM-1  |NIST SP800-53 R3 CM-1[J v6.0:1.1.1, 1.1.2, 1.2.
New Development acquisition of new applications, systems, databases, A':nga)ﬁgﬁ@ﬂéﬂf:@?éﬁﬁﬂbi Al12.1.1 NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-90J 7.2,1.2.8,1.2.9,1.2.10,
/ Acquisition infrastructure, services, operations, and facilities. IRZERELT DL, Al12.4.1 NIST SP800-53 R3 PL-1  |NIST SP800-53 R3 PL-1[] 1.2.13,1.2.14, 1.2.15,

A.12.4.2 NIST SP800-53 R3 PL-2 NIST SP800-53 R3 PL-201 1.2.18, 1.2.22.6, L.5,
A.12.4.3 NIST SP800-53 R3 SA-1 NIST SP800-53 R3 PL-2 (2)O
A.12.5.5 NIST SP800-53 R3 SA-3 NIST SP800-53 R3 SA-101
A.15.1.3 NIST SP800-53 R3 SA-4 NIST SP800-53 R3 SA-301
A.15.1.4 NIST SP800-53 R3 SA-401
NIST SP800-53 R3 SA-4 (1)O
NIST SP800-53 R3 SA-4 (4)O
NIST SP800-53 R3 SA-4 (7)O
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RM-02 |Release J)—REHE TEE Changes to the production environment shall be ABRBEOLEEIL, EHERICXEIEL. #R5EL [No Change X X X X X COBIT 4.1 A16.1, |45 CFR 164.308 (a)(5)(ii)(C) A.10.1.4 NIST SP800-53 R3 CA-1  [NIST SP800-53 R3 CA-1[ PCIDSSv2.01.1.1 [SIGv6.0:1.2.17,1.2.20, [GAPP Ref 1.2.6
Management - documented, tested and approved prior to KESNBFNIEELE REYTRO/N— A17.6 45 CFR 164.312 (b) A.12.5.1 NIST SP800-53 R3 CA-6  |NIST SP800-53 R3 CA-60] PCIDSSVv2.06.3.2 |[.2.22
Production implementation. Production software and hardware FOZEEISE, "0?7"‘5'”'_57(’%773 %0)111_1, A125.2 NIST SP800-53 R3 CA-7 NIST SP800-53 R3 CA-70 PCIDSSv2.06.4
Changes changes may include applications, systems, databases|? EH CEEEREETET I —2a> . & NIST SP800-53 R3 CM-2  |NIST SP800-53 R3 CA-7 (2)0] PCI DSS v2.0 6.1
and network devices requiring patches, service packs, 17,12‘/" TIN—R RV —IRENEE NIST SP800-53 R3 CM-3  [NIST SP800-53 R3 CM-2[]
and other updates and modifications. ° NIST SP800-53 R3 CM-5 NIST SP800-53 R3 CM-2 (1)O
NIST SP800-53 R3 CM-6 NIST SP800-53 R3 CM-2 (3)O
NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-2 (5)O
NIST SP800-53 R3 PL-2 NIST SP800-53 R3 CM-3[J
NIST SP800-53 R3 PL-5 NIST SP800-53 R3 CM-3 (2)O
NIST SP800-53 R3 SI-2 NIST SP800-53 R3 CM-501
NIST SP800-53 R3 SI-6 NIST SP800-53 R3 CM-5 (1)
NIST SP800-53 R3 SI-7 NIST SP800-53 R3 CM-5 (5)0
NIST SP800-53 R3 CM-60
NIST SP800-53 R3 CM-6 (1)0
NIST SP800-53 R3 CM-6 (3)0
NIST SP800-53 R3 CM-90J
NIST SP800-53 R3 PL-201
NIST SP800-53 R3 PL-2 (2)O0
NIST SP800-53 R3 PL-50
NIST SP800-53 R3 SI-201
NIST SP800-53 R3 SI-2 (2)O
NIST SP800-53 R3 SI-60J
NIST SP800-53 R3 SI-70
NIST SP800-53 R3 SI-7 (1)O
RM-03 |Release 1)) —REE mETAR A program for the systematic monitoring and HBHABRELTWDTRTOY IRz 7H5RE|No Change X X X X COBIT 4.1 PO 8.1 A.6.1.3 NIST SP800-53 R3 CM-1  |NIST SP800-53 R3 CM-10J PCIDSSv2.01.1.1 [C.1.7,G.1,G.6, 1.1, GAPP Ref 9.1.0
Management - evaluation to ensure that standards of quality are being |E#Z =L TSR T SO DIKRE A.10.1.1 NIST SP800-53 R3 CM-2  [NIST SP800-53 R3 CM-20 PCIDSSv2.06.1 1.45,1.2.18,, 1.22.1, |GAPP Ref9.1.1
Quality Testing met shall be established for all software developed by |[FERCEFHEDMLIEAHERIT DL, IR A.10.1.4 NIST SP800-53 R3 SA-3  [NIST SP800-53 R3 CM-2 (1)C] PCIDSSVv2.06.4  [1.22.3,1.22.6,1.2.23, |GAPP Ref9.2.1
the organization. Quality evaluation and acceptance  |ZTA®TYTTL—F. #/ Vo A D0RR A.10.3.2 NIST SP800-53 R3 SA-4  |NIST SP800-53 R3 CM-2 (3)00 1.2.22.2,1.2.22.4, GAPP Ref 9.2.2
criteria for information systems, upgrades, and new fﬁﬁé;iﬁgiféf_;%ﬁlgﬁ 1Ei§;féi Al12.1.1 NIST SP800-53 R3 SA-5 NIST SP800-53 R3 CM-2 (5)0 1.2.22.7.1.2.22.8,
versions shall be established, documented and tests of %‘XH_& l“ﬁﬁ%qJZ’iZ)E%A#;ﬁﬁ(E%ﬁﬁﬂ‘éCto A12.2.1 NIST SP800-53 R3 SA-8 NIST SP800-53 R3 SA-300 1.2.22.9, 1.2.22.10,
the system(s) shall be carried out both during SEEEL 0BT MBI SN A.12.2.2 NIST SP800-53 R3 SA-10 |NIST SP800-53 R3 SA-4[ 1.2.22.11, 1.2.22.12,
development and prior to acceptance to maintain BeNEEL  BREEMATBEMIZSTRLTL A.12.2.3 NIST SP800-53 R3 SA-11 |NIST SP800-53 R3 SA-4 (1) 1.2.22.13,
security. Management shall have a clear oversight 5I(REYMAIAERL-BHIELTNS) L. A.12.2.4 NIST SP800-53 R3 SA-13 |NIST SP800-53 R3 SA-4 (4)O 1.2.22.14,1.2.20, 1.2.17,
capacity in the quality testing process with the final FLTYY—RFIZI@EIETHAZE BRI IFE A.12.4.1 NIST SP800-53 R3 SA-4 (7)0 1.2.7.1, 1.3, J.2.10, L.9
product being certified as "fit for purpose” (the product |SNTLVS) ICEFFIBATERITNIXESAELY, A12.4.2 NIST SP800-53 R3 SA-50
should be suitable for the intended purpose) and "right A.12.4.3 NIST SP800-53 R3 SA-5 (1)
first time" (mistakes should be eliminated) prior to A.125.1 NIST SP800-53 R3 SA-5 (3)O
release. A.12.5.2 NIST SP800-53 R3 SA-801
A.12.5.3 NIST SP800-53 R3 SA-100
A.12.6.1 NIST SP800-53 R3 SA-11[]
A.13.1.2 NIST SP800-53 R3 SA-11 (1)
A.15.2.1 NIST SP800-53 R3 SA-130
A.15.2.2
RM-04 |Release ) —REHE SMEREEEICK BB A program for the systematic monitoring and NEERFICF-OTRHFELIZY I 7 A REE [No Change X X X X X A.6.1.8 NIST SP800-53 R3 SA-4  |NIST SP800-53 R3 SA-40] PCIDSSVv2.03.6.7 |[AUPV5.0C.2 N/A
Management - * evaluation to ensure that standards of quality are being |EZ =L TL\ oM EHRT 51=H DIKREE A6.2.1 NIST SP800-53 R3 SA-5  [NIST SP800-53 R3 SA-4 (1)0 PCIDSS v2.0 6.4.5.2 |AUP v5.0 1.2
Outsourced met shall be established for all outsourced software ~ |ERCFHEDLMEAERILT DL, SNIEREE A6.2.3 NIST SP800-53 R3 SA-8  |NIST SP800-53 R3 SA-4 (4)0] PCIDSSVv2.07.1.3 |AUPV5.01.4
Development development. The development of all outsourced Eoté'e’“’*flw_‘/%r?I?Eﬁ%g%;Eﬂ EfZ A.10.1.4 NIST SP800-53 R3 SA-9  [NIST SP800-53 R3 SA-4 (7)0 PCIDSSVv2.0851 |AUPV5.01.1
software shall be supervised and monitored by the :Ig%ggi{;%%?%iﬁgﬁf)%iﬁ%*ﬁiiﬁ- A.10.2.1 NIST SP800-53 R3 SA-10 |NIST SP800-53 R3 SA-50 PCIDSSv2.09.1 SIG v6.0: C.2.4, G.4,
organization and must include security requirements, ,J‘j__ Py [/E:_“‘ 9*513;51:;; PYN= Py A.10.2.2 NIST SP800-53 R3 SA-11  [NIST SP800-53 R3 SA-5 (1) PCIDSSVv2.09.1.2 |G6,I.1,1.4.4,1.4.5,
independent security review of the outsourced FABBOEWR. YIFITTFI—ROLE 1—7F A.10.2.3 NIST SP800-53 R3 SA-12 |NIST SP800-53 R3 SA-5 (3)O PCI DSS v2.0 9.2b 1.2.7.2,1.2.8, 1.2.9,
environment by a certified individual, certified security E1EWRTBE, SOHLE-SED HMIL., 1S0/I A.10.3.2 NIST SP800-53 R3 SA-13 [NIST SP800-53 R3 SA-801 PCIDSSv2.09.3.1 |[l.2.15,1.2.18, 1.2.22.6,
training for outsourced software developers, and code |EC A12.1.1 NIST SP800-53 R3 SA-9[ PCIDSSv2.010.5.2 (1.2.7.1,1.2.13, 1.2.14,
reviews. Certification for the purposes of this control 17024ZEM D FBEE X ILEMIEBO SN T-FEH] . A.12.2.1 NIST SP800-53 R3 SA-9 (1) PCIDSSv2.011.5 1.2.17,1.2.20, 1.2.22.2,
shall be defined as either a ISO/IEC 17024 accredited |F1=(EBRZNEBEFEL TL OB D KREEMIC A12.22 NIST SP800-53 R3 SA-100] PCIDSSv2.012.3.1 (.2.22.4,1.2.22.7,
certification or a legally recognized license or BT AR L->THEREINDIE, A12.2.3 NIST SP800-53 R3 SA-1100 PCIDSS v2.012.3.3 |1.2.22.8,1.2.22.9,
certification in the legislative jurisdiction the A.12.2.4 NIST SP800-53 R3 SA-11 (1) 1.2.22.10, 1.2.22.11,
organization outsourcing the development has chosen A.12.4.1 NIST SP800-53 R3 SA-120 1.2.22.12,1.2.22.13,
as its domicile. A.12.4.2 NIST SP800-53 R3 SA-13[] 1.2.22.14, 1.3, J.1.2.10,
A.12.4.3 L.7,L.9,L.10
A.125.1
A.12.5.2
A.12.5.3
A.12.5.5
A.12.6.1
A.13.1.2
A.15.2.1
A.15.2.2
RM-05 |Release 1)) —REHE R[S TLVELYY [Policies and procedures shall be established and RAIESNTWVEWLWW IR 7 DEAZEZE1ET S |No Change X X X X A.10.1.3 NIST SP800-53 R3 CM-1  [NIST SP800-53 R3 CM-10 AUP v5.0 G.1 GAPP Ref 3.2.4
Management - Ib2x7DEIE [mechanisms implemented to restrict the installation of |[f=& DA PFIEZHEILL., KT H_&, A.10.4.1 NIST SP800-53 R3 CM-2  |NIST SP800-53 R3 CM-2[] AUP v5.0 1.2 SIG |GAPP Ref 8.2.2
Unauthorized unauthorized software. A.1154 NIST SP800-53 R3 CM-3  [NIST SP800-53 R3 CM-2 (1)[ v6.0: G.2.13,
Software A.116.1 NIST SP800-53 R3 CM-5 NIST SP800-53 R3 CM-2 (3)O G.20.2,G.20.4, G.20.5,
Installations A12.4.1 NIST SP800-53 R3 CM-7 NIST SP800-53 R3 CM-2 (5)0 G.7,G.7.1, G.12.11,
A.125.3 NIST SP800-53 R3 CM-8 NIST SP800-53 R3 CM-3[1 H.2.16, 1.2.22.1,
NIST SP800-53 R3 CM-9 NIST SP800-53 R3 CM-3 (2)O 1.2.22.3, 1.2.22.6,
NIST SP800-53 R3 SA-6 NIST SP800-53 R3 CM-5[1 1.2.23,

NIST SP800-53 R3 SA-7
NIST SP800-53 R3 SI-1
NIST SP800-53 R3 SI-3
NIST SP800-53 R3 SI-4
NIST SP800-53 R3 SI-7

NIST SP800-53 R3 CM-5 (1)0]
NIST SP800-53 R3 CM-5 (5)J
NIST SP800-53 R3 CM-70]
NIST SP800-53 R3 CM-7 (1)0
NIST SP800-53 R3 CM-8[]
NIST SP800-53 R3 CM-8 (1)0
NIST SP800-53 R3 CM-8 (3)0
NIST SP800-53 R3 CM-8 (5)0J
NIST SP800-53 R3 CM-9[]
NIST SP800-53 R3 SA-601
NIST SP800-53 R3 SA-701
NIST SP800-53 R3 SI-10
NIST SP800-53 R3 SI-30]
NIST SP800-53 R3 SI-3 (1)0
NIST SP800-53 R3 SI-3 (2)0
NIST SP800-53 R3 SI-3 (3)0
NIST SP800-53 R3 SI-4]
NIST SP800-53 R3 SI-4 (2)0
NIST SP800-53 R3 SI-4 (4)0
NIST SP800-53 R3 SI-4 (5)0
NIST SP800-53 R3 SI-4 (6)0
NIST SP800-53 R3 SI-70
NIST SP800-53 R3 SI-7 (1)0]
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RS-01 [Resiliency - [{EERE EInEtE Policy, process and procedures defining business RHSNTLVBDIRVERDEEEZA RN [No Change X X X X X COBIT 4.1 PO 9.1 |45 CFR 164.308 (a)(7)(i) (New) |Clause 4.3.2 NIST SP800-53 R3 CP-1  |NIST SP800-53 R3 CP-1[] PCIDSSv2.012.9.1 |SIGv6.0: K.1.2.9, N/A
Management continuity and disaster recovery shall be put in place to |L/NLIZETRAMET 51612, BFRMHIE® PO9.2DS 4.2 45 CFR 164.308 (a)(7)(ii)(C) A14.1.1 NIST SP800-53 R3 CP-2  |NIST SP800-53 R3 CP-2[] K.1.2.10, K.3.1
Program minimize the impact of a realized risk event on the é‘_é%?ﬁlﬁiiﬁiﬂ'éjﬁh TatX, $llLE€*E§ Al41.4 NIST SP800-53 R3 CP-2 (1)

organization to an acceptable level and facilitate L, Efﬁﬂ?%ﬁ‘g* $¥®%*$,IE[:%D% NIST SP800-53 R3 CP-2 (2)O
recovery of information assets (which may be the result %ﬂﬁ%%bﬁéfci((}%ﬂtb; :[f Bg&%éﬁﬁgjf?ﬁ
of, fpr examp_le, natural dlsgsters, acc!dents, b R AT A DR | S A T (1)
eqmp_mer_n failures, and_ deliberate actions) throug_h a |SREEOEEEEET AL, COEIRSHE
combination of preventive and recovery controls, in HEL. BETARICHMABEDHIEBDE
accordance with regulatory, statutory, contractual, and (ft% 8 |2{zZEL. &K, BE. 2L 10T
business requirements and consistent with industry UMREBICT I RATERITNIEESEVMER
standards. This Resiliency management program shall |DEE%IZEEHRT DL,

be communicated to all organizational participants with

a need to know basis prior to adoption and shall also

be published, hosted, stored, recorded and

disseminated to multiple facilities which must be

accessible in the event of an incident.

RS-02 [Resiliency - [l ks EESW There shall be a defined and documented method for [HoRPHXFEDEZEELRIE T 5= DA% [No Change X X X X X 45 CFR 164.308 (a)(7)(ii)(E) A.14.1.2 NIST SP800-53 R3 RA-3  |NIST SP800-53 R3 RA-30 SIG v6.0:K.2 N/A
Impact Analysis determining the impact of any disruption to the ZHOMEHHATEL. XEILLTHLZE FDA Al4.1.4

organization which must incorporate the following: AT ATENGTNIELESE,

« Identify critical products and services 'Eg@%’ﬁ'bﬁ_t?@ﬁ’iw .

« Identify all dependencies, including processes, _j9£xﬁgzzz;;%/;$;g§g;i¥
appli_cations, business partners and third party service 0)&%%%0)#%% ! =
providers N | EELHBLY—ER~OBBORE

* Understand threats to critical products and services |. =@ t- b X LS+ E S D hifIciEET 22
« Determine impacts resulting from planned or & RUZESLIE-GEHAFRERIZEDLSICE
unplanned disruptions and how these vary over time  |{t3 550D EIE

« Establish the maximum tolerable period for -hE RIS REABDOETE

disruption -EIHDBEIRLDEETE

« Establish priorities for recovery SRR ERENCHOIERML - F—E
« Establish recovery time objectives for resumption of Xd)ﬁf;ﬁl:ﬁﬂ(ﬁ;fﬁlﬁ BREHEOEE

critical products and services within their maximum -BRICR - ERORMLY

tolerable period of disruption

« Estimate the resources required for resumption

RS-03 [Resiliency - it P4 EXMGTE A consistent unified framework for business continuity |F X THDEBEHGETEHIRE. RFHEVUIE  [No Change X X X X X 45 CFR 164.308 (a)(7)(i) Clause 5.1 NIST SP800-53 R3 CP-1  |NIST SP800-53 R3 CP-10 PCIDSSv2.012.9.1 [SIG v6.0: K.1.2.3. N/A
Business planning and plan development shall be established, |HEFa1)TsDERFEIZDOVNTOEEIRR 45 CFR 164.308 (a)(7)(ii)(B) A6.1.2 NIST SP800-53 R3 CP-2  [NIST SP800-53 R3 CP-20 PCIDSSVv2.012.9.3 |K.1.2.4,K.1.2.5,
Continuity documented and adopted to ensure all business t%@u;u;a:; BEMRGETELERUE 45 CFR 164.308 (a)(7)(ii)(C) A.14.1.3 NIST SP800-53 R3 CP-3  [NIST SP800-53 R3 CP-2 (1)0 PCIDSSVv2.012.9.4 |K.1.2.6,K.1.2.7,
Planning continuity plans are consistent in addressing priorities |E#EISEIY S—RIEDHOH— G417 45 CFR 164.308 (a)(7)(i)(E)  |A.14.1.4 NIST SP800-53 R3 CP-4  [NIST SP800-53 R3 CP-2 (2)0] PCIDSSv2.012.9.6 [K.1.2.11, K.1.2.13,

for testing and maintenance and information security %%%%%Eﬁ;;?ﬁg%fé$%%’T" 45 CFR 164.310 (a)(2)(i) NIST SP800-53 R3 CP-6 NIST SP800-53 R3 CP-301 K.1.2.15,
requirements. Requirements for business continuity ] %Bwémﬁg@l%&%ﬁbfa g E’?J&U’Eﬁlﬁld) 45 CFR 164.312 (a)(2)(ii) NIST SP800-53 R3 CP-7 NIST SP800-53 R3 CP-401
plans include the following: e NIST SP800-53 R3 CP-8 NIST SP800-53 R3 CP-4 (1)O
* Defined purpose and scope, aligned with relevant HEOEEFBEICERZIN. AETESLLS NIST SP800-53 R3 CP-9 NIST SP800-53 R3 CP-601
dependencies 293¢ NIST SP800-53 R3 CP-10 |NIST SP800-53 R3 CP-6 (1)J
« Accessible to and understood by those who will use |[-EHEOLE1—OEH . KEROHEE (ER) NIST SP800-53 R3 PE-17 |NIST SP800-53 R3 CP-6 (3)J
them ([C&DPTHF NIST SP800-53 R3 CP-70]
« Owned by a named person(s) who is responsible for |*{EEZH. RERVEEORE NIST SP800-53 R3 CP-7 (1)0
their review, update and approval '%ﬁﬁiﬁfﬁlﬂilﬂﬁ, FHOEERRUSEER NIST SP800-53 R3 CP-7 (2)O
* Defined lines of communication, roles and REIREOT NIST SP800-53 R3 CP-7 (3)O
responsibilities NIST SP800-53 R3 CP-7 (5)0
* Detailed recovery procedures, manual work-around NIST SP800-53 R3 CP-80
and reference information NIST SP800-53 R3 CP-8 ()0
» Method for plan invocation NIST SP800-53 R3 CP-8 (2)0
NIST SP800-53 R3 CP-90J
NIST SP800-53 R3 CP-9 (1)O
NIST SP800-53 R3 CP-9 (3)0
NIST SP800-53 R3 CP-100
NIST SP800-53 R3 CP-10 (2)0
NIST SP800-53 R3 CP-10 (3)0
NIST SP800-53 R3 PE-170]

RS-04 |[Resiliency - [l ks EEBRETAL Business continuity plans shall be subject to test at EFBGIEIL. DRI EERIT S [No Change X X X X X 45 CFR 164.308 (a)(7)(ii)(D) A.14.15 NIST SP800-53 R3 CP-2  [NIST SP800-53 R3 CP-2[] PCIDSS v2.012.9.2 [SIG v6.0: K.1.3, N/A
Business planned intervals or upon significant organizational or |®IZ. FEISH =R, L LJTHBBEHICEERD NIST SP800-53 R3 CP-3  |NIST SP800-53 R3 CP-2 (1)0 K.1.4.3, K.1.4.6,
Continuity Testing environmental changes to ensure continuing EE ., BKFREDETTRAMEZITAITH NIST SP800-53 R3 CP-4  |NIST SP800-53 R3 CP-2 (2)0 K.1.4.7, K.1.4.8,

effectiveness. [FEBE0. NIST SP800-53 R3 CP-30 K.1.4.9, K.1.4.10,
NIST SP800-53 R3 CP-40 K.1.4.11, K.1.4.12
NIST SP800-53 R3 CP-4 (1)0

RS-05 [Resiliency - it FE =14 RIBURY Physical protection against damage from natural BREBEEOCKEEFLEHA. KZE, K KK |No Change X X X X 45 CFR 164.308 (a)(7)(i) A9.1.4 NIST SP800-53 R3 PE-1  |NIST SP800-53 R3 PE-10 AUP v5.0 F.1 GAPP Ref 8.2.4

Environmental causes and disasters as well as deliberate attacks POME. KEICHERSN-HBIE. A, i 45 CFR 164.310(a)(2)(ii) (New) [A.9.2.1 NIST SP800-53 R3 PE-13 |NIST SP800-53 R3 PE-13[] SIG v6.0: F.2.9,
Risks including fire, flood, atmospheric electrical discharge, |&-~ 2K B, J%%ﬁ?’ﬁﬁu KIULEED, /(A NIST SP800-53 R3 PE-14 |NIST SP800-53 R3 PE-13 (1)0 F.1.2.21, F.5.1, F.1.5.2,

solar induced geomagnetic storm, wind, earthquake, |7/ ¥ —F. &E. iﬁ?ﬁﬁﬂf@&“’%iﬂ;ﬁ?ﬂ:g‘s NIST SP800-53 R3 PE-15 [NIST SP800-53 R3 PE-13 (2)0 F.2.1,F.2.7, F.2.8,
tsunami, explosion, nuclear mishap, volcanic activity, | %0120 BRMIREMNSOEFLE EHIDATE NIST SP800-53 R3 PE-18 [NIST SP800-53 R3 PE-13 (3)0]

biological hazard, civil unrest, mudslide, tectonic g\of:$%7§;b§)9;‘—y(_‘*\j‘ﬁ‘éff%iiﬁ’ﬂﬂ% NIST SP800-53 R3 PE-140

L ’ ’ ’ HEFHL. BREL. MEREZBERALGTAIEEGS

activity, and other forms of natural or man-made U, NIST SP800-53 R3 PE-14 (1)U

disaster shall be anticipated, designed and NIST SP800-53 R3 PE-150

countermeasures applied. NIST SP800-53 R3 PE-180

RS-06 [Resiliency - [F=EE B GT To reduce the risks from environmental threats, FEX.RELODBBRSIUVKENSDIRY [No Change X X X X 45 CFR 164.310 (c) A9.2.1 NIST SP800-53 R3 PE-1  |NIST SP800-53 R3 PE-10J PCIDSSv2.09.1.3 |AUP V5.0 F.1 N/A
Equipment hazards and opportunities for unauthorized access BHOWIIERA SN TWVEWNT I ADHEEE NIST SP800-53 R3 PE-5  |NIST SP800-53 R3 PE-50 PCIDSS v2.09.5 SIG v6.0: F.2.9,
Location equipment shall be located away from locations BSE B0 RELDURIH ERETHE NIST SP800-53 R3 PE-14 |NIST SP800-53 R3 PE-14] PCIDSSVv2.09.6 |F.1.2.21,F5.1,F.15.2,

subject to high probability environmental risks and 71_:75&:7375;?‘353_&3H~ EJ=R %{%ﬁﬁﬁﬁﬁl\l NIST SP800-53 R3 PE-15 |NIST SP800-53 R3 PE-14 (1)0 PCIDSS v2.09.9 F.2.1,F.2.7, F.2.8,
supplemented by redundant equipment located a llfl;'ﬁ;t’t%ﬂﬁﬂﬁl‘;o—c*ﬁbn EFNIEED NIST SP800-53 R3 PE-18 |NIST SP800-53 R3 PE-150 PCIDSSv2.09.9.1
reasonable distance. &V NIST SP800-53 R3 PE-180J

RS-07 |Resiliency - [E{EE kS EFEHES Security mechanisms and redundancies shall be X)) TF—xtRETRALIE. HAHY—E XD [No Change X X X X A9.2.2 NIST SP800-53 R3 CP-8  |NIST SP800-53 R3 CP-80J AUP v5.0 F.1 N/A
Equipment Power implemented to protect equipment from utility service |##&EFLBIZIE FE. KT —IFILLGE) A9.23 NIST SP800-53 R3 PE-1  [NIST SP800-53 R3 CP-8 (1)0 SIG v6.0: F.1.6, F.1.6.1,
Failures outages (e.g., power failures, network disruptions, M ofEERET HLIICRESNGITNIEL A9.2.4 NIST SP800-53 R3 PE-9  [NIST SP800-53 R3 CP-8 (2) F.1.6.2, F.1.9.2, F.2.10,

etc.). BIFELY, NIST SP800-53 R3 PE-10  [NIST SP800-53 R3 PE-10] F.2.11, F.2.12,
NIST SP800-53 R3 PE-11 [NIST SP800-53 R3 PE-911
NIST SP800-53 R3 PE-12 |NIST SP800-53 R3 PE-100J
NIST SP800-53 R3 PE-13 [NIST SP800-53 R3 PE-11[1
NIST SP800-53 R3 PE-14 |NIST SP800-53 R3 PE-11 (1)

NIST SP800-53 R3 PE-12[1
NIST SP800-53 R3 PE-13[J
NIST SP800-53 R3 PE-13 (1)
NIST SP800-53 R3 PE-13 (2)O
NIST SP800-53 R3 PE-13 (3)
NIST SP800-53 R3 PE-14[]
NIST SP800-53 R3 PE-14 (1)0
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RS-08 [Resiliency - Power |fiifEE % BhH-EE Telecommunications equipment, cabling and relays T—R%EEET S, FIEEHRY—EXZ YR |Telecommunications equipment, X X X X A.9.2.2 NIST SP800-53 R3 PE-1  |NIST SP800-53 R3 PE-10 AUP v5.0 F.1 N/A
/ transceving data or supporting services shall be —b3 27—V 7 . BEPIL—FDEIEH |cabling and relays tranceving A9.23 NIST SP800-53 R3 PE-4  [NIST SP800-53 R3 PE-4[] SIG v6.0: F.1.6, F.1.6.1,
Telecommunicatio protected from interception or damage and designed L EN 1%§$T:'¢i§f%75‘j51%§§3h~ ﬁé%‘.@ J |data or supporting services shall NIST SP800-53 R3 PE-13 |NIST SP800-53 R3 PE-130 F.1.6.2, F.1.9.2, F.2.10,
ns with redundancies, alternative power source and > B‘kpﬁgﬂjff’f’g—Gﬁﬁ'l‘i%ﬁo—ﬁ% be protected from interception NIST SP800-53 R3 PE-13 (1) F.2.11, F.2.12,
alternative routing. SNEFNIZTELILN, unless legally required (wire taps, NIST SP800-53 R3 PE-13 (2)[
etc.). These systems shall be NIST SP800-53 R3 PE-13 (3)
designed with redundancies,
alternative power source and
alternative routing. Tenants shall
have informed consent over
jurisdiction of transport
SA-01 [Security X T47—F [BEISDT VX |Prior to granting customers access to data, assets and [7—%. BE. BRI ATLANDTVERA%EFE |No Change X X X X X A6.2.1 NIST SP800-53 R3 CA-1  |NIST SP800-53 R3 CA-1[] SIG v6.0: C.2.1, C.2.3, |GAPP Ref 1.2.2
Architecture - TIF¥ BR information systems, all identified security, contractual |IZEF RIS, TNTDEF 1) T EREEEH A6.2.2 NIST SP800-53 R3 CA-2  [NIST SP800-53 R3 CA-20 C.2.4,C.2.6.1,H.1 GAPP Ref 1.2.6
Customer Access and regulatory requirements for customer access shall E&:ﬁib;@ﬁ"‘]':ﬁﬁb BiFSnGTN Al1.11 NIST SP800-53 R3 CA-5 NIST SP800-53 R3 CA-2 (1)O GAPP Ref 6.2.1
Requirements be addressed and remediated. ESANELAR NIST SP800-53 R3 CA-6 NIST SP800-53 R3 CA-501 GAPP Ref 6.2.2
NIST SP800-53 R3 CA-60
SA-02  [Security +F¥a)T47—F |2—YIDDOIEA Implement and enforce (through automation) user TIVr—3ay  T—EAN—=X H—/I\ B&U X X X X X COBIT 4.1 DS5.3 |45 CFR 164.308(a)(5)(ii)(c) A.8.3.3 NIST SP800-53 R3 AC-1 NIST SP800-53 R3 AC-10 PCIDSSv2.08.1 AUP v5.0B.1 N/A
Architecture - User|T7F credential and password controls for applications, FYNT—=DA40T5DI=HDI—F LTI COBIT 4.1 DS5.4 |[(New) Al1.11 NIST SP800-53 R3 AC-2 NIST SP800-53 R3 AC-20 PCI DSS v2.0 8.2, AUP v5.0 H.5
ID Credentials databases and server and network infrastructure, Y ERRT—FFUTICERSW-RIER%E 45 CFR 164.308 (a)(5)(ii)(D) Al11.2.1 NIST SP800-53 R3 AC-3  [NIST SP800-53 R3 AC-2 (1) PCIDSS v2.0 8.3 SIG v6.0: E.6.2, E.6.3,
requiring the following minimum standards: A A2V T)RELLITNIEELELN, 45 CFR 164.312 (2)(2)(i) A11.2.3 NIST SP800-53 R3 AC-11 |NIST SP800-53 R3 AC-2 (2)0] PCIDSSVv2.08.4  |H.1.1,H.1.2, H.2, H.3.2,
« User identity verification prior to password resets. '/\Z'Z—‘l*'Jt‘yl;ﬂu@l—ﬂixsrtﬁﬂj 45 CFR 164.312 (a)(2)(iii) A.11.2.4 NIST SP800-53 R3 AU-2  [NIST SP800-53 R3 AC-2 (3)0 PCI DSS v2.0 8.5 H.4, H.4.1, H.4.5, H.4.8,
- If password reset initiated by personnel other than  |* =~ FASFDAR(T LD, EEH)<SoT 45 CFR 164.312 (d) A1155 NIST SP800-53 R3 AU-11 |NIST SP800-53 R3 AC-2 (4)(] PCI DSS v2.0 10.1,
user (i.e., administrator), password must be E%?ﬁ‘__;?(?f ti@ﬁt}@;z%;g@ﬁmm NIST SP800-53 R3 IA-1 NIST SP800-53 R3 AC-2 (7)O PCI DSS v2.0 12.2,
immediately changed by user upon first use. -ﬂE*j]‘f‘;_—-lj;//\G)EﬂE# A NIST SP800-53 R3 |A-2 NIST SP800-53 R3 AC-30 PCI DSS v2.0 12.3.8
: . : i3 AN T O REIE,
* Timely acgess re.voca.tlon for terminated users. A EL0ARB TRERALI—HTHYY NIST SP800-53 R3 IA-5 NIST SP800-53 R3 AC-3 (3)[
» Removel/disable inactive user accounts at least FERYRLA . T (L ESHI=T S, NIST SP800-53 R3 IA-6 NIST SP800-53 R3 AC-110
every 90 days. 1 —H—DlZa1=—»IzL. FIL—TFFI A, i NIST SP800-53 R3 IA-8 NIST SP800-53 R3 AC-11 (1)
* Unique user |IDs and disallow group, shared, or HE7HY9 U £ RRT—REZ LT3, NIST SP800-53 R3 SC-10 [NIST SP800-53 R3 AU-20]
generic accounts and passwords. 1K EH90BREIT/ S RT—REexpired 5, NIST SP800-53 R3 AU-2 (3)00
» Password expiration at least every 90 days. BIINDNRT—ROESIIDELELTEYSY NIST SP800-53 R3 AU-2 (4)O
* Minimum password length of at least seven (7) R NIST SP800-53 R3 AU-110J
characters. HEERFOMAESLRINVIRT—F, NIST SP800-53 R3 IA-10
+ Strong passwords containing both numeric and "BEIREDQDADDINRAT—FUSME/RRT—FD NIST SP800-53 R3 I1A-200
alphabetic characters. B RAZHET 5, NIST SP800-53 R3 IA-2 (1)0
+ Allow password re-use after the last four (4) 6RO A kBLIz51—HIDEOYIT7Ib NIST SP800-53 R3 IA-2 (2)0
passwords used. o NIST SP800-53 R3 I1A-2 (3)O
* User ID lockout after not more than six (6) attempts. '1—*7°’IPD“J’77'7 kR R (S R AR 3053 A NIST SP800-53 R3 1A-2 (8)0
» User ID lockout duration to a minimum of 30 minutes | EZEEAAIREIST DET, . R NIST SP800-53 R3 IA-50
or until administrator enables the user ID. '132;?%%0)"2"93)74“”%%?@\X'j NIST SP800-53 R3 IA-5 (1)0
* Re-enter password to reactivate terminal after - ° e NIST SP800-53 R3 IA-5 (2)O
session idle time for more than 15 minutes. ;;ii%;gg%gf?T_g/\w77tx"il_ NIST SP800-53 R3 I1A-5 (3)0
+ Maintain user activity logs for privileged access or ! 8 ° NIST SP800-53 R3 IA-5 (6)0
access to sensitive data. NIST SP800-53 R3 IA-5 (7)O
NIST SP800-53 R3 IA-601
NIST SP800-53 R3 IA-801
NIST SP800-53 R3 SC-1001
SA-03 Security tXaT4T7—F |T—2DEF2)T |Policies and procedures shall be established and RUS—EFIEIE. X2 T1(BES1E. 7Yt |No Change X X X X COBIT 4.1 DS5.11 A.10.8.1 NIST SP800-53 R3 AC-1 NIST SP800-53 R3 AC-10J PCIDSS v2.0 2.3 AUP v5.0 B.1 SIG |GAPP Ref 1.1.0
Architecture - Data| 77 F+ 1 mechanisms implemented to ensure security (e.g., AHEH, BEWCREBLF)ZHERERICT 5701 A.10.8.2 NIST SP800-53 R3 AC-4  |NIST SP800-53 R3 AC-40 PCIDSSv2.03.4.1, |v6.0: G.8.2.0.2, GAPP Ref 1.2.2
Security / Integrity encryption, access controls, and leakage prevention) |EREINANZXLE 1DULEDV AT LA All11 NIST SP800-53 R3 SC-1 NIST SP800-53 R3 SC-10 PCIDSSv2.04.1 G.8.2.0.3, G.12.1, GAPP Ref 1.2.6
and integrity of data exchanged between one or more (V27 —XDETRBJIN TS T—EADTE A.l16.1 NIST SP800-53 R3 SC-16 [NIST SP800-53 R3 SC-160 PCIDSSv2.04.1.1 |[G.12.4,G.12.9, GAPP Ref 4.2.3
system interfaces, jurisdictions, or with a third party HICKVEERSN, £ Y— N —T/DHE A.11.4.6 PCIDSS v2.0 6.1 G.12.10, G.16.2, GAPP Ref 5.2.1
shared services provider to prevent improper YEAFRANTER LR, EEE L8 A12.3.1 PCIDSS v2.06.3.2a [G.19.2.1, G.19.3.2, GAPP Ref 7.1.2
disclosure, alteration or destruction complying with REEI D LEEL REL B ELOR A.12.5.4 PCIDSSVv2.06.5c |G.9.4, G.17.2,G.17.3, |GAPP Ref7.2.1
< lafi : HIZHESTHS CEITEY RSN G TN IEGS
legislative, regulatory, and contractual requirements. s A.15.1.4 PCIDSSv2.08.3 G.17.4, G.20.1, GAPP Ref 7.2.2
° PCIDSS v2.0 10.5.5 GAPP Ref 7.2.3
PCIDSSv2.011.5 GAPP Ref7.2.4
GAPP Ref 8.2.1
GAPP Ref 8.2.2
GAPP Ref 8.2.3
GAPP Ref 8.2.5
GAPP Ref9.2.1
SA-04  |Security t¥a)F47—F |77V —3>+ |Applications shall be designed in accordance with ECHRADERDPTTr—a iB#. £, |[No Change X X X X COBIT 4.1 Al2.4 |45 CFR 164.312(e)(2)(i) A.11.5.6 NIST SP800-53 R3SC-2  [NIST SP800-53 R3 SC-2[] PCI DSS v2.0 6.5 AUP v5.0 1.4 GAPP Ref 1.2.6
Architecture - TOF¥ *aFq industry accepted security standards (i.e., OWASP for |EXICKYZITANON-HEREELE (HIZ A.11.6.1 NIST SP800-53 R3 SC-3  [NIST SP800-53 R3 SC-30 SIG v6.0: G.16.3, 1.3
Application web applications) and complies with applicable lfOWASP)\\‘:@E’JT\ TV r—av(dEEtE Al12.2.1 NIST SP800-53 R3 SC-4  |NIST SP800-53 R3 SC-40
Security regulatory and business requirements. NEFNIEELEN, A12.2.2 NIST SP800-53 R3 SC-5  |NIST SP800-53 R3 SC-5[]
A.12.2.3 NIST SP800-53 R3 SC-6 NIST SP800-53 R3 SC-601
A.12.2.4 NIST SP800-53 R3 SC-7 NIST SP800-53 R3 SC-70J
A.12.5.2 NIST SP800-53 R3 SC-8 NIST SP800-53 R3 SC-7 (1)O
A.125.4 NIST SP800-53 R3 SC-9 NIST SP800-53 R3 SC-7 (2)0
A1255 NIST SP800-53 R3 SC-10 [NIST SP800-53 R3 SC-7 (3)U
A.126.1 NIST SP800-53 R3 SC-11 |NIST SP800-53 R3 SC-7 (4)0
A.15.2.1 NIST SP800-53 R3 SC-12 |NIST SP800-53 R3 SC-7 (5)0
NIST SP800-53 R3 SC-13 |NIST SP800-53 R3 SC-7 (7)d
NIST SP800-53 R3 SC-14 |NIST SP800-53 R3 SC-7 (8)I
NIST SP800-53 R3 SC-17 |NIST SP800-53 R3 SC-7 (12)O
NIST SP800-53 R3 SC-18 |NIST SP800-53 R3 SC-7 (13)O
NIST SP800-53 R3 SC-20 |NIST SP800-53 R3 SC-7 (18)
NIST SP800-53 R3 SC-21 [NIST SP800-53 R3 SC-801
NIST SP800-53 R3 SC-22 |NIST SP800-53 R3 SC-8 (1)O
NIST SP800-53 R3 SC-23 [NIST SP800-53 R3 SC-901
NIST SP800-53 R3 SC-9 (1)0
NIST SP800-53 R3 SC-100
NIST SP800-53 R3 SC-110J
NIST SP800-53 R3 SC-120J
NIST SP800-53 R3 SC-12 (2)0]
NIST SP800-53 R3 SC-12 (5)0
NIST SP800-53 R3 SC-1301
NIST SP800-53 R3 SC-13 (1)U
NIST SP800-53 R3 SC-1401
NIST SP800-53 R3 SC-170
NIST SP800-53 R3 SC-180
NIST SP800-53 R3 SC-18 (4)0
NIST SP800-53 R3 SC-200




Cloud Service Delivery Model

Scope Applicability Compliance Mapping
BITS Shared
Assessments

AUP v5.0/ SIG v6.0

ISO/IEC 27001-
2005(METI)

Service
Provider

Control ID Control Area S¥E1 4 ¥a2 Control Specification s Control Revisions v1.1
ek ek P ER SaaS PaaS laaS

Tenant COBIT 4.1 HIPAA / HITECH Act NIST SP800-53 FedRAMP PCI DSS v2.0 GAPP (Aug 2009)

SA-05 [Security tXa)T47—F |TEROELM Data input and output integrity routines (i.e., FEOLVRTLIZESIF—  T—HDFIEA [No Change X X X X X 45 CFR 164.312 (c)(1) (New) A.10.9.2 NIST SP800-53 R3 SI-10  |NIST SP800-53 R3 SI-100 PCIDSSVv2.06.3.1 [AUPV5.01.4 GAPP Ref 1.2.6
Architecture - Data|7T 7 F+ reconciliation and edit checks) shall be implemented [t AZEHS LI, FTVr—av-4248—Dx 45 CFR 164.312 (c)(2)(New) A.10.9.3 NIST SP800-53 R3 SI-11  [NIST SP800-53 R3 SI-110 PCIDSSVv2.06.3.2 [SIGVv6.0: G.16.3,1.3
Integrity for application interfaces and databases to prevent —ABEUT—ERN=ZIENT, T—EDAH 45 CFR 164.312(e)(2)())(New) |A.12.2.1 NIST SP800-53 R3 SI-2 NIST SP800-53 R3 SI-2[]

manual or systematic processing errors or corruption of 731%@’1’_9:V(_ﬁb—€l'\:§>73\~ R T A.12.2.2 NIST SP800-53 R3 SI-3 NIST SP800-53 R3 SI-2 (2)O0
data. BLMERELETNIEEELEN. A12.2.3 NIST SP800-53 R3 SI-4  [NIST SP800-53 R3 SI-30
A.12.2.4 NIST SP800-53 R3 SI-6 NIST SP800-53 R3 SI-3 (1)O
A.12.6.1 NIST SP800-53 R3 SI-7 NIST SP800-53 R3 SI-3 (2)O
A.15.2.1 NIST SP800-53 R3 SI-9 NIST SP800-53 R3 SI-3 (3)0
NIST SP800-53 R3 SI-40
NIST SP800-53 R3 SI-4 (2)O
NIST SP800-53 R3 SlI-4 (4)0
NIST SP800-53 R3 SlI-4 (5)0
NIST SP800-53 R3 SlI-4 (6)0]
NIST SP800-53 R3 SI-60
NIST SP800-53 R3 SI-70
NIST SP800-53 R3 SI-7 (1)
NIST SP800-53 R3 SI-90

SA-06  [Security X T47—F [FFRRE-JEMAFKE |Production and non-production environments shall be [FFIRELIFFARKIRE(X. FIET7 Y EXOEER [No Change X X X X COBIT 4.1 DS5.7 A.10.1.4 NIST SP800-53 R3 SC-2  |NIST SP800-53 R3 SC-2[1 PCIDSSVv2.06.4.1 |AUPV5.0B.1 SIG [GAPP Ref 1.2.6
Architecture - TIOFv IR separated to prevent unauthorized access or changes |EENDEEZMS=OCUYRShGRTHIE A.10.3.2 PCIDSSv2.06.4.2 [v6.0:1.2.7.1,1.2.20,
Production / Non- to information assets. =LA A11.1.1 1.2.17,1.2.22.2,
Production A.125.1 1.2.22.4,1.2.22.10-14,
Environments A.12.5.2 H.1.1

A.12.5.3

SA-07 Security X1 T47—F [JE—FI—F D% |Multi-factor authentication is required for all remote ZERDBPIANTRTOYE—+I—H—F Y+ [Tenant authentication X X X X X All1l.1 NIST SP800-53 R3 AC-17 |NIST SP800-53 R3 AC-170 PCI DSSv2.08.3 AUP v5.0B.1 GAPP Ref 8.2.2
Architecture - TIOF¥ FSEaEH user access. RICERSINGZITNILESIEL, requirements must be met for all Al1.4.1 NIST SP800-53 R3 AC-20 |NIST SP800-53 R3 AC-17 (1) SIG v6.0: H.1.1, G.9.13,
Remote User Multi data access. A.11.4.2 NIST SP800-53 R3 |IA-1 NIST SP800-53 R3 AC-17 (2) G.9.20, G.9.21,

Factor A.11.4.6 NIST SP800-53 R3 IA-2 NIST SP800-53 R3 AC-17 (3)[

Authentication Al11.7.1 NIST SP800-53 R3 MA-4 NIST SP800-53 R3 AC-17 (4)O
NIST SP800-53 R3 AC-17 (5)0
NIST SP800-53 R3 AC-17 (7)U
NIST SP800-53 R3 AC-17 (8)0
NIST SP800-53 R3 AC-20[
NIST SP800-53 R3 AC-20 (1)
NIST SP800-53 R3 AC-20 (2)O
NIST SP800-53 R3 IA-10
NIST SP800-53 R3 IA-20]
NIST SP800-53 R3 I1A-2 (1)O
NIST SP800-53 R3 I1A-2 (2)O
NIST SP800-53 R3 1A-2 (3)0
NIST SP800-53 R3 IA-2 (8)]
NIST SP800-53 R3 MA-40J
NIST SP800-53 R3 MA-4 (1)0
NIST SP800-53 R3 MA-4 (2)0

SA-08 |Security tXal)T47—F |*vbT—U+€F2 |Network environments shall be designed and FYRD—VREIL, EEESN TSR YT —%[No Change X X X X X A.10.6.1 NIST SP800-53 R3 SC-7  |NIST SP800-53 R3 SC-70 PCIDSSv2.01.1 AUP v5.0 G.2 GAPP Ref 8.2.5
Architecture - TIFx D74 configured to restrict connections between trusted and |EfERESHM TLVELRY T —) DR D% A.10.6.2 NIST SP800-53 R3 SC-7 (1) PCIDSSv2.01.1.2 |AUP V5.0 G.4
Network Security untrusted networks and reviewed at planned intervals, |FRY2fz&IZ3aT. ESNDELDLEL. EHH A.10.9.1 NIST SP800-53 R3 SC-7 (2)0] PCIDSSVv2.01.1.3 |AUP v5.0G.15

documenting the business justification for use of all LTETEE;{TL;:FEE]B@SKEJ_Eﬁﬁ?ﬁ';u?ﬁ A.10.10.2 NIST SP800-53 R3 SC-7 (3)0] PCIDSSVv2.01.1.5 |AUP v5.0G.18
services, protocols, and ports allowed, including 7;;;(;&,0){&,%?&5% dtf%g){%ﬁz}%ggﬂ-—?x All4.1 NIST SP800-53 R3 SC-7 (4)0 PCIDSSv2.01.1.6 [AUPV5.0G.16
rationale or compensating controls implemented for FakaL. E‘FH‘&*%LT:?R—F’EEE;’ELEH#LIZ}{ A.11.45 NIST SP800-53 R3 SC-7 (5)0 PCIDSSv2.01.2 AUP v5.0 1.3
those protocols considered to be insecure. Network BN, A.11.4.6 NIST SP800-53 R3 SC-7 (7)O PCIDSSv2.01.2.1 [AUPV5.0G.17
archnecture diagrams must clearly identify high-risk RYRT—HT— X% FHF o ANY S LILERE A.11.4.7 NIST SP800-53 R3 SC-7 (8)O PCIDSSv2.02.2.2, [SIGv6.0:G.9.17,
environments and data flows that may have regulatory 4228 xh 2 TEEM D H IS R VIBELT A.15.14 NIST SP800-53 R3 SC-7 (12)J PCIDSSv2.02.23 [G.9.7,G.10, G.9.11,
compliance impacts. —270—ZRAEIHETNETHD, NIST SP800-53 R3 SC-7 (13)0 G.14.1,G.15.1, G.9.2,
NIST SP800-53 R3 SC-7 (18)0 G.9.3,G.9.13

SA-09 |Security X2 T4T7—F [T AT— 3> |System and network environments are separated by [ AT LERYNT—VREIET7A4T72A—IL |No Change X X X X X COBIT 4.1 DS5.10(45 CFR 164.308 (a)(4)(ii)(A) A.11.45 NIST SP800-53 R3 AC-4  [NIST SP800-53 R3 AC-40 PCIDSSv2.01.1 AUP v5.0 G.17 N/A
Architecture - TIFx firewalls to ensure the following requirements are [Z&-THIYEE SN, LTOEHIELKFLND Al11.6.1 NIST SP800-53 R3 SC-2  [NIST SP800-53 R3 SC-20J PCIDSSv2.01.2 SIG v6.0: G.9.2, G.9.3,
Segmentation adhered to: SEERIALGHNIEELE, A11.6.2 NIST SP800-53 R3 SC-3  |NIST SP800-53 R3 SC-3[ PCIDSSv2.01.21 [G.9.13

- Business and customer requirements EDRALFEEDER A.15.1.4 NIST SP800-53 R3 SC-7  |NIST SP800-53 R3 SC-7[] PCI DSS v2.0 1.3
« Security requirements XA TAEH ] NIST SP800-53 R3 SC-7 (1) PCIDSSv2.01.4
« Compliance with legislative, regulatory, and 'ﬁ%{? BRE L. %@j@i@%{#/\d)ﬁﬁ% NIST SP800-53 R3 SC-7 (2)O
contractual requirements ) Iﬁ?ﬁiﬁt%ﬁﬁ%{%@ﬁﬁﬁ NIST SP800-53 R3 SC-7 (3)O
« Separation of production and non-production RECMMT IO DB DM NIST SP800-53 R3 SC-7 (4)0
environments NIST SP800-53 R3 SC-7 (5)0
* Preserve protection and isolation of sensitive data NIST SP800-53 R3 SC-7 (7)O
NIST SP800-53 R3 SC-7 (8)1
NIST SP800-53 R3 SC-7 (12)0
NIST SP800-53 R3 SC-7 (13)d
NIST SP800-53 R3 SC-7 (18)J

SA-10 [Security X2 T47—F |EEDEFX2)T+ |Policies and procedures shall be established and RO —EFIBIFHEILSNGE T NILESEELY, Z [No Change X X X X X COBIT 4.1 DS5.5 |45 CFR 164.312 (e)@)(2)(ii) A7.1.1 NIST SP800-53 R3 AC-1  |NIST SP800-53 R3 AC-10 PCIDSSv2.01.2.3 |[AUPV5.0D.1 GAPP Ref 8.2.5
Architecture - TIOFv mechanisms implemented to protect wireless network |LT. BERRYET—VIRIGERES H7=HIZLL COBIT 4.1 DS5.7 |45 CFR 164.308(a)(5)(ii)(D) A7.1.2 NIST SP800-53 R3 AC-18 |NIST SP800-53 R3 AC-18[] PCIDSSv2.02.1.1 |AUPV5.0B.3
Wireless Security environments, including the following: TEEAEZANZALERELLZ T NIEESAEL COBIT 4.1 DS5.8 [(New) A7.1.3 NIST SP800-53 R3 CM-6  |NIST SP800-53 R3 AC-18 (1) PCIDSS v2.0 4.1 AUP v5.0 F.1

* Perimeter firewalls implemented and configured to  |° _ COBIT 4.1 DS5.10(45 CFR 164.312(e)(1) (New) A9.21 NIST SP800-53 R3 PE-4 NIST SP800-53 R3 AC-18 (2)[ PCIDSSv2.04.1.1 |AUPV5.0G.4

restrict unauthorized traffic RRITATIF—INERELEROLGNES 45 CFR 164.312(e)(2)(ii) (New) |A.9.2.4 NIST SP800-53 R3 SC-3  |NIST SP800-53 R3AC-18 (3)0  |PCIDSSv2.011.1  |AUP v5.0 G.15

« Security settings enabled with strong encryption for 7{:‘//7?#] B%?—ém__‘ e . . A.10.6.1 NIST SP800-53 R3 SC-7 NIST SP800-53 R3 AC-18 (4)O PCIDSSv2.09.1.3 |AUP V5.0 G.17

authentication and transmission, replacing vendor AYT RSB R LF—, SRT—F A.10.6.2 NIST SP800-53 R3 AC-18 (5)0] AUP V5.0 G.18

default settings (e.g., encryption keys, passwords, N SEMP:':,:_LTT'(X%_@JE‘EXJ:‘:" UVEES A.10.8.1 NIST SP800-53 R3 CM-601 SIG v6.0: E.3.1,

SNMP community strings, etc.). PESIEEZTIEF2)T1—RE. A.10.8.3 NIST SP800-53 R3 CM-6 (1)0 F.1.2.4, F.1.2.5 F.1.2.6,

* Logical and physical user access to wireless network | . . . = A.10.8.5 NIST SP800-53 R3 CM-6 (3)O F.1.2.8,F.1.2. 9,

devices restricted to authorized personnel 'fﬁﬂg*éz:%uﬂmﬁﬁ*qu I TIAR A.10.10.2 NIST SP800-53 R3 PE-40 F.1.2.10, F.1.2.11,

* The capability to detect the presence of unauthorized =39 HEmZEL, ¢%IEE4]7/7-‘27\0)%|]|1—~E§° N A.l1.2.1 NIST SP800-53 R3 SC-30 F.1.2.12,F.1.2.13

; , | HEROLUN MR BRI T—HF /AR 11.2. 1212, F.1.2.13,

(r_ogue) wireless network devices for a timely DELEEREL. ALY —I=Ry R T—H 5 A.11.4.3 NIST SP800-53 R3 SC-700 F.1.2.14, F.1.2.15,

disconnect from the network SNBSS BEES, A.11.4.5 NIST SP800-53 R3 SC-7 (1)O F.1.2.24,F.1.3,F.1.4.2,
A.11.4.6 NIST SP800-53 R3 SC-7 (2)O F1.4.6,F.1.4.7, F.1.6,
A.l11.4.7 NIST SP800-53 R3 SC-7 (3)0 F.1.7,F.1.8, F.2.13,
A.123.1 NIST SP800-53 R3 SC-7 (4)O F.2.14, F.2.15, F.2.16,
A.12.3.2 NIST SP800-53 R3 SC-7 (5)0 F.2.17, F.2.18 G.9.17,

NIST SP800-53 R3 SC-7 (7)0
NIST SP800-53 R3 SC-7 (8)0]
NIST SP800-53 R3 SC-7 (12)00
NIST SP800-53 R3 SC-7 (13)0
NIST SP800-53 R3 SC-7 (18)0]

G.9.7, G.10, G.9.11,
G.14.1, G.15.1, G.9.2,
G.9.3,G.9.13
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SA-11  |Security LX) T4T7—F |HARVLT—T  |Access to systems with shared network infrastructure |HXBRRYFT—TAL TSV RTLADTIEX |No Change X X X X X 45 CFR 164.312 (a)(1) (New) |A.10.8.1 NIST SP800-53 R3 PE-4  [NIST SP800-53 R3 PE-40 PCIDSSv2.01.35 |[AUPV5.0B.1 SIG |GAPP Ref 8.2.5
Architecture - TOF~ shall be restricted to authorized personnel in (& 2F2) TR — FIE, &SRR Al1l1.11 NIST SP800-53 R3 SC-4  [NIST SP800-53 R3 SC-40 PCIDSSv2.0 2.4 v6.0: D.1.1, E.1, F.1.1,
Shared Networks accordance with security policies, procedures and ;Erf?‘)ﬁféht%'iﬂ%izg‘;*LE;JB/?‘;:‘O A.11.6.2 NIST SP800-53 R3 SC-7 NIST SP800-53 R3 SC-700 H.1.1,

i iti DI TA4T1EHK b S oL A = SN N -

nave a documented pan detaiing the compensating | ERROEO—Jk 5515 E QBT 1=t A NIST SP800.53 R3 507 (210

controls used to separate network traffic between EE?L%ZFffEE%%g;ﬁ%(ﬁaﬁéhf:707/§ NIST SP800-53 R3 SC-7 (3)0

organizations. i ° NIST SP800-53 R3 SC-7 (4)0
NIST SP800-53 R3 SC-7 (5)0
NIST SP800-53 R3 SC-7 (7)O
NIST SP800-53 R3 SC-7 (8)1
NIST SP800-53 R3 SC-7 (12)J
NIST SP800-53 R3 SC-7 (13)J
NIST SP800-53 R3 SC-7 (18)J

SA-12  |Security X )T47—F (IR An external accurate, externally agreed upon, time BESN-IEHELGRZIRE. 34 LZ54/42 DB [No Change X X X X COBIT 4.1 DS5.7 A.10.10.1 NIST SP800-53 R3 AU-1  |NIST SP800-53 R3 AU-10 PCIDSSVv2.010.4 |AUPV5.0G.7 N/A
Architecture - TIF~ source shall be used to synchronize the system clocks [IBRZER (2T 1= . BB CHALNIER A.10.10.6 NIST SP800-53 R3 AU-8  [NIST SP800-53 R3 AU-8[] AUP v5.0 G.8 SIG
Clock of all relevant information processing systems within *Lttfl')j_"f_ﬁﬁfgjd)EP—G?’{—C‘DFQE'I% NIST SP800-53 R3 AU-8 (1) v6.0: G.13, G.14.8,
Synchronization the organization or explicitly defined security domain to *ﬁmi‘isz{‘@Hﬁy‘”;&ﬁ'ﬁ*ﬂéﬁét&)':ﬁﬁﬁ G.15.5, G.16.8, G.17.6,

facilitate tracing and reconstitution of activity timelines. iﬁ?”hlimbml’\" G.18.3, G.19.2.6,
Note: specific legal jurisdictions and orbital storage E . R o g Lo G.19.3.1,
and relay platforms (US GPS & EU Galileo Satellite fff_"’jii%ﬁg‘lz(agg’”*"_” BLU
Network) may mandate a reference clock that differs in GPSEEUAY LASatellite
synchronization with the organizations domicile time . B . N
o AR . Network) (&, fEEEDRIBAICEWNTRGHEZE
reference, in this 9v_ent the_ Jurlsdlct|o_n or platform is HOvHR. BREISEICEFEEHEE204E%
treated as an explicitly defined security domain. SIS BAELNELT. COAR Tl BEEm
TSybR—LMNBALHCERSNf-EFUT
—MEEELTHRDODNFET,

SA-13  [Security X )T47—F% [BREDHEA Automated equipment identification shall be used as a |BE)bShizEE # A L IEHREED AV vEEL [No Change COBIT 4.1 DS5.7 A.11.4.3 NIST SP800-53 R3 IA-3 NIST SP800-53 R3 IA-30 AUP v5.0 D.1 SIG |N/A
Architecture - TIOFx method of connection authentication. Location-aware | TEERSHZITHIEESEE, NIST SP800-53 R3 IA-4 NIST SP800-53 R3 IA-40 v6.0: D.1.1,D.1.3
Equipment technologies may be used to validate connection rEZHAL THFEEA LML, HohT NIST SP800-53 R3 IA-4 (4)0]

Identification authentication integrity based on known equipment é‘ﬁ%&ﬁi&%&%&?<¥£i§£§ﬁ’&ﬁ50)(:ﬁﬁﬁ
location. Al ReT! °

SA-14  [Security X T47—F [RARA Audit logs recording privileged user access activities, [fHEI—HY TV EADEE). BASNTHERD [No Change X X X X COBIT 4.1 DS5.5 |45 CFR 164.308 (a)(1)(ii)(D) A.10.10.1 NIST SP800-53 R3 AU-1  |NIST SP800-53 R3 AU-10 PCIDSSv2.010.1 |AUPV5.0G.7 GAPP Ref 8.2.1
Architecture - TOFv authorized and unauthorized access attempts, system BWTORADEA . O RATLHINEME. B&EU COBIT 4.1 DS5.6 |45 CFR 164.312 (b) A.10.10.2 NIST SP800-53 R3 AU-2 NIST SP800-53 R3 AU-201 PCIDSS v2.010.2 AUP v5.0G.8 GAPP Ref 8.2.2
Audit Logging / exceptions, and information security events shall be ~ |EBREZF1UT( I UERFTHEERT (S COBIT 4.1 DS9.2 |45 CFR 164.308(a)(5)(ii)(c) A.10.10.3 NIST SP800-53 R3 AU-3  |NIST SP800-53 R3 AU-2 (3)0] PCIDSSv2.010.3  |AUP v5.0G.9
Intrusion Detection retained, complying with applicable policies and < BENGRY L — ERMITHE S TREF LRI 5 1F (New) A.10.10.4 NIST SP800-53 R3 AU-4  [NIST SP800-53 R3 AU-2 (4)0 PCIDSSv2.010.5 |AUPV5.0J.1

regulations. Audit logs shall be reviewed at least daily Wj’;bm‘f’ 77’“”5"@?"‘;‘")&*" ko= A.10.10.5 NIST SP800-53 R3 AU-5  [NIST SP800-53 R3 AU-30 PCIDSSv2.010.6 |AUPVv5.0L.2
and file integrity (host) and network intrusion detection |ZEABRF(DS)Y—ILI& EEHRH . RAR A11.2.2 NIST SP800-53 R3AU-6  |NIST SP800-53 R3 AU-3 (1)0] PCIDSSVv2.010.7 |SIG v6.0:G.14.7,
(IDS) tools implemented to help facilitate timely ff*ﬁ@;g%ﬁﬁs BLUOAVITUMNDIEE A.115.4 NIST SP800-53 R3 AU-7  |NIST SP800-53 R3 AU-4 PCIDSSv2.011.4 |G.14.8, G.14.9,
detection, investigation by root cause analysis and Q\T%E(,_? 2 A . o A.ll16.1 NIST SP800-53 R3 AU-9 NIST SP800-53 R3 AU-50 PCI DSSv2.0 12.5.2 |G.14.10,G.14.11,
response to incidents. Physical and logical user R =EEE?’%>¢%$%E§famIEEf]UJj4{'T?t A.13.1.1 NIST SP800-53 R3 AU-11 |NIST SP800-53 R3 AU-60 PCIDSSv2.012.9.5 |G.14.12, G.15.5,
access to audit logs shall be restricted to authorized RBREAEALACHRENEFREEEL A.13.2.3 NIST SP800-53 R3 AU-12  [NIST SP800-53 R3 AU-6 (1)0J G.15.7, G.15.8,
personnel. ° A.15.2.2 NIST SP800-53 R3 AU-14 |NIST SP800-53 R3 AU-6 (3)C G.16.8, G.16.9,
A.15.1.3 NIST SP800-53 R3 SI-4 NIST SP800-53 R3 AU-70 G.16.10, G.15.9,
NIST SP800-53 R3 AU-7 (1) G.17.5,G.17.7,G.17.8
NIST SP800-53 R3 AU-9[ G.17.6, G.17.9, G.18.2,
NIST SP800-53 R3 AU-9 (2)0 G.18.3, G.18.5, G.18.6,
NIST SP800-53 R3 AU-11[1 G.19.2.6, G.19.3.1,
NIST SP800-53 R3 AU-12[1 G.9.6.2, G.9.6.3,
NIST SP800-53 R3 AU-14[] G.9.6.4, G.9.19,
NIST SP800-53 R3 SI-40 H.2.16, H.3.3, J.1, J.2,
NIST SP800-53 R3 SI-4 (2)O L.5 L.9, L.10
NIST SP800-53 R3 SI-4 (4)0O
NIST SP800-53 R3 SI-4 (5)0O0
NIST SP800-53 R3 SlI-4 (6)0

SA-15  [Security X747 —F [E/NMILO—F Mobile code shall be authorized before its installation  [E/\(JLO—RIEA >V AR—)LEFERSNBHEIZ |[No Change X X X X X A.10.4.2 NIST SP800-53 R3 SC-18 |NIST SP800-53 R3 SC-180 SIG v6.0:G.20.12, 1.2.5 [N/A
Architecture - TIOF¥ and use, and the configuration shall ensure that the RAENSLDET B, RBAISNF=E/NA)LO— Al12.2.2 NIST SP800-53 R3 SC-18 (4)0
Mobile Code authorized mobile code operates according to a clearly Fﬁ“ﬁﬁﬁl};&b%ﬁf:t#f}?»{fﬁﬂ:ﬁiaf

defined security policy. All unauthorized mobile code 1"5@{?:?’;&?5@%'Zj—éﬁrﬁg&m%ﬁb@w
shall be prevented from executing. %ggﬁ%t\;ﬁgb\:&/ LA REESTEA
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