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Candidates for 'Major Threats for 10T (Including M2M and/or Smart Consumer Electronics
Devices) server side services'
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Recently, many devices other than the computer, also known as smart consumer
electronics devices(CED) are connected to the internet and exchanging various
information through it. Not only CED but other devises such as vending machines are
also connected to the internet. Those are called M2M (Machine to Machine) or IoT
(Internet of Things).
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Connecting those 'things' to the internet causes new problems/threats in information
security. Therefore, it is a concern about these devices to be attacked from the internet.
Thanks to many efforts and discussions by security specialists, there has been start of
some movements to improve security of those devices.
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On the other hand, some threats are still remaining. For example, many of those devices
are connected to and given control by service provider by its makers from cloud. Those
services may provide various functions from daily data exchange to software update for
devices.

_obt\%~tX®ﬁ#;)74ﬂﬂ$éntﬁn\%®%@i$ DT INA ADPMZE
SNTEHEARITHRTENIRER LD LD, WENRINTHZ LT, HBEFIIIEEICE



BOT A 2 EHEE D WTEERND DN D, arvCa—2T7 7V r—va gl
2, BIETIFEREDO L BER->TEY, EEE, —E 2V ERREINTZFICLDH
EHLHESINTND, MERT AL A0, 77V r—va U Ella—Rgasx
WS WEWHIRHLH Y, K BREMRENEHT D alRettE b H 5,

If those services are breached, results are much worse than causing a single device,
because the attacker may have control over a large number of devices when the attack
1s succeeded. Many of recent computer applications are same, but it can be much worse
and last longer if a service for device is breached, and would be hard for the users to
realize.
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Cloud Security Alliance Japan Chapter and its working group has started the discussion
about this issue, and at the first stage we are going to figure out those threats for
services. Threats described below are candidates for following discussion.
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Candidates of Threat
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1. Denial of Services
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If those devices retrieve information or data which is crucial for its function, failure or
degraded response of services may cause device failure. It may happen concurrently to a
huge number of devices and it may cause social confusion.
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2. Propagation of false information
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Attacker may be able to propagate incorrect or false information by manipulating them
at source. It may also cause social confusion.
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3. Disturbing or Hijacking devices using manipulated data
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If devices determine its action by data received from the server, the attacker may disturb
or worsen the control devices by manipulating data at source.
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4. Data breach and malicious use of collected data in server
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There are sometimes huge amount of collected data in servers. No matter if it is named
or anonymized, breach or malicious use of those data may cause various problems.
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5. Malicious change on application code or script
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Many devices have features to run application or script code provided by server. Attacker
may execute their own code on devices to do something by changing application or code
at source.
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6. Malicious change to system software (firmware) to be delivered to devices
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Attacker can distribute manipulated or their own system software (firmware) to devices.
Attacker may get full control of devices and do various things with those devices.
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7. Attack against services from unauthorized or locally hijacked devices
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If the service do not authorize devices properly (including existence of possible evasion
technique) or even a legitimate device, and if hijacked, the attacker may use those
devices for effective attack to the service. All threats described above can be brought if
this attack succeed.
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8. Abuse of interface for data exchange with other services
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Since one of major business objective to deploy IoT is to collect and analyze useful
customer data. In the age of Big Data, those data are transferred between different
services or service providers. This type of interfaces (or API) may be abused or attacked
to breach security of services.
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Listed threats are still mixture of objectives, attack methods, attack outcome. Our
working group is aiming to create useful framework for IoT service providers by
categorizing and analyzing those threats and clarifying relationships between various
services and threats.
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These might be only a part of various threats. We'll continue this research and propose
effective measures against those threats.
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