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Application & /ASE0kE Applications and interfaces (APIs) shall be designed, FIUr—2avRUA VAT T—R (APD) (&, ¥ X[ X|[X (S3.10.0) Design, acquisition, Domain 10 |6.03.01. (c) |NIST SP 800-53 R3 SC-5 |NIST SP 800-53 R3 SA-8 45 CFR [A.11.5.6/Comman
Interface Security developed, and deployed in accordance with industry ROBHDEHE (& zxlEWeb7 T r—2ard implementation, configuration, 1.3 NIST SP 800-53 R3 SC-6 |NIST SP 800-53 R3 SC-2 164.312( |A.11.6.1|dment #1|007-3 - [SC-3
Application acceptable standards (e.g., OWASP for web applications) and |15&. OWASP#E) 2> T, HEt. FARRUEA modification, and management of NIST SP 800-53 R3 SC-7 |NIST SP 800-53 R3 SC-4 €)(2)() |Al2.2.1|Comman|R5.1 |SC-4
Security adhere to applicable legal, statutory, or regulatory compliance | LZIThIERE S0, £z, ShSIEEZRLT 5EM infrastructure and software are TIZST SP 800-53 R3 SC- m:g :E ggg:g: 2: gg: A.12.2.2|dment #2 SC-5
FFUr—vay obligations. RUSHH LDIEBFEBICDETNIEZ S5, consistent "Y'F“ defined system NIST SP 800-53 R3 SC- | NIST SP 800-63 R3 SO.7 A.12.2.3|Comman SC-6
EA B —D1— security policies to enable 13 NIST SP 800-53 R3 SC-7 (1) A.12.2.4|dment #4 SC-7
AEFaYFq S$3.10.0 |authorized access and to prevent NIST SP 800-53 R3 SC- |NIST SP 800-53 R3 SC-7 (2) A.12.5.2|Comman SC-8
FIYr— 3> unauthorized access. 14 NIST SP 800-53 R3 SC-7 (3) A.12.5.4|dment #5 SC-9
tFalrrs NIST SP 800-53 R3 SC-7 (4) A.12.5.5|Comman SC-10
(S3.10.0) Design, acquisition, NIST SP 800-53 R3 SC-7 (5) A.12.6.1|dment Sc-11
implementation, configuration, NIST SP 800-53 R3 SC-7 (7) Al15.2.1(#11 SC-12
modification, and management of NIST SP 800-53 R3 SC-7 (8) SC-13
infrastructure and software are NllfT SP 800-53 R3 SC-7 SC-14
consistent with defined processing (NIS)T SP 800-53 R3 SC-7 SC-17
integrity and related security (13) SC-18
policies. NIST SP 800-53 R3 SC-7 SC-20
(18) SC-21
NIST SP 800-53 R3 SC-8 SC-22
NIST SP 800-53 R3 SC-8 (1) SC-23
NIST SP 800-53 R3 SC-9
NIST SP 800-53 R3 SC-9 (1)
NIST SP 800-53 R3 SC-10
NIST SP 800-53 R3 SC-11
NIST SP 800-53 R3 SC-12
NIST SP 800-53 R3 SC-12
)
NIST SP 800-53 R3 SC-12
(5)
Application & /07| Prior to granting customers access to data, assets, and T4, BE.BRVATLNOBEOT77REHT [ x| x| x| x| x| x| x[ x| x| x] x X |sS3.2.a [(S3.2.a) a. Logical access security c.2.1, 10 [SA-01 Domain 10 NIST SP 800-53 R3 CA-1 |NIST SP 800-53 R3 CA-1 122 A.6.2.1 |Comman CA1
Interface Security information systems, all identified security, contractual, and RN AEOT VL RICEALTHESHIZ$RTD measures to restrict access to C.2.3, (B) NIST SP 800-53 R3 CA-2 |NIST SP 800-53 R3 CA-2 1.2.6 A.6.2.2 [dment #6 CA-2
Customer Access regulatory requirements for customer access shall be ﬁiﬁggﬁ%%%’ﬁé ?gﬁﬂ%ﬁfﬁiﬁfﬁﬁg information resources not deemed C.2.4, 11 (Nl')ST SP 800-53 R3 CA-2 m:g gg ggg'g: 2: g:'g M| 621 A.11.1.1{Comman CA5
: ; = N1 23 AV AN ; - 2
R7e$_|:;e:T§ - addressed and remediated. to be public. Sisl (A+) NIST SP 800-53 R3 CAS |NIST SP 800-53 R3 CA6 6.2.2 grg;r:;:: CA-6
NIST SP 800-53 R3 CA-6
EA B —D1— dment #8
FS -2 EUE Y
Application & '\ Data input and output integrity routines (i.e., reconciliation and |77 —>3> DAL 37— ARUT—HR—XTF X|X| X[ X]|X X| X |[X] X X |13.2.0 [(13.2.0) The procedures related to (1.4 G.16.3, SA-05 Domain 10 NIST SP 800-53 R3 SI-2  [NIST SP 800-53 R3 SI-2 1.2.6 |45 CFR |A.10.9.2|Comman |CIP-  [SI-10 6.3.1
Interface Security edit checks) shall be implemented for application interfaces | BIX &Y AT AICLHWBTS—, T4, XITR completeness, accuracy, 1.3 NIST SP 800-53 R3 SI-3  |NIST SP 800-53 R3 SI-2 (2) 164.312 |A.10.9.3|dment #1[003-3 - [SI-11 6.3.2
Data Integrity and databases to prevent manual or systematic processing FHﬁﬁil‘fﬂf;7':?-?’1'5&)':;‘7_9‘7)1&?@ timeliness, and authorization of NIST SP 800-53 R3 SI-3 (©)(1) A.12.2.1{Comman [R4.2 |SI-2
F7IVhr—vay errors, corruption of data, or misuse. :f:;"yz{l’_:"ff(};ﬁf/a PITAVFIVIREE inputs are consistent with the NIST SP 800-53 R3 SI-3 (1) 45 CFR |A.12.2.2|dment #9 SI-3
EAE—D 1 — RELLITREEEEL, 13.3.0 documented system processing m:g gg Zgg:g: 22 2:: g; 164.312 |A.12.2.3|Comman SI-4
AEFaYFq integrity policies. NIST SP 800-53 R3 SI-4 ©)(2) A.12.2.4(dment SI-6
TF—ADELH NIST SP 800-53 R3 SI-4 (2) 45CFR A.12.6.1|#11 SI-7
(13.3.0) The procedures related to NIST SP 800-53 R3 SI-4 (4) 164.312(|A.15.2.1 SI-9
completeness, accuracy, NIST SP 800-53 R3 SI-4 (5) e)(2)(i)
13.4.0 |[timeliness, and authorization of NIST SP 800-53 R3 SI-4 (6)
system processing, including error NIST SP 800-53 R3 SI-6
correction and database NIST SP 800-53 R3 SI-7
management, are consistent with NIST SP 800-53 R3 SI-7 (1)
13.5.0 |documented system processing NIST SP 800-53 RS S1-9
N N S NIST SP 800-53 R3 SI-10
integrity policies. NIST SP 800-53 R3 SI-11
(13.4.0) The procedures related to
completeness, accuracy,
timeliness, and authorization of
outputs are consistent with the
documented system processing
integrity policies.
(13.5.0) There are procedures to
enable tracing of information inputs
from their source to their final
disposition and vice versa.
Application & UASH0Z 8| Policies and procedures shall be established, and supporting |12 ED VR TFLDA VB2 T —R, BIEZFEZEE XXX X[X]|X|X|X]|X]|] X S3.4 (S3.4) Procedures exist to protect |B.1 G.8.2.0.2, |6 (B) |SA-03|DS5.1 Domain 10 |6.02. (b) NIST SP 800-53 R3 AC-1 [NIST SP 800-53 R3 AC-1 1.1.0 A.10.8.1(All AC-1 2.3
Interface Security business processes and technical measures implemented, to  |#RK X [ESMBOIGIBEFRER TR INET—4IZ against unauthorized access to G.8.2.0.3, |26 1 6.04.03. (a) |NIST SP 800-53 R3 SC-1 [NIST SP 800-53 R3 AC-4 122 A.10.8.2 AC-4 3.4.1
Data Security / ensure protection of confidentiality, integrity, and availability of [ DWW TOFRELBR., RTARITHIEER Tz, system resources. G.12.1, |(A+) NIST SP 800-53 R3 SC-  [NIST SP 800-53 R3 SC-1 1.2.6 A11.1.1 SC-1 4.1
Integrity data exchanged between one or more system interfaces, TOWENE, TLMERUVATRAEEHEEICRET HK G.12.4, 13 NIST SP 800-53 R3 SC-8 4.2.3 All1.6.1 SC-16 4.1.1
FIUr—3y jurisdictions, or external business relationships to prevent YUI—RUFIEZREIL. ChoZEMiET 5200 G.12.9, 521 A11.4.6 6.1
EA4VE—D1— improper disclosure, alteration, or destruction. These policies, |%%# 7Rt AR UHEMMEERE LB TAIEL S G.12.10, 7.1.2 A123.1 6.3.2a
AtEFaYF 4 procedures, processes, and measures shall be in accordance %L, CASDRY >— FIE, TOER, #%E G.16.2, 7.21 Al12.5.4 6.5¢
F—f et with known legal, statutory and regulatory compliance &, BREOEZELERVBEH LEOBFHEBICHBoE G.19.2.1, 7.2.2 A15.1.4 8.3
F oD obligations. DTHIFNEE S, G.19.3.2, 7.2.3 10.5.5
G.9.4, 7.2.4 11.5
G.17.2, 8.2.1
G.17.3, 8.2.2
G.17.4, 8.2.3
G.20.1 8.2.5
9.2.1
A nles PRS0 Audit plans, activities, and operational action items focusing on |BEEAE. BEE. T RICT—EOEH, 7HEARY x| x| x| x| x| x| x|[x|x][|x] x S4.1.0 [(S4.1.0) The entity’s system L1,L2 |58 Cco- |ME 2.1 Domain 2, [6.01. (d)  [NIST SP 800-53 R3 CA-2 |NIST SP 800-53R3 CA2  [10.2.5(45 CFR |Clause |Comman CA-2 2.1.2.
& Compliance data duplication, access, and data boundary limitations shall |7 —2QROYDEEEHSEETREHEE £, £5T0 security is periodically reviewed L7,L9, |(®B) 01 |ME2.2 4 NIST SP 800-53 R3 CA-2 |NIST SP 800-53 R3 CA-2 (1) 164.312(|4.2.3 e) |dment #1 CA-7 b
Audit Planning be designed to minimize the risk of business process “’-’1"7)“?Eﬁm'Jﬁf7fé§’J‘|ﬁ|2W16$7?&Eﬁﬁﬁ I+ and compared with the defined L11 PO 9.5 @) NIST SP 800-53 R3 CA-7 b) Clause |Comman PL-6
EERELaVT disruption. Audit activities must be planned and agreed upon 1_“17}'ff*l'\;f‘“ﬁ;g.?f?;ﬁll%ﬁﬁﬁt%ﬁ%ﬁu"Eﬁ!ﬂ‘ S4.2.0 |system security policies. PO 9.6 NIST SP 800-53 R3 CA-7 |NIST SP 800-58 R3 CA-7 (2) 4.2.3b |dment #2
FAT VR in advance by stakeholders. ShISREBLE ISR, NIST SP 800-53 R3 PL-6 Clause |Comman
BB E (S4.2.0) There is a process to 519 dment #3
identify and address potential Clause
impairments to the entity’s ongoing 6
ability to achieve its objectives in A15.3.1
accordance with its defined system
security policies.
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Independent reviews and assessments shall be performed at [#3IL7-LE 1 —RUFHE%E DA <ELEICIE, X(EdH X[ x| X X (S4.1.0) The entity’s system Domian 2, [6.03. (e)  |NIST SP 800-53 R3 CA-1 [NIST SP 800-53 R3 CA-1 45 CFR [Clause |Comman
least annually, or at planned intervals, to ensure that the S LHEHONI-FBTEIEL., BEShI=F8, F security is periodically reviewed 4 6.07.01. NIST SP 800-53 R3 CA-2 |NIST SP 800-53 R3 CA-2 164.308 |4.2.3e |dment #1
organization addresses any nonconformities of established I&. jﬁU';%“_o)ﬁﬁ@i» AR LRURFILOETE and compared with the defined (m) NIST SP 800-53 R3 CA-2 INIST SP 800-53R3CA2(1)| 421 [(a)(8) |Clause |Comman [R1. .
policies, procedures, and known contractual, statutory, or igi\o)*’.ﬁ FL"?L\—(‘ BRI TED LIS S4.2.0 |system security policies. (B) PO 9.6 6.07.01. (n) @ NIST SP 800-53 R3 CA-6 8.2.7 |45CFR |5.1g dment #2|R4.3  |RA-5 12.1.2
regulatory compliance obligations. LEITRIEERE. 61 NIST SP 800-53 RS CA6 |NIST SPB00-53RSRAS |5 5 164.308( |Clause |Comman |CIP- )
. NIST SP 800-53 R3 RA-5 |NIST SP 800-53 R3 RA-5 (1) .
§S4.g.0) There is a process }o (C+, NIST SP 800-53 R3 RA5 (2) 10.2.5 |a)(1)(ii)( |5.2.1 d) [dment #3|004-3
!dent!fy and address pgtentlal A At) NIST SP 800-53 R3 RA-5 (3) D) Clause R4 -
impairments to the entity’s ongoing 76 NIST SP 800-53 R3 RA5 (6) 6 R4.2
ability to achieve its objectives in (B) NIST SP 800-53 R3 RA-5 (9) A6.1.8 CIP-
accordance with its defined system 77 005-3a
security policies. (B) -R1-
R1.1-
R1.2
An inventory of the organization's external legal, statutory, and |7 —%2X [Z##iNFIEELJIEEET 5 (MBI (LR x| x| x| x| x| x|[x|x]|x] x X [$3.1.0 [(S3.1.0) Procedures exist to (1) L1,L2 |76 Cco- |ME 3.1 Domain 2, [6.10. (a)  [NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 1.2.2 ISO/IEC|Comman AC-1 311
regulatory compliance obligations associated with (and BD) AV TSRS IFr—FI T =Y RULZT L identify potential threats of L4, L7, |(B) 05 4 6.10. (b)  |NIST SP 800-53 R3AT-1 |NIST SP 800-53 R3 AT-1 1.2.4 27001:2 |dment #1 AT-1 3.1
mapped to) any scope and geographically-relevant presence of ‘/ﬂﬁ-*‘{hd)iﬁlﬁl&lﬁ&l&ﬂﬁﬁgﬁizﬁﬁﬁté (ﬁ;l_ﬁ disruption to systems operation L.9 77 6.10. (c) NIST SP 800-53 R3 AU-1 [NIST SP 800-53 R3 AU-1 1.2.6 005 Comman AU-1
data or organizationally-owned or managed (physical or virtual) f__“ﬂfﬂﬁlfbtl;é) HREDIE D T J:_&U?Eﬁlo)’é_ that would impair system security (B) 6.10. (d) NIST SP 800-53 R3 CA-1 |NIST SP 800-58 R3 CA-L 1.2.11 Clause |dment #2 CA-1
infrastructure network and systems components shall be Tﬁﬁo)_ﬁ‘&?{ﬁl‘ %%KJ:UDM\EI-FSLT;:EM%_JL commitments and (2) assess the 78 6.10. (e) NIST SP 800-53 RS CM-1 |NIST SP 800-53 RS CM-1 324 4.2.1 b) [Comman CM-1
o - BHLLTA LR (RERER T PEEOEELH . . A A NIST SP 800-53 R3 CP-1 |NIST SP 800-53 R3 CP-1
maintained and regularly updated as per the business need FEEOEELE). x3.1.0 |risks associated with the identified (B) 6.10. (f) NIST SP 800-53 R3 1AL |NIST SP 800-53 R3 IA-1 5.2.1 2) dment #3 CP-1
(e.g., change in impacted-scope and/or a change in any threats. 83 6.10. (9) NIST SP 800-53 R3 IA-7 |NIST SP 800-53 R3 IA-7 Clause 1A-1
compliance obligation). (B) 6.10. (h)  [NIST SP 800-53 R3IR-1 |NIST SP 800-53 R3 IR-1 4.2.1¢) IA-7
(x3.1.0) Procedures exist to (1) 84 6.10. (i) NIST SP 800-53 R3 MA-1 [NIST SP 800-53 R3 MA-1 1) IR-1
identify potential threats of (B) NIST SP 800-53 R3 MP-1 [NIST SP 800-53 R3 MP-1 Clause MA-1
disruptions to systems operations 85 NIST SP 800-53 R3 PE-1 |NIST SP 800-53 R3 PE-1 4.2.19) MP-1
® g e o e
lavailability, processing integrity, NIST SP 800-53 R3 RA-1 |NIST SP 800-53 R3 RA-1 423d) PL-1
confidentiality] commitments and NIST SP 800-53 R3 RA-2 |NIST SP 800-53 R3 RA-2 6) PM-1
(2) assess the risks associated with NIST SP 800-53 R3 SA-1 |NIST SP 800-53 R3 SA-1 Clause PS-1
the identified threats. NIST SP 800-53 R3 SA6 [NIST SP 800-53 R3 SA6 433 RA-L
NIST SP 800-53 R3 SC-1 [NIST SP 800-53 R3 SC-1 Clause RA-2
NIST SP 800-53 R3 SC- |NIST SP 800-53 R3 SC-13 5.21la- SA-1
13 NIST SP 800-53 R3 SC-13 f SA-6
NIST SP 800-53 R3 SI-1 |(1) Clause sSC-1
NIST SP 800-53 R3 SC-30 7.3¢)4) sC-13
NIST SP 800-53 R3 SI-1 A721 SI-1
A15.1.1
A15.1.3
A15.1.4
A15.1.6
A consistent unified framework for business continuity planning [ X TOHE XM EA, RE. BT RUEHREF1) x| x| x| x| x| x|[x|x]|x] x X [A3.1.0 [(A3.1.0) Procedures exist to (1) K.1.2.3. RS-03 Domain 7, [6.07. (a)  [NIST SP800-53 R3 CP-1 |NIST SP800-53 R3 CP-1 45CFR [Clause [Comman CP-1 12.9.1
and plan development shall be established, documented and |7/ DEREEIH T SBEIBLOHEIIOVNT—K identify potential threats of K.1.2.4, 8 6.07. (b)  |NIST SP800-53 R3 CP-2 |NIST SP800-53 R3 CP-2 164.308 |5.1 dment #1 CcP-2 12.9.3
adopted to ensure all business continuity plans are consistent 1’-{&#2;"; $§*&ﬁﬁ@ﬁ§&lﬁi@¢ﬁkwt disruptions to systems operation K.1.2.5, 6.07. (c) NIST SP800-53 R3 CP-3  [NIST SP800-53 R3 CP-2 (1) (@)(7)() |A.6.1.2 |Comman CP-3 12.9.4
in addressing priorities for testing, maintenance, and bo)‘fﬁﬁo)&é:ﬁfﬁh‘EMﬂﬁgfuL‘ X &L that would impair system K.1.2.6, NIST SP800-53 R3 CP-4 - |NIST SP800-53 R3 CP-2 (2) 45CFR |A.14.1.3|dment #2 CP-4 12.9.6
information security requirements. Requirements for business li &ﬂ?l‘ SIS ERRMAHEORRER availability commitments and (2) K.1.2.7, NIST SPBO0-53 RS CP-9 |NIST SP800-53 RS CP-3 164.308 [A.14.1.4|Comman CP-6
- ] ] I2IE, LA EEND, . : h NIST SP800-53 R3 CP-10 |NIST SP800-53 R3 CP-4 -
continuity plans include the following: BT AR BMRVEEO TS A3.3.0 |assess the risks associated with K.1.2.11, NIST SP800-53 R3 CP-4 (1) @)(7)(ii)( dment #3 CP-7
« Defined purpose and scope, aligned with relevant HEORRENBRLIATESESIZTEoE the identified threats. K.1.2.13, NIST SP800-53 R3 CP-6 B) CP-8
dependencies (= AFFEBD) ELSN-FEE (F—F—) & K.1.2.15 NIST SP800-53 R3 CP-6 (1) 45 CFR CP-9
« Accessible to and understood by those who will use them BEOLE 21— BHRUVAZICEEFEZESCLE (A3.3.0) Procedures exist to provide NIST SP800-53 R3 CP-6 (3) 164.308 CP-10
» Owned by a named person(s) who is responsible for their HEERE, REARVEEIOER for backup, offsite storage, NIST SP800-53 R3 CP-7 (@)(7)(i)( PE-17
review, update, and approval G EIBDOFIR. FHICLIABERVSEER A3.4.0 |restoration, and disaster recovery NIST SP800-53 R3 CP-7 (1) C)
« Defined lines of communication, roles, and responsibilities EHERBOFIR consistent with the entity’s defined NIST SP800-53 R3 CP-7 (2) 45 CFR
« Detailed recovery procedures, manual work-around, and system availability and related x:g giggg:g: g: gs; g 164.308
reference information security policies. NIST SP800-53 R3 OP-8 @)(7)(ii)(
« Method for plan invocation NIST SP800-53 R3 CP-8 (1) E)
(A3.4.0) Procedures exist to provide NIST SP800-53 R3 CP-8 (2) 45 CFR
for the integrity of backup data and NIST SP800-53 R3 CP-9 164.310
systems maintained to support the NIST SP800-53 R3 CP-9 (1) (@)(2)(0)
entity’s defined system availability NIST SP800-53 R3 CP-9 (3) 45 CFR
i ici NIST SP800-53 R3 CP-10
and related security policies. g)ST oha00.23 R G 10 2.:)1(12?3;3
NIST SP800-53 R3 CP-10
[©)]
NIST SP800-53 R3 PE-17
Business continuity and security incident response plans shall |EFE#FEHBERVLF1) T4 TUMRIGEEIE. x| x| x| x| x| x|[x|x]|x] x X [A3.3 (A3.3) Procedures exist to provide K.1.3, 52 |RS-04 Domain 7, [6.07.01. (b) [NIST SP800-53 R3 CP-2 |NIST SP800-53 R3 CP-2 45 CFR |A.14.1.5|Comman CP-2 12.9.2
be subject to testing at planned intervals or upon significant | EATISEDHLWIHERT, RISEBRTREOEAL for backup, offsite storage, K.1.4.3, |((B) 8 6.07.01. (j) |NIST SP800-53 R3 CP-3 [NIST SP800-53 R3 CP-2 (1) 164.308 dment #1 CP-3
organizational or environmental changes. Incident response %ﬂ:laiéil?ﬂ"(f%nﬁéhfi '7_11'@7‘{'973:["0 ATk restoration, and disaster recovery K.1.4.6, |[55 6.07.01. (I) NIST SP800-53 R3 CP-4  [NIST SP800-53 R3 CP-2 (2) @)(7)(ii)( Comman CP-4
plans shall involve impacted customers (tenant) and other i’iﬂfﬂa‘i‘l@l‘l-li\ ?f%’éﬁwéﬁg(’—*/” % &Uiig consistent with the entity’s defined K.1.4.7, |(A+) NIST SP800-53 R3 CP-3 D) dment #2
business relationships that represent critical intra-supply chain 7}&7’747—1—/mm%%jutxw{kﬁﬁq@&l‘m system availability and related K.1.4.8 NIST SP800-53 RS CP-4 Comman
" H SEDMOEEIEFRELEESERTAITESE, N 2 ' NIST SP800-53 R3 CP-4 (1)
business process dependencies. security policies. K.1.4.9, dment #3
K.1.4.10,
K.1.4.11,
K.1.4.12
Datacenter utilities services and environmental conditions (e.g., | FEMRHEX (FIBENSRET L LEBMEL X X[ X|X] X A3.2.0 |[(A3.2.0) Measures to prevent or F.1 F.1.6, 9 (B) |RS-08 Domain 7, |6.08. (a)  |NIST SP800-53 R3 PE-1 [NIST SP800-53 R3 PE-1 A.9.2.2 [Comman PE-1
water, power, temperature and humidity controls, T, HoMLOEHONI-HRTT—2 42— mitigate threats have been F.1.6.1, (10 8 6.09. (c)  |NIST SP800-53 R3 PE-13 [NIST SP800-53 R3 PE-4 A.9.2.3 [dment #1 PE-4
telecommunications,and internet connectivity) shall be HY—EXARVEERR Ok, BH, BERVEE implemented consistent with the F.1.6.2, |((B) 6.09. (f) NIST SP800-53 R3 PE-13 [NIST SP800-53 R3 PE-13 Comman PE-13
secured, monitored, maintained, and tested for continual HHE, BE. 1 V73— y MERLTE) OREERE risk assessment when F.1.9.2, 6.09. (9) (NIST SPB00.53 R3 PE13 N1|ST SPB00-53 R3 PE-13 dment #2
effectiveness at planned intervals to ensure protection from RLU, BEBRL. #IFL. Ao HELTLS I L A3.4.0 |commercially practicable. F.2.10, @ (NI)ST SPB00-53 R3 PE-13 Comman
unauthorized interception or damage, and designed with FRALZTAEESEN, F, PRSABIXE F.2.11, NIST SP800-53 R3 PE-13 |(2) dment #3
automated fail-over or other redundancies in the event of FENDBEIHAT, BTz —ILF—1"—XF (A3.4.0) Procedures exist to protect F.2.12 @) NIST SP800-53 R3 PE-13 Comman
planned or unplanned disruptions. ZTOMDOTREEH > =B E TR TAER S against unauthorized access to ® dment #4
Ly, system resource. Comman
dment #9
Comman
dment
#11
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Resilience
Documentation
ENRHEE LR
|

LOSYIVR
X

Business
Continuity
Management &
Operational
Resilience
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Risk

S
ERMREECE
A

LOYIVR
FHYXD

Business
Continuity
Management &
Operational
Resilience
Equipment
Location

ERMREECE
A

LOYIVR
#EDE

Business
Continuity
Management &
Operational
Resilience
Equipment
Maintenance

ERMREECE
A

LOYIVR
BEDA TS
X

Business
Continuity
Management &
Operational
Resilience
Equipment Power
FEUTIES

ERMREECE
A

LOYIVR

Business
Continuity
Management &
Operational
Resilience

Impact Analysis
ENRHEE LR
|

LOSYIVR
T

CCM
V3.0
Control
1D

BCR-04

BCR-05

BCR-06

BCR-07

BCR-08

BCR-09

- e RZL:;';I:‘Z;i Scope Applicability - -
Relevance BITS BITS . CSAA FedRAMP Security FedRAMP Security
o Shared nterpris Controls Controls
Control Specification 5 = QER Assess ohared | BSI ooy oo e o (Final Release, Jan | (Final Release, Jan | Chrr [HIPAATISONEC ;0
o @ e o Trust Service Criteria Assessm Germ VLX 41 Architect Guidance ENISA IAF 2012) 2012) (Aug HITECH 27001- Forum
== 2 2 (SOC 2SM Report) : : 2009)  Act
S g & =Y = --LOW IMPACT --MODERATE IMPACT
=g o ) 3 LEVEL-- LEVEL--
Information system documentation (e.g., administrator and 1%?&9;&7‘:&:55?‘63‘:%;(%12%73‘4& a—HHA X[ X| X (S3.11.0) Procedures exist to Domain 7, NIST SP 800-53 R3 CP-9 |NIST SP 800-53 R3 CP-9 Comman
user guides, and architecture diagrams) shall be made B 7—XT0Fv—HGE) . Elﬂ?ﬁ;?f:}\ﬁf‘ provide that personnel responsible 8 NIST SP 800-53 R3 CP-  |NIST SP 800-53 R3 CP-9 (1) 3. dment #1 .
available to authorized personnel to ensure the following: ﬁlﬁ’éﬁil-imﬁ?’étbl-\ FATERINE for the design, development, 57 13.1 ilIDST SP 80053 R3 SAS m:g gg Zgg'g: 2: gs-io@ A.10.7.4{Comman |- R1.3 |SA-5 12.3
+ Configuring, installing, and operating the information system | &sgs, 2 = 1, a5 . 5 , implementation, and operation of (B) A - dment #2|CIP-  |SA-10 12.4
EHRUATLDHRTE. FBRUER N N NIST SP 800-53 R3 CP-10
« Effectively using the system’s security features “UZF LD TAHEBEDE BFI systems affecting security have the @ Comman |007-3 - | SA-11
A.2.1.0 |qualifications and resources to NIST SP 800-53 R3 CP-10 dment #4|R9
fulfill their responsibilities. ®) Comman
NIST SP 800-53 R3 SA5 dment #5
(A.2.1.0) The entity has prepared NIST SP 800-53 R3 SA-5 (1) Comman
an objective description of the NIST SP 800-53 R3 SA-5 (3) dment
system and its boundaries and NIST SP 800-53 R3 SA-10 #11
communicated such description to NIST SP 800-53 R3 SA-11
authorized users. (Nll)ST SP 800-53 R3 SA-11
Physical protection against damage from natural causes and |BRKEPLHEBICEIHHE (KK, #K HERHDL X A3.1.0 |[(A3.1.0) Procedures exist to (1) F.1 F.2.9, RS-05 Domain 7, [6.07. (d)  [NIST SP800-53 R3 PE-1 |NIST SP800-53 R3 PE-1 8.2.4 |45CFR |A9.1.4 |Comman [CIP- [PE-1
disasters, as well as deliberate attacks, including fire, flood, IFE. KE|:;°T§§%§h6m‘ﬁﬁ~ B R, R identify potential threats of F.1.2.21, 8 6.08. (a)  |NIST SP800-53 R3 PE-13 |NIST SP800-53 R3 PE-13 164.308 |A.9.2.1 |dment #1[004-3 |PE-13
atmospheric electrical discharge, solar induced geomagnetic RE. Eli2$a&* "XIJJ;EEL A RAYARLN Tﬁ%f disruptions to systems operation F.5.1, 6.09. (a) NIST SP800-53 R3 PE-14 |NIST SP800-53 R3 PE-13 @)(7)(0) Comman |R3.2 [PE-14
storm, wind, earthquake, tsunami, explosion, nuclear accident, ?Bg:)%éz;%ﬁ@?h;@g?g&g%ﬁét =_)'_ that would impair system F.1.5.2, 6.09. (b) NIST SPB00-53 R3 PE-15 g\lll)ST SP800-53 R3 PE-13 45 CFR dment #2 PE-15
volcanic activity, biological hazard, civil unrest, mudslide, Il flinds AR " availability commitments and (2) F.2.1, 6.09. (d) 164.310( Comman PE-18
tectonic activity, and other forms of natural or man-made L. MIEREBALE T LEEEEL, A3.2.0 |assess the risks associated with F.2.7 @ a)(2)(ii) dment #3
' B sen NIST SP800-53 R3 PE-13
disaster shall be anticipated, designed, and have the identified threats. F.2.8 ®)
countermeasures applied. NIST SP800-53 R3 PE-14
(A3.2.0) Measures to prevent or NIST SP800-53 R3 PE-15
mitigate threats have been NIST SP800-53 R3 PE-18
implemented consistent with the
risk assessment when
commercially practicable.
To reduce the risks from environmental threats, hazards, and |BE LO&EE. BR. RUERZH-EVTIER X A3.1.0 [(A3.1.0) Procedures exist to (1) F.1 F.2.9, 53 |RS-06 Domain 7, [6.07. (d)  [NIST SP800-53 R3 PE-1 |NIST SP800-53 R3 PE-1 45 CFR [A.9.2.1 [Comman PE-1 9.1.3
opportunities for unauthorized access, equipment shall be kept| DHRIZ &5 X9 28T 51=0I2. BREEBE identify potential threats of F.1.2.21, |(A+) 8 6.08. (a)  [NIST SP800-53 R3 PE-14 |NIST SP800-53 R3 PE-5 164.310 dment #1 PE-5 9.5
away from locations subject to high probability environmental | E® 1) XY DEWEFM SIEREL. LS disruptions to systems operation F.5.1, 75 6.00. (a) |NISTSP800-53 R3 PE-15 |NIST SP800-53 R3 PE-14 () Comman PE-14 9.6
risks and supplemented by redundant equipment located at a | & 2 t={iBIZ/NY 2 7y THRZEHZ S L Th that would impair system F.15.2, [(C+, 6.09. (b) m:g ggggg'gg 22 SE%Z dment #2 PE-15 9.9
reasonable distance. WL TAEE S0, availability commitments and (2) F.2.1, A+) 6.09. (d) A - Comman PE-18 9.9.1
A3.2.0 |assess the risks associated with F.2.7, dment #3
the identified threats. F.2.8
(A3.2.0) Measures to prevent or
mitigate threats have been
implemented consistent with the
risk assessment when
commercially practicable.
Policies and procedures shall be established, and supporting |V AT LDERADRIGIELRTFEES DHEREREICT x| x| x X A3.2.0 [(A3.2.0) Measures to prevent or F.2.19 1(B) | opP- |A13.3 Domain 7, [6.09. (h)  [NIST SP 800-53 R3 MA-2 |NIST SP 800-53 R3 MA-2 5.2.3 |[45CFR |A9.2.4 |Comman [CIP- [MA-2
business processes and technical measures implemented, for |27, #aRORFIBIY 28t RUFIRERIL, O mitigate threats have been 04 8 NIST SP 800-53 R3 MA-4 [NIST SP 800-53 R3MA-2 (1)| 8.2.2 |164.310 dment #2|007-3 - |MA-3
equipment maintenance ensuring continuity and availability of ?b’&:#ﬁ?ﬁf%{i:&?w%%ﬁntx&ﬁ&ﬁﬁaﬁﬁ%’éi implemented consistent with the NIST SP 800-53 R3 MA-5 |NIST SP 800-53 R3 MA-3 8.2.3 |(a)(2)(iv) Comman (R6.1- [MA-4
operations and support personnel. ELZThIERDAL, risk assessment when NIST SP 800-53 REMAZ (1) | g 5 4 dment #5|R6.2 - |MA-5
A4.1.0 |commercially practicable NIST SP 800-53 RSMAS (2)| g 5 Comman |R6.3- |MA-6
o : NIST SP 800-53 R3 MA-3 (3) o i
NIST SP 800-53 R3 Ma-4 | 8:2.8 dment  |R6.4
(A4.1.0) The entity’s system NIST SP 800-53 R3 MA-4 (1) | 8:2.7 #11
availability and security NIST SP 800-53 R3 MA-4 (2)
performance is periodically NIST SP 800-53 R3 MA-5
reviewed and compared with the NIST SP 800-53 R3 MA-6
defined system availability and
related security policies.
Information security measures and redundancies shall be gﬂgg—;féﬂgm—ggfﬁflgfﬁ ;%;:% . x| x X A3.2.0 |[(A3.2.0) Measures to preventor  [F.1 F.1.6, 54 |RS-07 Domain 7, [6.08. (a)  [NIST SP800-53 R3 PE-1 [NIST SP800-53 R3 CP-8 A.9.2.2 [Comman CP-8
i i il i EE.AVRT— FE) IS H = mitigate threats have been F.1.6.1, A+ 8 6.00. (e NIST SP800-53 R3 PE-12 |NIST SP800-53 R3 CP-8 (1) A.9.2.3 [dment #1 PE-1
implemented o protect equipment from utl!lty service OIS IEREF 1 TARARRUNVIT VT HREERE imp?emented consistent with the F.1.6.2 *9 6.09. Ef)) NIST SPB00-53 R3 PE-13 |NIST SP800-53 R3 CP-8 (2) A9.2.4 |Comman PE-9
outages (e.g., power failures and network disruptions). LEFRIZEDE, ok sesmsaent v Flo 2' NIST SP800-53 R3 PE-14 |NIST SP800-53 R3 PE-1 ot PE10
commercially practicable. F210, NIST SP800-53 RS PE- Comman PE-11
' NIST SP800-53 R3 PE-10
F211, NIST SP800-53 R3 PE-11 dment #3 PE-12
F.2.12 NIST SP800-53 R3 PE-12 PE-13
NIST SP800-53 R3 PE-13 PE-14
NIST SP800-53 R3 PE-13
(1)
NIST SP800-53 R3 PE-13
)
NIST SP800-53 R3 PE-13
(3)
NIST SP800-53 R3 PE-14
There shall be a defined and documented method for BEFHFHIRBICEZ ZHEEHNT E-ODFE X| x| X X X [A3.1.0 [(A3.1.0) Procedures exist to (1) K.2 RS-02 Domain 7, [6.02. (a)  [NIST SP 800-53 R3 CP-1 |NIST SP 800-53 R3 CP-1 45 CFR [ISO/IEC|Comman [CIP-  |RA-3
determining the impact of any disruption to the organization EFEBLXBLELTENMETNELESZL, Thi identify potential threats of 8 6.03.03. (c) |NIST SP 800-53 R3 CP-2 NIST SP 800-53 R3 CP-2 164.308 |27001:2|dment #1|007-3 -
that must incorporate the following: [F. UTOBELAEEND. disruptions to systems operation 6.07. (a) |NISTSP800-53 R3RA3 |NIST SP 800-53 R3 RA-3 (@)(7)(ii)( | 005 Comman |R8 -
« Identify critical products and services cEBELUIKARVY—ERDHE that would impair system 6.07. (b) E) A.14.1.2|dment #2|R8.1 -
« Identify all dependencies, including processes, applications, |+7AtR, 77— a>, BER—rF—. availability commitments and (2) 6.07. (c) A14.1.4|Comman |R8.2 -
business partners, and third party service providers HY—RNR—F4H—EXRTANAELE, TRTD A3.3.0 [|assess the risks associated with dment #3|R8.3
« Understand threats to critical products and services KEFREROKE the identified threats.
« Determine impacts resulting from planned or unplanned EELRUFRUVYS—ER~DEBOIEE
disruptions and how these vary over time FRINFERIEFENOEXEFIFICLLHEORER (A3.3.0) Procedures exist to provide
« Establish the maximum tolerable period for disruption RUBREZBIZHES Cho0REOELORR for backup, offsite storage,
« Establish priorities for recovery « RRHBELEHREOHE A3.4.0 |restoration, and disaster recovery
« Establish recovery time objectives for resumption of critical |+ # IBDBEEIELL DR E consistent with the entity’s defined
products and services within their maximum tolerable period of [«RAHBZLBEEAICEELRARUY—EREER system availability and related
disruption Y 510 BiZE IR D RE security policies.
« Estimate the resources required for resumption cBRIRELRERORELY
(A3.4.0) Procedures exist to provide
for the integrity of backup data and
systems maintained to support the
entity’s defined system availability
and related securitv policies.
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Procedures exist to (1) identify
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Shared

Assessm Germ
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V1.X

COBIT
4.1

CSA
Enterpris
e
Architect

CSA
Guidance

Domain 7,

ENISA IAF

6.07. (a)

Scope Applicability

FedRAMP Security
Controls
(Final Release, Jan
2012)
--LOW IMPACT
LEVEL--
NIST SP 800-53 R3 CP-1

FedRAMP Security
Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT

LEVEL--
NIST SP 800-53 R3 CP-1

GAPP
(Aug
2009)

HIPAA /
HITECH
Act

45 CFR

ISO/IEC
27001-

Jericho
Forum

Comman

security policies.

(S3.13.0) Procedures exist to
provide that only authorized,
tested, and documented changes
are made to the system.

business pracesses and technical measures implemented, for |£&E35_&EBMELT, $§®@_ﬁﬁ&iﬁfﬁmﬁ potential threats of disruptions to 8 NIST SP 800-53 R3 CP-2 |NIST SP 800-53 R3 CP-2 164.308 |4.3.2 |dment #1 CP-2
business resiliency and operational continuity to manage the BED IO DR S —RUEFIREREIIL, :*';':”éfﬁﬁ systems operation that would K.3.1 31 DS 4.2 NIST SP 800-53 R3 CP-2 (1) (@)(7)() |A.14.1.1|Comman
risks of minor to catastrophic business disruptions. These Ef’f fg%ﬁ?%‘%?%ﬁéﬁ??fx&iil{Tgh impair system availability (C+, NIST SP 800-53 R3 CP-2 (2) 45 CFR |A14.1.4|dment #2
policies, procedures, processes, and measures must protect |, (*,b g e > i e iy by commitments and (2) assess the At) 164.308 Comman
the availability of critical business operations and corporate aﬁé?‘é,ﬁ!‘]ﬂliiﬁﬂlU)IIIE:rﬁﬁLGE?'(: Eg&/ A3.3.0 |risks associated with the identified (@)(7)(i)( dment #3
. . - EBOLEEEDAAMERELLTARELEN, & o
assets in accordance with applicable legal, statutory, or BOEFE HLE-BETOY S LEERLEITIES threats. C)
regulatory compliance obligations. A management program B, Ff=. Chbld, EE2ZTH5TRTOMHER. A
shall be established with supporting roles and responsibilities |8 . 4+ & ER5|BFEHEICEHSh . REIELTREXIX Procedures exist to provide for
that have been communicated and, if needed, consented ZHITKYEBESNTUOETIEZESEL, backup, offsite storage, restoration,
and/or contractually agreed to by all affected facilities, A3.4.0 |and disaster recovery consistent
personnel, and/or external business relationships. with the entity’s defined system
availability and related security
policies.
Procedures exist to provide for the
integrity of backup data and
systems maintained to support the
entity’s defined system availability
and related security policies.
Policies and procedures shall be established, and supporting |ERIC&>TRZITANLNDEIHAZENTIL V4, X X X S2.3.0 |(S2.3.0) Responsibility and G.1.1 45 OP- |DS13. Domain 7, |6.03. (c)  |NIST SP 800-53 R3 CM-2 [NIST SP 800-53 R3 CM-2 8.2.1 Clause |Comman CM-2 12.1
business processes and technical measures implemented, for |COBIT 5%&) &SN\ TREEM, (8. BEE accountability for the entity’s (B) 01 |1 8 NIST SP 800-53 RS CM-4 |NIST SP 800-53 R3 CM-2 (1) 51 dment #1 CM-3 122
appropriate IT governance and service management to ensure |X{E3 258D ITHEEZ BYIZEEL. 1REL. XIBT system availability, confidentiality of NIST SP 800-53 R3 CM-6 |NIST SP 800-53 R3 CM-2 (3) A8.1.1 |Comman CM-4 12.3
appropriate planning, delivery and support of the HIEEBMELT BURITHNFVRARUY—ERE data, processing integrity, system NIST SP 800-53 RS MA-4 |NIST SP 800-53 RS CM-2 (5) A8.2.1 |dment #2 CM-5 12.4
organization's IT capabilities supporting business functions,  [(BEDf=HDHRY L —RUFIBEREIL, ChbEHad security and related security m:g :E ggg'gz 22 g:'i m:g :E ggg'gz 22 gm: A8.2.2 |Comman CM-6
f _ % ~ L - - - -3 (2)
workforce, and/or customers based on industry acceptable 6'f_4¥)®§i§?’ﬂt%&U&ﬁﬁBﬁﬁ%’é§%L& 'T*L policies and changes and updates NIST SP 800-53 R3 SA5 |NIST SP 800-53 R3 CM-4 A.10.1.1{dment #3 CM-9
standards (i.e., ITIL v4 and COBIT 5). Additionally, policies and li;*":’f;l;:" ébli‘ *'J?f&f > —Eli; (BEZ) & to those policies are communicated NIST SP 800-53 R3 CM-5 Comman MA-4
procedures shall include defined roles and responsibilities ti&ﬁ&f&‘%ﬁ”wmﬁ%ﬂ BRI &> TRIAMBIE to entity personnel responsible for NIST SP 800-53 R3 CM-6 dment #6 SA-3
supported by regular workforce training. e 17l implementing them. NIST SP 800-53 R3 CM-6 (1) Comman SA-4
NIST SP 800-53 R3 CM-6 (3; dment #7 SA-5
NIST SP 800-53 R3 CM-9 @ SA-8
NIST SP 800-53 R3 MA-4 SA-10
NIST SP 800-53 R3 MA-4 (1) SA-11
NIST SP 800-53 R3 MA-4 (2) SA-12
NIST SP 800-53 R3 SA-3
NIST SP 800-53 R3 SA-4
NIST SP 800-53 R3 SA-4 (1)
NIST SP 800-53 R3 SA-4 (4)
NIST SP 800-53 R3 SA-4 (7)
NIST SP 800-53 R3 SA-5
NIST SP 800-53 R3 SA-5 (1)
NIST SP 800-53 R3 SA-5 (3)
NIST SP 800-53 R3 SA-8
NIST SP 800-53 R3 SA-10
NIST SP 800-53 R3 SA-11
NIST SP 800-53 R3 SA-11
(]
NIST SP 800-53 R3 SA-12
Policies and procedures shall be established, and supporting |EEGEEORFHMEE. ThZh ORI —RUF x| x X X X [A3.3.0 [(A3.3.0) Procedures exist to provide D.22.9 |36 DG- (DS 4.1 Domain 5 [6.03. (h)  [NIST SP 800-53 R3 CP-2 |NIST SP 800-53 R3 CP-2 5.1.0 |45 CFR |Clause |Comman [CIP- [CP-2 3.1
business processes and technical measures implemented, for |IB, W8 4T HiRRI R ISR _E DI HES(<HE for backup, offsite storage, (B) 04 |DS 4.2 6.07.01. (c) |NIST SP 800-53 R3 CP-9 |NIST SP 800-53R3CP-2(1)| 5.1.1 (164.308 [4.3.3 |dment |003-3- |CP-6 3.1.1
defining and adhering to the retention period of any critical —E_Eﬁ_l‘ ;hl:ﬁm?éf:&)@*'J’/-&U?IIIE’&BE restoration, and disaster recovery DS 4.5 NIST SP 800-53 R3CP-2(2)| 52 2 (@)(7)(ii)( |A.10.5.1|#11 R4.1 [CP-7 3.2
asset as per established policies and procedures, as well as IZL. _h;b’éﬁﬁﬂ'éfgtz)ﬁﬁ‘?ﬂt}?lﬁi’ﬁﬁﬂﬁ consistent with the entity’s defined DS 4.9 NIST SP 800-53 R3 CP-6 8.2.6 |A) A10.7.3 CP-8 9.9.1
applicable legal, statutory, or regulatory compliance ffgiﬁ}f%;%%%‘%P;Si\nﬁa—gﬁfﬁ%ﬂﬁw system availability and related DS m:g gg ggg'g: 22 gg'z (;) 45 CFR CP-9 9.5
obligations. Backup and recovery measures shall be 1#: = el & I AP A3.4.0 |security policies. 11.6 @ 164.310 SI-12 9.6
; : st ’ DEED=HISHET AT IEESAEN, NIST SP 800-53 R3 CP-7 -
incorporated as part of business continuity planning and tested NIST SP 800-53 R3 CP-7 (1) (d)(2)(iv) AU-11 10.7
accordingly for effectiveness. (A3.4.0) Procedures exist to provide NIST SP 800-53 R3 CP-7 (2) 45 CFR
for the integrity of backup data and NIST SP 800-53 R3 CP-7 (3) 164.308(
13.20.0 |systems maintained to support the NIST SP 800-53 R3 CP-7 (5) a)(7)(ii)(
entity’s defined system availability NIST SP 800-53 R3 CP-8 D)
and related security policies. m:g gg ggg'g: 2: gg'g 8 45 CFR
- - 164.316(
1321.0 |(13.20.0) Procedures exist to N s e o b)(2)(i)
provide for res(toratlon( and dlsagter NIST SP 800-53 R3 CP-0 (3) (New)
recovery consistent with the entity’s
defined processing integrity
policies.
(13.21.0) Procedures exist to
provide for the completeness,
accuracy, and timeliness of backup
data and systems.
Policies and procedures shall be established, and supporting |[RY>Y—RUFIEEHEIL, ChoE#RT H-HDE x| x| x X X S3.12.0 [(S3.12.0) Procedures exist to 1.2 1.1.1, RM- [A12 None [6.03.(a) [NIST SP800-53 R3 CA-1 |NIST SP 800-53 R3 CA-1 1.2.6 A.6.1.4 |Comman CA1 6.3.2
business processes and technical measures implemented, to |B7A2XRUE TR KEREL, T—%, F/RET maintain system components, 1.1.2,1.2 01 |A16.1 NIST SP 800-53 R3 CM-1 |NIST SP 800-53 R3 CM-1 A.6.2.1 [dment #1 CM-1
ensure the development and/or acquisition of new data, 7'17_?3?~ 4:/75§'"5?9:‘V_*""7_7_‘&U:/ including configurations consistent 7.2,1.2.8, NIST SP 800-53 R3 PL-1 NIST SP 800-53 R3 CM-9 A.12.1.1|Comman CM-9
physical or virtual applications, infrastructure network and ‘ZTA:'/*?*/'\ 7&!9‘(}[‘:$§FE -%i%ﬁﬁ T—5t with the defined system security 1.2.9, NIST SP 800-53 R3 PL-2 |NIST SP 800-53 R3 PL-1 A.12.4.1{dment #2 PL-1
: VA—REERDHROFARES S VREEN. BDE . NIST SP 800-53 R3 SA-1 [NIST SP 800-53 R3 PL-2
systems compgqents, or any corporate, operatlons and/or BEEELLZ OB HBIEET [THEEC kT . S3.10.0 |policies. 1.2.10, NIST SP 800-53 R3 SA-3 |NIST SP 800-53 R3 SA-1 A.12.4.2|Comman PL-2
datacenter facilities have been pre-authorized by the RECERARIN TN ESIZLETRIEALA, 1.2.13, NIST SP 800-53 R3 SA-4 |NIST SP 800-53 R3 SA-3 A.12.4.3|dment #3 SA-1
organization's business leadership or other accountable (S3.10.0) Design, acquisition, 1.2.14, NIST SP 800-53 R3 SA-4 A1255 SA-3
business role or function. implementation, configuration, 1.2.15, NIST SP 800-53 R3 SA-4 (1) A.15.1.3 SA-4
modification, and management of 1.2.18, NIST SP 800-53 R3 SA-4 (4) A15.1.4
S$3.13.0 |infrastructure and software are 1.2.22.6, NIST SP 800-53 R3 SA-4 (7)
consistent with defined system L5
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Control Domain V3.0 Control Specification

Control
1D

(Ol lo[el el Fllelelefod The use of an outsourced workforce or external business
Configuration relationship for designing, developing, testing, and/or
Management deploying the organization's own source code shall require
Outsourced higher levels of assurance of trustworthy applications (e.g.,
Development management supervision, established and independently
EEEELERE certified adherence of information security baselines,

) mandated information security training for outsourced
workforce, and ongoing security code reviews).
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ddy
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Japinoid

by swnsuon

reual

AICPA
Trust Service Criteria
(SOC 2SM Report)

(S3.10.0) Design, acquisition,
implementation, configuration,
modification, and management of
infrastructure and software are
consistent with defined system
availability, confidentiality of data,
processing integrity, systems
security and related security
policies.

(S3.13) Procedures exist to provide
that only authorized, tested, and
documented changes are made to
the system.

BITS
Shared
Assess

CCM COBIT
V1.X

Scope Applicability

CSA
Guidance ENISA IAF

FedRAMP Security FedRAMP Security
Controls Controls
(Final Release, Jan ((GLENREEESEANED]
2012) 2012)
--LOW IMPACT --MODERATE IMPACT
LEVEL-- LEVEL--

NIST SP 800-53 R3 SA-4 [NIST SP 800-53 R3 SA-4
NIST SP 800-53 R3 SA-5
NIST SP 800-53 R3 SA-9 [NIST SP 800-53 R3 SA-4 (4)

NIST SP 800-53 R3 SA-4 (1)

NIST SP 800-53 R3 SA-4 (7)
NIST SP 800-53 R3 SA-5
NIST SP 800-53 R3 SA-5 (1)
NIST SP 800-53 R3 SA-5 (3)
NIST SP 800-53 R3 SA-8
NIST SP 800-53 R3 SA-9
NIST SP 800-53 R3 SA-9 (1)
NIST SP 800-53 R3 SA-10
NIST SP 800-53 R3 SA-11
NIST SP 800-53 R3 SA-11
@)

NIST SP 800-53 R3 SA-12

GAPP HIPAA/ ISO/IEC

(Aug HITECH 27001-

2009) Act 2005

Jericho
Forum

Comman
dment #1
Comman
dment #2
Comman
dment #3

(O [o[ ey el FeleleRok]| A program for the systematic monitoring and evaluation to
Configuration ensure that standards of quality and security baselines are
Management being met shall be established for all software developed by
Quality Testing the organization. Quality evaluation and acceptance criteria for
TEEELERE information systems, upgrades, and new versions shall be

) established and documented, and tests of the system(s) shall
RERE be carried out both during development and prior to
acceptance to maintain security. Management shall have a
clear oversight capacity in the quality testing process, with the
final product being certified as "fit for purpose"” (the product
should be suitable for the intended purpose) and "right first
time" (mistakes should be eliminated) prior to release. It is also
necessary to incorporate technical security reviews (i.e.,
wulnerability assessments and/or penetration testing) to
remediate vulnerabilities that pose an unreasonable business
risk or risk to customers (tenants) prior to release.

HEHOBART DT ATOVINIITA, RERUE
FaUTARN—RSAVOHEITHELTNDLERER
129210, RROLERRUFHEOTOY S LEH
LB NREBLEN, FRRT L, FYTTL—F #
N=2a0 DREFHRURANEELRILLIELL
RFNIFEBIEN, Fo, X2 TAEMIF T 510(2,
BASER R URZANAICS AT LDRBRERELL T
[FRLV, FEEE, AERBBEICE VO CHEGE
RENERHS, REREMATEMICEBL TSI (A
EMABELI-BMISELTING) &, F=, YU—RET
ISBEETHD | BEMSRESNTING) SR TE
RIFNIFEBIN, Ff, V) —RFNSFRHLEREIRY
RIFEE (THUMADIRIELLT B R ERFR
5O, BfiEtF 1) T LE 1 —(HEHHEDF
BFEFRARR) ZMYANDILELH D,

(A3.13.0, C3.16.0, 13.14.0, S3.10.0)
Design, acquisition,
implementation, configuration,
modification, and management of
infrastructure and software are
consistent with defined system
availability, confidentiality of data,
processing integrity, systems
security and related security
policies.

(S3.13) Procedures exist to provide
that only authorized, tested, and
documented changes are made to
the system.

RM-
03

None 6.03.01. (b)
6.03.01. (d)

NIST SP 800-53 R3 CM-1 [NIST SP 800-53 R3 CM-1
NIST SP 800-53 R3 CM-2 [NIST SP 800-53 R3 CM-2
NIST SP 800-53 R3 SA-3 |NIST SP 800-53 R3 CM-2 (1)
NIST SP 800-53 R3 SA-4 |NIST SP 800-53 R3 CM-2 (3)
NIST SP 800-53 R3 SA-5 |NIST SP 800-53 R3 CM-2 (5)
NIST SP 800-53 R3 SA-3
NIST SP 800-53 R3 SA-4
NIST SP 800-53 R3 SA-4 (1)
NIST SP 800-53 R3 SA-4 (4)
NIST SP 800-53 R3 SA-4 (7)
NIST SP 800-53 R3 SA-5
NIST SP 800-53 R3 SA-5 (1)
NIST SP 800-53 R3 SA-5 (3)
NIST SP 800-53 R3 SA-8
NIST SP 800-53 R3 SA-10
NIST SP 800-53 R3 SA-11
NIST SP 800-53 R3 SA-11
@)

9.1.0 A6.1.3

9.1.1 Al10.1.1
9.2.1 A10.1.4
9.2.2 A10.3.2
Al21.1
Al221
Al1222
A1223
Al22.4
Al24.1
Al12.4.2
A12.43
Al125.1
A125.2
A1253
Al26.1
A13.1.2
Al152.1
A15.2.2

Comman
dment #1
Comman
dment #2
Comman
dment #3

CM-1

LEn e[l RAlelelesv 2 Policies and procedures shall be established, and
Configuration supporting business processes and technical measures
Management implemented, to restrict the installation of unauthorized
Unauthorized software on organizationally-owned or managed user end-
SRilEE point devices (e.g., issued workstations, laptops, and

;Sfi?g;fﬁ e mobile devices) and IT infrastructure network and systems
= components.

RREDV/ZFDT
FDAL =/

HBRAFMAXITEET 51— OIURRAUT /A
R (KEN=D—HRTF—Lav SvThy T BRI
TINARIGE) (TAVITZRANGIFv—F I T—IRY
SRTFLAVKR—RUMIRBENTOEWNY IR T
MAVRAR—ILENBEEH DT, AR RUFIEZE
FELL, ChoEHET 1= DEH TR RUEIM
KXt RERELLE T NSRS,

(A3.6.0) Procedures exist to restrict
physical access to the defined
system including, but not limited
to, facilities, backup media, and
other system components such as
firewalls, routers, and servers.

(S3.5.0) Procedures exist to protect
against infection by computer
viruses, malicious code, and
unauthorized software.

(S3.13.0) Procedures exist to
provide that only authorized,
tested, and documented changes
are made to the system.

G.1
1.2

RM-
05

None

NIST SP 800-53 R3 CM-1 [NIST SP 800-53 R3 CM-1
NIST SP 800-53 R3 CM-2 [NIST SP 800-53 R3 CM-2
NIST SP 800-53 R3 CM-7 [NIST SP 800-53 R3 CM-2 (1)
NIST SP 800-53 R3 CM-8 [NIST SP 800-53 R3 CM-2 (3)
NIST SP 800-53 R3 SA-6 [NIST SP 800-53 R3 CM-2 (5)
NIST SP 800-53 R3 SA-7 [NIST SP 800-53 R3 CM-3
NIST SP 800-53 R3 SI-1  [NIST SP 800-53 R3 CM-3 (2)
NIST SP 800-53 R3 SI-3 [NIST SP 800-53 R3 CM-5
NIST SP 800-53 R3 CM-5 (1)
NIST SP 800-53 R3 CM-5 (5)
NIST SP 800-53 R3 CM-7
NIST SP 800-53 R3 CM-7 (1)
NIST SP 800-53 R3 CM-8
NIST SP 800-53 R3 CM-8 (1)
NIST SP 800-53 R3 CM-8 (3)
NIST SP 800-53 R3 CM-8 (5)
NIST SP 800-53 R3 CM-9
NIST SP 800-53 R3 SA-6
NIST SP 800-53 R3 SA-7
NIST SP 800-53 R3 SI-1
NIST SP 800-53 R3 SI-3
NIST SP 800-53 R3 SI-3 (1)
NIST SP 800-53 R3 SI-3 (2)
NIST SP 800-53 R3 SI-3 (3)
NIST SP 800-53 R3 Sl-4
NIST SP 800-53 R3 SlI-4 (2)
NIST SP 800-53 R3 Sl-4 (4)
NIST SP 800-53 R3 Sl-4 (5)
NIST SP 800-53 R3 Sl-4 (6)
NIST SP 800-53 R3 SI-7
NIST SP 800-53 R3 SI-7 (1)

324 A10.1.3
8.2.2 A10.4.1
Al115.4
All16.1
Al24.1
A1253

Comman
dment #1
Comman
dment #2
Comman
dment #3
Comman
dment #5
Comman
dment
#11

CM-1
CM-2
CM-3
CM-5
CM-7
CM-8
CM-9
SA-6
SA-7
SI-1
SI-3
Sl-4
SI-7
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P s1ndwo)
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X ENhN[e)

AICPA
Trust Service Criteria
(SOC 2SM Report)

shared BTS
Assess Shared BSI cem

ments Assessm Germ VL.X
ents any

AUP
V5.0 SIG v6.0

COBIT
4.1

CSA
Enterpris
e
Architect

Scope Applicability

CSA
Guidance ENISA IAF

FedRAMP Security
Controls
(Final Release, Jan
2012)
--LOW IMPACT
LEVEL--

FedRAMP Security
Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT
LEVEL--

GAPP
(Aug
2009)

HIPAA / ISO/IEC
HITECH 27001-
Act 2005

Jericho
Forum

Data Security &
Information
Lifecycle
Managment
Classification
F—atXaY
T4 EWRSA D
Y14 INER

£

Data Security &
Information
Lifecycle
Management
Data Inventory /
Flows
F—atXaY
T4 EWRSA D
Y14 INER
T4 R 70—

Data Security &
Information
Lifecycle
Management
eCommerce
Transactions
F—atXaY
T4 EWRSA D
Y14 INER
egv—X r,Z>
Yo3>

Data Security &
Information
Lifecycle
Management
Handling /
Labeling / Security
Policy
F—atXaY
T4 EWRSA D
Y14 INER

Data Security &
Information
Lifecycle
Management
Information
Leakage
F—atXaY
T4 EWRSA D
Y14 IONER

TEHmAL

PN IRAeleleE]| Policies and procedures shall be established, and supporting | %# L EBE4L, RIFMBEE (TN ICRETHE/RE X .16.0 |(A3.16.0, S$3.13.0) Procedures exist 1.2.17, 6.03.(a)  |NIST SP800-53 R3 CA-1 NIST SP 800-53 R3 CA-1 1.2.6 [45CFR [A.10.1.4|Comman
IT governance and service management-related business FIVr—2av RUV AT LEAUAT—X (AP) D S3.13.0 |to provide that only authorized, 1.2.20, 02 |A17.6 NIST SP 800-53 R3 CA-6 NIST SP 800-53 R3 CA-6 164.308 |A.12.5.1|dment #1|003-3 - [CA-6 6.3.2
processes implemented, for managing the risks associated RURE. (VTSRS F v —RIbT—IRUY tested, and documented changes 1.2.22 NIST SP 800-53 R3 CA-7 |NIST SP 800-53 R3 CA-7 (a)(5)(ii)( |A.12.5.2| Comman |R6 CA-7 6.4
with applying changes to business-critical or customer (tenant) AT L3R F?" Eiﬁfﬁ?éﬁ? '1375'%}5 are made to the system. NIST SP 800-53 R3 CM-2 |NIST SP 800-53 R3 CA-7 (2) C) dment #2 CM-2 6.1
h ’ . . L TBE0IC. RS —RUFIEERLIL. chbE@Ed NIST SP 800-53 R3 CM-6 |NIST SP 800-53 R3 CM-2
impacting (physical and virtual) application and system-system T Sl . > NIST SP 800-53 R3 PL-2 |NIST SP 800-53 R3 CM-2 (1) 45 CFR Comman CM-3
interface (API) designs and configurations, as well as 6””'\-’-’%&“? FZ N Emf@?#ﬁﬁ A . . . - 164.312 dment #3 CM-5
N . L REBEALLZFNIEESE, BAFTIC, HATaxE NIST SP 800-53 R3 PL-5 |NIST SP 800-53 R3 CM-2 (3)
infrastructure netwgrk and systems con'!ponents. Technical ATl boT. $RCHOEEN. BREh -TEE NIST SP 800-53 R3 SI-2 |NIST SP 800-53 R3 CM-2 (5) (b) Comman CM-6
mgasures shall be implemented tq provide assurance that, R.EBLEEANEEE (TN CHEBTEURY NIST SP 800-53 R3 CM-3 dment CM-9
prior to deployment, all changes directly correspond to a DT ATF—S S EITROYS R DB, BUAE NIST SP 800-53 R3 CM-3 (2) #11 PL-2
registered change request, business-critical or customer BEIC LD BT . 2449 (SLA) IRt > 1-FEE (FF> NIST SP 800-53 R3 CM-5 PL-5
(tenant) impacting risk analysis, validation of expected outcome| k) ADBENE LU ZFDEE. DT R TER-TLER NIST SP 800-53 R3 CM-5 (1) SI-2
in staged environment, pre-authorization by appropriate AL T LIRS0, NIST SP 800-53 R3 CM-5 (5) SI-6
management, and notification to, and/or authorization by, the NIST SP 800-53 R3 CM-6 SI-7
NIST SP 800-53 R3 CM-6 (1)
customer (tenant) as per agreement (SLA). NIST SP 800-53 R3 CM-6 (3)
NIST SP 800-53 R3 CM-9
NIST SP 800-53 R3 PL-2
NIST SP 800-53 R3 PL-5
NIST SP 800-53 R3 SI-2
NIST SP 800-53 R3 SI-2 (2)
NIST SP 800-53 R3 SI-6
NIST SP 800-53 R3 SI-7
NIST SP 800-53 R3 SI-7 (1)
Data and objects containing data shall be assigned a T—ARVT—AEEUATOIME. T—251(7, x| x| x| x| x|[x|x]|x] x X [$3.8.0 [(S3.8.0) Procedures exist to D.1.3, DG- (PO 2.3 Domain 5 [6.04.03. (a) |NIST SP 800-53 R3 RA-2 |NIST SP 800-53 R3 RA-2 1.2.3 A.7.2.1 [Comman [CIP- |RA-2 9.7.1
classification based on data type, jurisdiction of origin, TAREMOEEEE, T AMAOEEE, OV classify data in accordance with D.2.2 02 |DS NIST SP 800-53 R3 AC-4 1.2.6 dment #9|003-3 - |AC-4 9.10
jurisdiction domiciled, context, legal constraints, contractual TR, ﬁiﬁﬂ;hﬁ_ﬂio)ﬂ*& ifiE , A1 *ﬂﬁﬂ_: classification policies and 11.6 4.1.2 R4 - R5 12.3
constraints, value, sensitivity, criticality to the organization, toﬁ;(d)i%ﬁ\f:%@f:g)d)ﬁﬁ%i%\ TE@?"&]”‘ periodically monitor and update 8.2.1
third-party obligation for retention, and prevention of ;:F;ﬁﬁ @iﬁio)ﬁ%ﬁ)ﬁl‘g LT EER TN C3.14.0 [such classifications as necessary. 8.2.5
2 " . E7ELY,
unauthorized disclosure or misuse. 8.2.6
(C3.14.0) Procedures exist to
provide that system data are
classified in accordance with the
defined confidentiality and related
security policies.
Policies and procedures shall be established, and supporting |3&2. 8%, X(EHTS54F—> 245 (SLA) DEHD - Domain 5 [6.10. (a) NIST SP 800-53 R3 SC-30
business processes and technical measures implemented, to  |#&ZHREL, T—2ICBETHZOMDEEYR VI 6.10. (b)
inventory, document, and maintain data flows for data thatis | X432 EEHMELT, HIBMICHHTHY—ER 6.10. (c)
resident (permanently or temporarily) within the service's o)i/ﬁﬁ?j'{’7_:{3?~ 4:/75;5'“277"\'_*?" 6.10. (d)
geographically distributed (physical and virtual) applications D—IRULRT LAY R—RYPAIC (BERE—R 6.10. (e)
and infrastructure network and systems components and/or B‘JL)??E%L\ MOE=HLABANET—SDT 57
A N N . O—N—BEERL. XELL. #5T5-HDHHR
shared with other third pames to ascertain any regulatow, UFIEERESIL. ChoEBBRTA-HONEETOER
statutory, or supply chain agreement (SLA) compliance impact, | g (i i d 3t S £ E2 LA (FRIEHESAEL, TANAS
and to address any other business risks associated with the X, HHICBERT AN —ERD—EELTHIAINS
data. Upon request, provider shall inform customer (tenant) of & (&, ERIZE DT, BE(FFUN) ICHESFHEBEMN
compliance impact and risk, especially if customer data is used | RIFF HER VYR VEBHLE TSRS,
as part of the services.
Data related to electronic commerce (e-commerce) that 2 L OREOCT —2OWBEHCSENTED LI, X X X[ X[x] X X |s3.6 (S3.6) Encryption or other G.4 G.19.1.1, 1S-28 (DS Domain 2 NIST SP 800-53 R3 AC-1 [NIST SP 800-53 R3AC-22 | 3.2.4 [45CFR |A.7.2.1 |Comman AC-14 211
traverses public networks shall be appropriately classified and |AF YT —Y%HEoTiERIEShde-av—RITEDH equivalent security techniques are |G.11 G.19.1.2, 5.10 NIST SP 800-53 R3 AC-2 |NIST SP 800-53 R3 AU-10 | 4.2.3 |164.312( |A.10.6.1|dment #4 AC-21 4.1
protected from fraudulent activity, unauthorized disclosure, or |&7 —#ZEIHEAL, FETA, FRISHTLVEL used to protect transmissions of  [G.16 G.19.1.3, 5.11 NIST SP 800-53 R3AC-  |NIST SP 800-53R3AU-10 | 7.1 2 [e)(1) A.10.6.2|Comman AC-22 4.1.1
modification in such a manner to prevent contract dispute and BIRREEENSRELGTNIEGLE0. user authentication and other G.18 G.10.8, 22 ©) 7.2.1 |45 CFR |A.10.9.1|dment #5 1A-8 4.2
. ) P . NIST SP 800-53 R3 AU-1 |NIST SP 800-53 R3 SC-8
compromise of data. confidential information passed 1.3 G.9.11, NIST SP 800-53 R3 SC-8 (1) 7.2.2 |164.312(|A.10.9.2|Comman AU-10
113.3.a-e|over the Internet or other public 1.4 G.14, NIST SP 800-53 R3 SC-9 8.2.1 |e)(2)() |A.15.1.4|dment #9 SC-4
networks. G.15.1 NIST SP 800-53 R3 SC-9 (1) | 8:2.5 Comman SC-8
dment SC-9
(113.3.a-e) The procedues related #10
to completeness, accuracy, Comman
timeliness, and authorization of dment
13.4.0 system processing, including error #11
correction and database
management, are consistent with
documented system processing
integrity policies.
(13.4.0) The procedures related to
completeness, accuracy,
timeliness, and authorization of
outputs are consistent with the
documented system processing
Policies and procedures shall be established for labeling, FT—HARUVT—EEELAITOIOrDOSR) LY 0B X[x{x|x[x|x[x]|x]| x X |s3.2.a [(S3.2.a) a. Logical access security [G.13 D.2.2 DG- (PO 2.3 Domain 5 [6.03.05. (b) [NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 1.1.2 A7.2.2 [Comman |[CIP- |AC-16 9.5
handling, and the security of data and objects which contain | BURLY £F1UTADIHDRY L —RUFIREREIL measures to restrict access to 03 |Ds NIST SP 800-53 R3 MP-1 NIST SP 800-53 R3AC-16 | 5.0 A.10.7.1|dment #8|003-3 - |MP-1 9.6
data. Mechanisms for label inheritance shall be implemented | &AL EEEELY, 7'_'5‘5’?“—'&)'(*5%767{7:{17 information resources not deemed 116 NIST SP 800-53 R3 PE-1 |NIST SP 800-53 R3MP-1 | 79 » A.10.7.3|Comman |R4 - [MP-3 9.7.1
for objects that act as aggregate containers for data. H‘l'i:?"\)L’é.‘ﬂiﬁ(l}({%ﬁ?’éﬁ%ﬁ#’é%&l,& i+ to be public. NIST SP 800-53 R3 PE- | NIST SP 800-53 R3 MP-3 8.1.0 A.10.8.1|dment #9|R4.1  |PE-16 9.7.2
NIFEBIELN, 16 NIST SP 800-53 R3 PE-16 | o>’ Comman Sh12 010
NIST SP 800-53 R3 SI-1 |NIST SP 800-53 R3 SC-9 o :
NIST SP 800-53 R3 SI-12 |NIST SP 800-53 R3 SC-9 (1) | 8:2-6 dment SC-9
NIST SP 800-53 R3 SI-1 #10
NIST SP 800-53 R3 SI-12
Security mechanisms shall be implemented to prevent data |7 —2DWAWVEHST-HIZ, EF21) T BEREL XXX X|X|[X|X]|X] X C3.5.0 [(C3.5.0) The system procedures 1.2.18 DG- |DS Domain 5 NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-2 7.21 A.10.6.2|Comman AC-2 1.2
leakage. RIFRIEESEN, provide that confidential 07 |11.6 NIST SP 800-53 R3 AC-2 [NIST SP 800-53 R3AC-2 (1) | 8.1.0 A.12.5.4|dment #4 AC-3 6.5.5
information is disclosed to parties NIST SP 800-53 R3 AC-3 |NIST SP 800-53R3AC-2(2) | g1 1 Comman AC-4 11.1
only in accordance with the entity's NIST SP 800-53 R3AC-2(3) | g 5 3 dment #5 AC-6 11.2
S3.4.0 |defined confidentiality and related NISTSP 800-53 RSAC-2(4)| g 5 » Comman AC-11 11.3
o y . NIST SP 800-53 R3 AC-2 (7) e .
security policies. NIST SP 800-53 R3 AC-3 8.2.5 dment #6 AU-13 11.4
NIST SP 800-53 R3 AC-3 (3) | 8-2.6 Comman PE-19 Al
(S3.4.0) Procedures exist to protect NIST SP 800-53 R3 AC-4 dment #7 SC-28
against unauthorized access to NIST SP 800-53 R3 AC-6 Comman SA-8
system resources. NIST SP 800-53 R3 AC-6 (1) dment #8 SI-7
NIST SP 800-53 R3 AC-6 (2) Comman
NIST SP 800-53 R3 AC-11 dment #9
N1IST SP 800-53 R3 AC-11 Comman
(Nl)ST SP 800-53 R3 SA-8 dment
NIST SP 800-53 R3 SC-28 #10
NIST SP 800-53 R3 SI-7 Comman
NIST SP 800-53 R3 SI-7 (1) dment
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RIS Production data shall not be replicated or used in non- WET—2E, FNEBB THERNLEALLTIIALA X (C3.5.0) The system procedures 1.2.18 Domain 5 [6.03. (d) NIST SP 800-53 R3 SA-11 | 1.2.6 |45 CFR [A.7.1.3 |Comman
Information production environments. L, provide that confidential 06 NIST SP 800-53 R3 SA-11 164.308( |A.10.1.4|dment #9|003-3 - [CM-04
Lifecycle information is disclosed to parties @ a)(4)(ii)( |A.12.4.2|Comman |R6
Management only in accordance with the entity’s B A.12.5.1|dment
Non-Production S3.4.0 [defined confidentiality and related #10
Data security policies. Comman
F—4t%ay dment
F 4 EREBSA D C3.21.0 |(S3.4.0) Procedures exist to protect #11
L HNEER against unauthorized access to
FEEF—H system resources.
(C3.21.0) Procedures exist to
provide that confidential
information is protected during the
system development, testing, and
change processes in accordance
with defined system confidentiality
and related security policies.
DEERS I RIS Moyl All data shall be designated with stewardship, with assigned [T X TORRICH L TEBREENEZSNAZITIIE x| x| x| x| x| x| x]|x] x S2.2.0 [(S2.2.0) The security obligations of C.2.5.1, DG- |DS5.1 Domain 5 NIST SP 800-53 R3 CA-2 |NIST SP 800-53 R3 CA-2 6.2.1 |45 CFR |A.6.1.3 |Comman [CIP- [CA-2
Information responsibilities defined, documented, and communicated. B5ELY, EEAEEOEEG. ERSN, XS, users and the entity’s security C.2.5.2, 01 |Po23 NIST SP 800-53 R3 CA-2 [NIST SP 800-53 R3 CA-2 (1) 164.308 |A.7.1.2 |dment #6(007-3 - [PM-5
Lifecycle BHISNETNIEESEN, commitments to users are D.1.3, L7 g\lll)ST SP 800-53 R3 PS-2 z:g :E ggg'gz g: :i‘; (@)(2) A.15.1.4|Comman [R1.1- [PS-2
Managemem communicated to authorized users. NIST SP 800-53 R3 RA2 |NIST SP 800-53 R3 SA2 dment R1.2 RA-2
Ownership / $2.3.0 NIST SP 800-53 R3 SA-2 #10 SA2
Stewardship (S2.3.0) Responsibility and
F—AtFalY accountability for the entity’s
F 4 EREBSA D system security policies and
L HNEER changes and updates to those
EHEML ZiE $3.8.0 |policies are communicated to entity
1 personnel responsible for
implementing them.
(S3.8.0) Procedures exist to
classify data in accordance with
classification policies and
periodically monitor and update
such classifications as necessary
DEER I RIS Bl Policies and procedures shall be established, and supporting  [BH5 2R —U AT A7 DT —45REICIKEL. 58 x| x| x| x| x| x| x]|x] x C3.5.0 [(C3.5.0) The system procedures D.2.2.10, |37 DG- (DS Domain 5 [6.03. (h)  |NIST SP 800-53 R3 MP-6 [NIST SP 800-53 R3 MP-6 5.1.0 {45 CFR |A.9.2.6 |Comman [CIP- [MP-6 311
Information business processes and technical measures implemented, for |£IZHEY 1=HDRY S —RUFIEEFHIL, “hid provide that confidential D.2.2.11, |(B) 05 |[11.4 NIST SP 800-53 R3 PE-1 [NIST SP 800-53 R3MP-6 (4)| 523 |164.310 |A.10.7.2|dment  |007-3 - |PE-1 9.10
Lifecycle the secure disposal and complete removal of data from all ’é#ﬁ?_ﬁ?‘:&fi&)Q%%?Dt%&l{&fﬁﬂ‘]ﬁ%’é%ﬁ information is disclosed to parties D.2.2.14, NIST SP 800-53 R3 PE-1 (d)(2)(i) #11 R7 - 9.10.1
Management storage media, ensuring data is not recoverable by any if’;;'%_‘f_ i;;ﬁé?;:%?étl ‘Jl-;’)l-‘#jhtl;;% only in accordance with the entity’s 45 CFR R7.1- 9.10.2
Secure Disposal computer forensic means. e A= < ~e < S3.4.0 [defined confidentiality and related 164.310 R7.2 3.1
F—AtFalY security policies. (d)(2)(ii) R7.3
T4 EWRSA D
L HNEE (S3.4.0) Procedures exist to protect
HFRLEE against unauthorized access to
system resources.
Datacenter DIeN0il Assets must be classified in terms of business criticality in BEFTEELOBERORANOHBLATNIEELS S3.1.0 [(S3.1.0) Procedures exist to (1) FS-08 Domain 8
Security support of dynamic and distributed physical and virtual TV BEREQOEEMELE, BHURUIBLIMEGR identify potential threats of
Asset computing environments, service-level expectations, and U{}i*n_ﬁ':l*‘/t 1—5IRIE, ﬂ'_EZI{'*)W)”j#ﬁB EE disruption to systems operation
Management operational continuity requirements. A complete inventory of Fﬁo)i&’!”tgo)?{fg@ﬁ?é1&—65’%’;?/\—(212&? that would impair system security
F—At4t business-critical assets located at all sites and/or geographical g%fygg&‘%&ggﬁ? ﬁzza‘[x_ SAEDTLY commitments and (2) assess the
= N . N e HEFFL. BRI ()T ILEA . " . " i
ﬂ.eg_ Y54 locations and their usage over time shall bg maintained ar}d LIDEHL. EE3n-ERRUEEEEOSEET C3.14.0 |risks associated with the identified
BEEE updated regularly (or in real-time), and assigned ownership FEEE L THFNEESED, HRETZEEICITFE threats.
supported by defined roles and responsibilities, including B(FFUMAER. i, RILTEETIEELST,
those assets used, owned, or managed by customers (C3.14.0) Procedures exist to
(tenants). S1.2.b-c [provide that system data are
classified in accordance with the
defined confidentiality and related
security policies.
(S1.2.b-c) b. Classifying data
based on its criticality and
sensitivity and that classification is
used to define protection
requirements, access rights and
access restrictions, and retention
and destruction policies.
c. Assessing risks on a periodic
basis.
Datacenter bIeNoPl Physical security perimeters (e.g., fences, walls, barriers, BT AR VBB AT LERET H-OIC. WE | X x| x| x| x A3.6.0 [(A3.6.0) Procedures exist to restrict |F.2 F.1.2.3, [7(B) [Fs-03|Ds Domain 8 [6.08. (a)  |NIST SP 800-53 R3 PE-2 |NIST SP 800-53 R3 PE-2 8.2.3 A.9.1.1 [Comman |CIP- |PE-2 9.1
Security guards, gates, electronic surveillance, physical authentication |HEEF2UT(HR (TR, B M, EHA. 77—, physical access to the defined F.1.2.4, 12.2 6.09. (i) NIST SP 800-53 R3 PE-3 NIST SP 800-53 R3 PE-3 A.9.1.2 |dment #1|006-3c |PE-3 9.1.1
Controlled Access mechanisms, reception desks, and security patrols) shall be E‘,;Q?B‘J%&#E: %}EB@J EE)_‘”:X,L‘_;'“Z_1’YTZ7~ zE system including, but not limited F.1.2.5, DS NIST SP 800-53 R3 PE-6 |NIST SP 800-53 R3 PE-6 Comman |R1.2 - |PE-6 9.1.2
Points implemented to safeguard sensitive data and information SEA—ARE) ERELETRIEREEL, to, facilities, backup media, and F.1.2.6, 12.3 NIST SP 800-53 R3 PE-7 |NIST SP 800-53 R3 PE-6 (1) dment #2|R1.3 - |PE-7 9.1.3
= NIST SP 800-53 R3 PE-8 |NIST SP 800-53 R3 PE-7
F—At it systems. other system components such as F.1.2.8, NIST SP 800-53 R3 PE-7 (1) Comman |R1.4 - |PE-8 9.2
E XL firewalls, routers, and servers. F.1.2.9, NIST SP 800-53 R3 PE-8 dment #3|R1.6 - |PE-18
I kra—LER F.1.2.10, NIST SP 800-53 R3 PE-18 Comman |R1.6.1
EFOERLL F.1.2.11, dment #5|- R2 -
~ F.1.2.12, R2.2
F.1.2.13,
F.1.2.14,
F.1.2.15,
F.1.2.24,
F.1.3,
F.1.4.2,
Fl1.4.6,
F.1.4.7,
F.1.6,
F.1.7,F.1.
8, F.2.13,
F.2.14,
F.2.15,
F.2.16,
F.2.17,
F.2.18
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AICPA

AICPA

BITS
Shared

BITS
Shared

BSI

CSA
Enterpris

Scope Appli

CSA

cability

FedRAMP Security
Controls

FedRAMP Security
Controls

GAPP HIPAA/ ISO/IEC

NIST

PCI

z9 bl 9= Trust Service Criteria Assess | ) sessm Germ CCM COBIT : Guidance |ENIsA |af (Final Release, Jan | (Final Release, Jan s\ yrEcH 27001 J81CMO NERC (gpgng | NZ g
238 = 22 TS Map (SOC 2SM Report) ments i any V1.X 4.1 Architect 2012) 2012) 2009) Act 2005 Forum CIP 53 R3 ISM v2.0
S T8 o c £ AUP SIG V6.0 --LOW IMPACT --MODERATE IMPACT
=5 o) 3z V5.0 : LEVEL-- LEVEL--
IR Automated equipment identification shall be used as a method |HE#EEREEDFEXEL THBIMICHIBRZ AT H LA x| x| x (S3.2.a) a. Logical access security [D.1 D.1.1, Domain 10 [6.05. (a)  [NIST SP 800-53 R31A-4 |NIST SP 800-53 R3 IA-3 A.11.4.3[Comman 1A-3
of connection authentication. Location-aware technologies may |£8EALZITAIZRSAE, ERREDTEL LR T measures to restrict access to D.1.3 NIST SP 800-53 R3 1A-4 dment #1 1A-4
be used to validate connection authentication integrity based | @7=&1=. BRAN D 28 DR 5T < 2 DU\ CRRE ST information resources not deemed NIST SP 800-53 R3 1A-4 (4) Comman
on known equipment location. ERETDRMERAT HLNTED, to be public. dment #2
Comman
dment #3
Comman
dment #5
Comman
dment #8
pIeN0/4 Authorization must be obtained prior to relocation or transfer of [/ \—F>x7 . Y7+ 7 XIET—5%&H 1 M DFFTIC X X[X|X|X[X] X S3.2f  [(S3.2.f) f. Restriction of access to F.2.18, FS-06 Domain 8 [6.08. (@)  [NIST SP 800-53 R3 AC- |NIST SP 800-53 R3 AC-17 45 CFR [A.9.2.5 [Comman AC-17 9.8
hardware, software, or data to an offsite premises. BESEDIZE. BRIOKZEIBLETHS. offline storage, backup data, F.2.19, 6.09. (j) 17 NIST SP 800-53 R3 AC-17 164.310 |A.9.2.6 |dment #4 MA-1 9.9
systems, and media. z:g :E 333?2 22 ré-i (Nl|)ST SP 800-53 R3 AC-17 ©) Comman PE-1 9.10
C3.9.0 . 3 B g 45 CFR dment #5 PE-16
(C3.9.0) Procedures exist to restrict ;‘éST SPB00-53 R3 PE- LZI)ST SP 800-53 R3 AC-17 164.310 Comman PE-17
physical access to the defined ®) (d)(1) dment
system including, but not limited NIST SP 800-53 R3 AC-17 45 CFR #11
to: facilities, backup media, and (4) 164.310
other system components such as NIST SP 800-53 R3 AC-17 (d)(2)(i)
firewalls, routers, and servers. (5)
NIST SP 800-53 R3 AC-17
7)
NIST SP 800-53 R3 AC-17
(8)
NIST SP 800-53 R3 MA-1
NIST SP 800-53 R3 PE-1
NIST SP 800-53 R3 PE-16
NIST SP 800-53 R3 PE-17
IRV Policies and procedures shall be established, and %ﬁﬁo)ﬁ%ﬂ%ﬁéhﬁﬁﬁéhé%ﬁoﬁyﬁ ER2TS x| x| x| x| x| x|[x|x]|x] x X |[s3.4 (S3.4) Procedures exist to protect [D.1 D.1.1, FS-07 Domain 8 [6.05. (a)  |NIST SP 800-53 R3 CM-8 [NIST SP 800-53 R3 CM-8 45CFR [A.7.1.1 [Comman CM-8 9.9.1
supporting business processes implemented, for the use 5593\‘7)1':&)mﬂ‘;y_&lﬁﬁ"ﬁ’éﬂgila»';f?’éﬁ?ﬁ against unauthorized access to D.2.1. 6.05. (b) NIST SP 800-53 R3 CM-8 (1) 164.310 |A.7.1.2 |dment #6 12.3.3
and secure disposal of equipment maintained and used TRHORBIALRAERELETRITEREL system resources. D.2.2, 6.05. (c) m:g :E ggg:g: 22 gmz g; (d)(2)(iii) Comman 1234
outside the organization's premise. NIST SP 800-53 R3 SC-30 g’;‘;’:;:[?
dment #8
ISR Policies and procedures shall be established, and A4 BE, . £F2UTITVTRTORLTH X X |A3.6.0 [(A3.6.0) Procedures exist to restrict [H.6 F.1.2.3, |7(B) [FS-01 Domain 8 (6.08. (a)  [NIST SP 800-53 R3 PE-2 |NIST SP 800-53 R3 PE-2 8.2.1 [45CFR [A9.1.1 [Comman |CIP- |PE-2 9.1
supporting business processes implemented, for maintaining a f\'—:l.'J7_'»(75‘&1%341?1’:32@]%&’&*&%?61’:&)0}*'} physical access to the defined F.1.2.4, 6.09. (i) NIST SP 800-53 R3 PE-3 NIST SP 800-53 R3 PE-3 8.2.2 |164.310(|A.9.1.2 |dment #1|006-3c |PE-3
safe and secure working environment in offices, rooms, 7_&‘0%}“;&#&“'l“,;{!‘;’féﬁﬁvétbo)ﬁﬁj system including, but not limited F.1.2.5, NIST SP 800-53 R3 PE-6 |NIST SP 800-53 R3 PE-4 8.2.3 |a)(1) Comman [R1.2 - |PE-4
facilities, and secure areas. AERERELLTNEEEEL. to, facilities, backup media, and F.1.2.6, m:g gg ggg':: 22 EE'Z 45 CFR dment #2|R1.3 - |PE-5
other system components such as F.1.2.8, NIST SP 800:53 R3 PE:G ® 164.310( Comman |R1.4 - |PE-6
firewalls, routers, and servers. F.1.2.9, a)(2)(ii) dment #3(R2 -
F.1.2.10, 45 CFR Comman |R2.2
F.1.2.11, 164.310( dment #5
F.1.2.12, b)
F.1.2.13, 45 CFR
F.1.2.14, 164.310
F.1.2.15, )
F.1.2.24, (New)
F.1.4.2,
F1.4.6,
F.1.4.7,
F.1.7,
F.1.8,
F.2.13,
F.2.14,
F.2.15,
F.2.16,
F.2.17,
F.2.18
blesNordl Ingress and egress to secure areas shall be constrained and  [FFAI SN =BT AYTEDLSITT B1=IC, ¥ X[ X[ X|X[x X[ X[x] X A3.6.0 |[(A3.6.0) Procedures exist to restrict |F.2 F.1.2.3, |7(B) |FS-04|DS Domain 8 (6.08. (a)  [NIST SP 800-53 R3 PE-7 |NIST SP 800-53 R3 PE-7 8.2.3 A.9.1.6 |[Comman |CIP- |PE-7
monitored by physical access control mechanisms to ensure  |BV/ZSZAYFIED LA & TEF2YTATITAD physical access to the defined F.1.2.4, 12.3 6.09. (i) NIST SP 800-53 R3 PE-  |NIST SP 800-53 R3 PE-7 (1) dment #1|006-3c |PE-16
that only authorized personnel are allowed access. ABHEFRLERLZ T hIEGEEE0. system including, but not limited F.1.2.5, 16 NIST SP 800-53 R3 PE-16 Comman |R1.2 - |PE-18
to, facilities, backup media, and F.1.2.6, NIST SP 800-53 R3 PE-18 dment #2|R1.3 -
other system components such as F.1.2.8, Comman |R1.4
firewalls, routers, and servers. F.1.2.9, dment #3
F.1.2.10, Comman
F.1.2.11, dment #5
F.1.2.12,
F.1.2.13,
F.1.2.14,
F.1.2.15,
F.1.2.24,
F.1.3,
F.1.4.2,
Fl1.4.6,
F.1.4.7,
F.1.6,
F.1.7,F.1
8, F.2.13,
F.2.14,
F.2.15,
F.2.16,
F.2.17,
F.2.18
lel=Rill Ingress and egress points such as service areas and other H—EXT)T7HEDHEAD, RUHFTSATLELE X[ x| X X[ X[x] X A3.6.0 |[(A3.6.0) Procedures exist to restrict |G.21 F.2.18 FS-05 Domain 8 (6.08. (a)  [NIST SP 800-53 R3 MA-1 |NIST SP 800-53 R3 MA-1 8.2.5 [45CFR |A.9.2.7 |Comman MA-1 9.8
points where unauthorized personnel may enter the premises | DHEEMIZILE AL AL DHHHHE, T—2DW physical access to the defined 6.09. (j) NIST SP 800-53 R3 MA-2 |NIST SP 800-53 R3 MA-2 8.2.6 |164.310 |A.10.1.2|dment #6 MA-2 9.9
shall be monitored, controlled and, if possible, isolated from )‘5 wgf";ﬁ*’éﬂ';étb'; i‘ﬁfﬁﬁ“’é*%l‘» E-rﬁ? system including, but not limited NIST SP 800-53 R3 PE-  |NIST SP 800-53 R3 MA-2 (1) (d)(1) Comman PE-16
data storage and processing facilities to prevent unauthorized f‘?’fd? TAORERVDBHRN SHSTT IS to, facilities, backup media, and 16 NIST SP 800-53 R3 PE-16 dment #7
data corruption, compromise, and loss. 7l other system components such as
firewalls, routers, and servers.
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Relevance ® g Applicabili > SiITSd BITS EmCeSrAris Fed R(/;M = Slecumy Fed Ré\M B Slecumy
Control Domain (\:/?g Control Specification 2 r AICPA QER As:ire:s sShared ' BSI ooy, comrr ep G (Final ;zltergsi, Jan  (Final ;gltergsse, Jan |GAPPIHIPAATIISONEC ;0
z = e B Trust Service Criteria Assessm Germ . Guidance ENISA IAF (Aug HITECH 27001-
Control ol > 93<® 5} € TS Map (SOC 2SM Report) an V1.X 4.1 Architect 30 2012) 2012) 2009) Act 2005 Forum
D H =S 8 s g P Y : —-LOW IMPACT ~-MODERATE IMPACT
= cl < LEVEL-- LEVEL--
Datacenter ISCEVEN Physical access to information assets and functions by users  |FIFERUXER 272 LD HEHREE R ERDER x| x| x .6.0 |(A3.6.0) Procedures exist to restrict [F. 1.2, Domain 8 [6.08. (a)  |NIST SP 800-53 R3 PE-2 |NIST SP 800-53 R3 PE-2 Comman
Security and support personnel shall be restricted. BEANOWEINT V2 RERBLZTRIEESE, physical access to the defined F.1.2.4, |10 12.3 6.09. (i) NIST SP 800-53 R3 PE-3 |NIST SP 800-53 R3 PE-3 dment #1|006-3¢ |PE-3
User Access system including, but not limited F.1.25, |(B) NIST SP 800-53 R3 PE-6 NIST SP 800-53 R3 PE-6 Comman |R1.2 - |PE-6
F—4t4t to, facilities, backup media, and F.1.2.6, m:g gg ggg'g: 22 EE'%” dment #2|R1.3 - |PE-18
*aysFg other system components such as F.1.2.8, Comman |R1.4 -
a2—H¥F7o+X firewalls, routers, and servers. F.1.2.9, dment #3|R1.6 -
F.1.2.10, Comman |R1.6.1
F.1.2.11, dment #5|- R2 -
F.1.2.12, R2.2
F.1.2.13,
F.1.2.14,
F.1.2.15,
F.1.2.24,
F.1.3,
F.1.4.2,
Fl1.4.6,
F.1.4.7,
F.1.6,
F.1.7,F.1
8, F.2.13,
F.2.14,
F.2.15,
F.2.16,
F.2.17,
F.2.18
=100kt =0 Al entitlement decisions shall be derived from the identities of [ X TOMERFEDRE L, 5T 28I L555
Management the entities involved. These shall be managed in a corporate ~ [#REEIS &2 TITONAITRIBLSLEL CNSIE, B
Entitlement identity management system. 27\4797474‘%}57Z7L‘—5§Eéhu ThiEEs
HEHE - MEE e
RIS Keys must have identifiable owners (blnfﬁlpg keys to identities) B LA AR E A BEL (OEYRET AT
and there shall be key management policies. FATADMFTNTINDIE) | - GREEIZ 1) RE A
Yo=K TIRIEBAEL,
=l oo A=A VR Policies and procedures shall be established, and supporting |4 —EZDBEEL X TLDESREEET 5120 DK X XXX X|X[X|[X] X S3.6.0 [(S3.6.0) Encryption or other L6 38 IS-19 |DS5.8 Domain 2 |6.04.04. (a) [NIST SP 800-53 R3 SC- |NIST SP 800-53 R3SC-12 | 8.1.1 |45 CFR |Clause |Comman SC-12 3.4.1
Management business processes and technical measures implemented, for |~ —&UFIRZHIIL. :ﬂg’é*ﬁ?ﬁ’féf:}bo)%%j equivalent security techniques are (B) 6.04.04. (b) |12 NIST SP 800-53R3SC-12 | 8.2.1 |164.312 (4.3.3 |dment #9 SC-13 35
Key Generation the management of cryptographic keys in the service's DtZZ}U&ﬁfTB‘Ji"‘lﬁ’éi_%l,ﬁl#hliﬁbfilﬂ (€1 used to protect transmissions of 39 6.04.04. (c) NIST SP 800-53 R3 SC- ((2) 8.2.5 |(a)(2)(iv) |A.10.7.3|Comman SC-17 351
e MEn cryptosystem (e.g., lifecycle management from key generation fF_ﬁJE;b\bﬁféﬁﬁlzﬁézizﬁ»fa)w):é}i PKFL‘ user authentication and other (CH) 6.04.04. (d) 13 NSIST SP 800-53 R3 SC-12 45 CFR |A.12.3.2{dment SC-28 352
RIEZE to revocation and replacement, public key infrastructure, gz%&%ﬁ%{i;jéigﬁf%&;éétii ;;glf confidential information passed 6.04.04. (e) (NI)ST SP 800-53 R3 SC-13 164.312( (A.15.1.6|#10 3.6
cwptogrgphlc protocol design and algorlthms used, access v as AN A ROREE S D T RR VRS S3.4 over the Internet or other public 6.04.05. (d) NIST SP 800-53 R3 SC-13 e)(1) Comman 3.6.1
controls(ln plaf:e for secure key generation, and exchange and 8). FanS A, ERIZHLT. BIBEE (FFUR) networks. 6.04.05. (e) o) dment 3.6.2
storage including segregation of keys used for encrypted data | F—aai+—E 2 p— 8L THIBENIY . R (FF 6.04.08.02. NIST SP 800-53 R3 SC-17 #11 3.6.3
or sessions). Upon request, provider shall inform the customer v r) ASEIEOEMICKTEEEO—HEEHFLI-YLT (S3.4) Procedures exist to protect (b) 3.6.4
(tenant) of changes within the cryptosystem, especially if the |L\3B& (&, R (FFUM) ICEESATFLARNDEEE against unauthorized access to 3.6.5
customer (tenant) data is used as part of the service, and/or ~ [BEILAITHIEESAE, system resources. 3.6.6
the customer (tenant) has some shared responsibility over 3.6.7
implementation of the control. 3.6.8
=00 e =4 H0E] Policies and procedures shall be established, and supporting |82 29 %EMI R VR H EDIEFHEBICH->T, ARL— X|IX|IX[X|[X|X[X]|X]|X] X C3.12.0 |(C3.12.0, S3.6.0) Encryption or G.4 G.10.4, |23 1S-18 |DS5.8 Domain 2 (6.04.05. (a) [NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3AC-18 | 8.1.1 |45 CFR |A.10.6.1|Comman |CIP-  [AC-18 2.1.1
Management business processes and technical measures implemented, for |~ (77411‘*5'_](» T—AR—Z IVEI—HNDT—Y S3.6.0 |other equivalent security G.15 G.11.1, |[(B) DS5.1 6.04.05. (c) |NIST SP 800-53 R3AC-  [NIST SP 800-53 R3AC-18 | 8.2.1 (164.312 [A.10.8.3|dment #4|003-3 - |IA-3 3.4
Sensitive Data the use of encryption protocols for protection of sensitive data Z?793’73&)meWUT_Q&U%EB#(DZ?, techniques are used to protect 1.3 G.11.2, |24 0 18 @ 8.2.5 |(a)(2)(iv) |A.10.8.4|Comman |R4.2  [IA-7 34.1
Protection in storage (e.g., file servers, databases, and end-user .A'f_/??l__.x‘ /AB?*‘”'"U_%%EE; EFAvt—2 transmissions of user G.121, ((B) DS5.1 NIST SP 800-53 R31A-7 - |NIST SP 800-53 R3 AC-18 45 CFR |A.10.9.2|dment #5 SC-7 4.1
s . - R BIELGE) DT —HREEBNEL TS TOrILERE o NIST SP 800-53 R3 SC-1 |(2)
EE{MEn workstations) and data in transmission (e.g., system interfaces, BEAEbIc. #o— RUEIBEREIL. oA authentication and other G.12.2, |25 1 NIST SP 800-53 R3 SC-7 |NIST SP 800-53 R3 IA-7 164.312 [A.10.9.3|Comman SC-8 4.1.1
T — 5% DIRE over public networks, and electronic messaging) as per TR OEBRTOLRARUEM R EEEELL TN S3.4 confidential information passed G.12.4, |(B) NIST SP 800-53 R3 SC- |NIST SP 800-53 R3 SC-7 (e)(1) A.12.3.1{dment #9 SC-9 4.2
applicable legal, statutory, and regulatory compliance [E YA over the Internet or other public G.12.10, 13 NIST SP 800-53 R3 SC-7 (4) 45 CFR |A.15.1.3|Comman SC-13
obligations. networks. G.14.18, NIST SP 800-53 R3 SC-8 164.312 |A.15.1.4|dment SC-16
G.14.19, NIST SP 800-53 R3 SC-8 (1) (©)(2)(ii) #10 sc-23
(S3.4) Procedures exist to protect G.16.2, NIST SP 800-53 R3 SC-9 Comman SI-8
against unauthorized access to G.16.18, NIST SP 800-53 R3 SC-9 (1) dment
system resources. G.16.19, NIST SP 800-53 R3 SC-13 #11
G.17.16, :\lll)ST SP 800-53 R3 SC-13
G.17.17, NIST SP 800-53 R3 SC-23
G.18.13, NIST SP 800-53 R3 SC-28
G.18.14, NIST SP 800-53 R3 SI-8
G.19.1.1,
G.20.14
e endo =40 strong encryption (e.g., AES-256) in open/validated formats  |[A— TV RREEFAHDBEM DBET LTYXLTHD - Domain 11
Management and standard algorithms shall be required. Keys shall notbe | AGHESL 775X (AES - 25673 &) ZEALG I IE7R
Storage and stored in the cloud (i.e. at the cloud provider in question), but | 5%LY. I (L% I5IFTR/ (D) H5IRAIR
Access maintained by the cloud consumer or trusted key management E;gfi;ggégff?;g@f; %{i{iﬁi—;é;é’&%%
i E1%S RBTELY &
n;;{jigff z[ﬁx&:ﬁer. Key management and key usage shall be separated OEEL. B ERLLCAESNAE I RIEE SN,
(TAEHEGIEEEGT BV Eil Baseline security requirements shall be established for BRFARILHEAFH T, MEIFTEXEEETS [ X[ X[ X[ X[X[X[X[X]|X|[x]| X S1.1.0 |(S1.1.0) The entity’s security L2 L2, L5, |12 1S-04 |AI2.1 Domain 2 [6.03.01. (a) |NIST SP 800-53 R3 CM-2 {NIST SP 800-53 R3 CM-2 1.2.6 A.12.1.1|Comman CM-2 1.1
Risk Management developed or acquired, organizationally-owned or managed, |EAREB7 T4 —> 3>, A VISR I Fr— policies are established and L7L8, [(B) Al2.2 6.03.04. (a) |NIST SP 800-53 R3 SA-2 [NIST SP 800-53 R3CM-2 (1)| 8.2.1 A.15.2.2|dment #2 SA-2 111
Baseline physical or virtual, applications and infrastructure system and |V XA FLARURY FD—9aAVKR—22 bD=HD periodically reviewed and approved L9 L10 (14 AI3.3 6.03.04. (b) NIST SP 800-53 R3 SA-4 [NIST SP 800-53 R3CM-2 (3)| g 2 7 Comman SA-4 1.1.2
Requirements network components that comply with applicable legal, HELLEDEF21)T A DERBEEHILEITH by a designated individual or (B) DS2.3 6.03.04. () m:g :E ggg:gz 22 g:\AZZ 5) dment #4 11.3
HisFroREYR statutory and regulatory compliance obligations. Deviations o0, FThoOERBETZRLT HiEN S1.2.0(a |group. 13 DS11. 6.03.04. () NIST SP 800-53 R3 SAM Comman 1.1.4
HeEE from standard baseline configurations must be authorized RUHG L OIEFHEHICEL L TOEITIIEE L4 -i) (B) 6 6.07.01. (0) NIST SP 800-53 R3 SA4 (1) dment #5 115
AN—R S EH following change management policies and procedures prior to | LY, #ZEEMLEEEN SR T HHSIE. A, 12 (S1.2.0(a-i)) The entity's security 15 NIST SP 800-53 R3 SA-4 (4) Comman 1.1.6
deployment, provisioning, or use. Compliance with security #, EAOIC, EEEEAR) O—RUFIEICHE - policies include, but may not be (B) NIST SP 800-53 R3 SA-4 (7) dment 22
baseline requirements must be reassessed at least annually | THREBZZ (TR TAIELESLEL, £F2 T4 — limited to, the following matters: 16 NIST SP 800-53 R3 SC-30 #11 221
unless an alternate frequency has been established and R4 VDERBENOEYE, ZOWENE DX (C+, 2.2.2
established and authorized based on business need. RAERICESTVTHEISNERSNAWNES, D At) 2.2.3
CEHFIMEBIFBS B TAEELEL, 21 224
(8)
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AICPA
Trust Service Criteria
(SOC 2SM Report)

Shared
Assess

BITS
Shared

Assessm Germ

BSI

CCM
V1.X

COBIT
4.1

Enterpris
e
Architect

CSA
Guidance ENISA IAF

Controls
(Final Release, Jan
2012)
--LOW IMPACT
LEVEL--

Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT
LEVEL--

GAPP
(Aug
2009)

HIPAA /
HITECH
Act

ISO/IEC
27001-
2005

Jericho
Forum

Risk assessments associated with data governance FT—RAANF UV ADERBEICEET HIRI T+ (S3.1.0) Procedures exist to (1) Domain 5 [6.01. (d)  [NIST SP 800-53 R3 CA-3 |NIST SP 800-53 R3 CA-3 45 CFR [Clause |Comman X
requirements shall be conducted at planned intervals and shall| 2 * > F #ZE/IIZEOH SN I-RIRTEREL. OB identify potential threats of L6 L7 ((B) 08 [PO9.2 6.04.03. (a) |NIST SP 800-53 R3 RA-2 [NIST SP 800-53 R3 RA-2 8.2.1 (164.308( [4.2.1c) [dment #1 RA-2 12.1.2
consider the following: ISLTOREEZZEER LG TIIEESAL, disruption to systems operation PO 9.4 NIST SP 800-53 R3 RA-3 |NIST SP 800-53 R3 RA-3 a)(L)(i)( |& g) Comman RA-3
« Awareness of where sensitive data is stored and transmitted |##DTF—2NEZTHRESh, 7TUs—va that would impair system security DS 5.7 NIST SP 800-53 R3 SI-12 |NIST SP 800-53 R3 SI-12 A) Clause |dment #2 MP-8
across applications, databases, servers, and network U TER=R, Y=\ XY FD—=DA(VTF commitments and (2) assess the 45 CFR |4.2.3 d) [Comman PM-9
infrastructure AFTOFY—RTERESNDIHORE C3.14.0 |risks associated with the identified 164.308( |Clause |dment #3 SI-12
« Compliance with defined retention periods and end-of-life TEDH LN REHERVERRTHOREEICET S threats. a)(8) 4.3.1& [Comman
disposal requirements ERBENDEHR 4.3.3 |dment #6
« Data classification and protection from unauthorized use, T—ADABRBVICHFATSNTVVELMER, 79t (C3.14.0) Procedures exist to Clause |Comman
access, loss, destruction, and falsification R, MR, BWERURSANSDRE S1.2.b-c | provide that system data are 7.2& |dment #7
classified in accordance with the 7.3 Comman
defined confidentiality and related A7.2 |dment #9
security policies. A.15.1.1|Comman
A.15.1.3|dment
(S1.2.b-c) b. Classifying data A.15.1.4|#10
based on its criticality and Comman
sensitivity and that classification is dment
used to define protection #11
requirements, access rights and
access restrictions, and retention
and destruction policies.
c. Assessing risks on a periodic
Managers are responsible for maintaining awareness of, and |E#E&(X, BoDEEHHICEHLI I X1 ) T4 R X| X |[X| X X [S1.2f |(S1.2.)f. Assigning responsibility |E.1 E.4 5(B) | IS-14 [DS5.3 Domain 3, NIST SP 800-53 R3 AT-2 |NIST SP 800-53 R3 AT-2 1.1.2 Clause |Comman AT-2 12.6.1
complying with, security policies, procedures and standards Yo—, FIERVZEEZDRH L. IBSF LEEITS2HE and accountability for system 65 DS5.4 9 NIST SP 800-53 R3 AT-3 |NIST SP 800-53 R3 AT-3 8.2.1 522 |dment#6 AT-3 12.6.2
that are relevant to their area of responsibility. NHbd, availability, confidentiality, (B) DS5.5 z:g :E ggg'gz g: é:\"; z:g gg ggg'g: 2: é:\"i A.8.2.1 |Comman CA-1
$2.3.0 gngjerli)slmg integrity and related NIST SP 800-53 R3 CA-5 |NIST SP 800-53 R3 CA-5 2?5‘2';4 g?:_;z:[? 22:2
- ° NIST SP 800-53 R3 CA-6 |NIST SP 800-53 R3 CA-6 o
NIST SP 800-53 R3 CA-7 |NIST SP 800-53 R3 CA-7 A.15.2.1 dment #8 CA-7
(S2.3.0) Responsibility and NIST SP 800-53 R3 CA-7 (2) PM-10
accountability for the entity's
system security policies and
changes and updates to those
policies are communicated to entity
personnel responsible for
implementing them.
An Information Security Management Program (ISMP) shall be |BERUT—4%& %, BH, FashTL0WVELWT7oE | X| X[ X[ X X[ X[x] X X |xt.2. (x1.2.) The entity’s system Al1,B.1 [2(B) |IS-01|R2 Domain 2 8.2.1 [45CFR |[Clause [Comman [CIP- |PM-1 12.1
developed, documented, approved, and implemented that A BRI, BUEA DIREES S80I, B, 51l [availability, processing integrity, 3(B) DS5.2 164.308( |4.2 dment #1|001-1a |PM-2 12.2
includes administrative, technical, and physical safeguards to . W_EB‘J{%EE%E%?@E*W*J 'h_'_’f?*:/_*/'" confidentiality and related] security 5(B) R2 a)(1)() |Clause |Comman |-R1- |PM-3
protect assets and data from loss, misuse, unauthorized 7D7,7_L}(|_SMP)€'F’H%[_“ 251?1“ ABL, RELLG policies include, but may not be DS5.5 45 CFR (5 dment #2|R2 PM-4
access, disclosure, alteration, and destruction. The security :f%g%;ﬁ%“"lfj;f?—'fg’ua7;‘!!%&?%)???% limited to, the following matters: 164.308( |A.6.1.1 CIP- PM-5
program shall include, but not be limited to, the following areas lifi%filﬁe Tl DECTRUT O < a)(1)(i( |A6.1.2 003-3 - |PM-6
insofar as they relate to the characteristics of the business: R EIE B) A6.1.3 R1- PM-7
« Risk management TRy — 45 CFR |A6.1.4 R1.1- (PM-8
« Security policy AEREE T DR 164.316( |A.6.1.5 R4 PM-9
« Organization of information security BEEHE b)(1)(i) [A.6.1.6 CIP- PM-10
« Asset management *ABtEF) T 45CFR |A6.1.7 006-3c |PM-11
- Human resources security MR R BB To 164.308(|A.6.1.8 R1
« Physical and environmental security %ﬁgﬂ’ﬁ;ﬁ%g a)(3)(i)
: isgr;suséﬁt:;ns and operations management R R T ADIE. ERR GRS il\ée(\;v;R
« Information systems acquisition, development, and 164.306(
maintenance a)
(New)
Executive and line management shall take formal action to BEERVEERE, XEICLPHARLIERRUISY x| x| x| x S1.3.0 [(S1.3.0) Responsibility and c.1 5(B) |1S-02 [DS5.1 Domain 2 NIST SP 800-53 R3 CM-1 |NIST SP 800-53 R3 CM-1 8.2.1 |45 CFR |Clause |Comman [CIP- [CM-1 12.5
support information security through clearly-documented F:‘_‘/F’éi@li’f_ﬁﬁt#—l UTAEERT B DX accountability for developing and 164.316 |5 dment #3|003-3 - |PM-1
direction and commitment, and shall ensure the action has #%m’é%lﬂ HERARESNICEERBLE TN ELS maintaining the entity’s system (b)(2)(ii)) |A.6.1.1 |Comman |R1 - PM-11
been assigned. B, security policies, and changes and 45 CFR dment #6|R1.1
updates to those policies, are 164.316
assigned. (b)(2)(iii)
The entity has prepared an
objective description of the system
and its boundaries and
communicated such description to
authorized users
The security obligations of users
and the entity’s security
commitments to users are
communicated to authorized users.
Information security policies and procedures shall be BEREF21)T1ORY O—RUFIEEHIL, & X[ X|X]| X X |S1.1.0 |(S1.1.0) The entity's security B.1 1S-03 [DS5.2 Domain 2 [6.02. (¢)  [NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 8.1.0 [45CFR |[Clause [Comman [CIP- |AC-1 12.1
established and made readily available for review by all BEZTBTATOABRUNBOERGIBEREH LY policies are established and NIST SP 800-53 R3 AT-1 |NIST SP 800-53 R3 AT-1 8.1.1 |164.316 |4.2.1 |dment #1[003-3 - [AT-1 12.2
impacted personnel and external business relationships. DTHLEA—TED LS EMLTEN G ITNIEL periodically reviewed and approved NIST SP 800-53 R3 AU-1 |NIST SP 800-53 R3 AU-1 @) Clause |Comman |R1- [AU-1
Information security policies must be authorized by the S5, FREFIU T4 DORY —F, BROE by a designated individual or m:g gg ggg:gz g: gfllll z:g gg Zgg'g: 2: g:\All 45CFR |5 dment #2|R1.1- |CA-1
organization's business leadership (or other accountable EHEE (REFOMDOESHRABEEELIKE S1.3.0 |group. NIST SP 800-53 R3 IA.1 |NIST SP 800:53 R3 |A-1- 164.316 |A.5.1.1 |Comman [R1.2- [CM-1
business role or function) and supported by a strategic CHRRABEEM) IS&->THRBSh, BEEEED NIST SP 800-53 R3 IR-1 |NIST SP 800-53 R3 IR-1 (b)) |A8.2.2 |dment#3|R2- [IA-1
business plan and an information security management FODEREF1Y T4 I2BHERERVEEEH (S1.3.0) Responsibility and NIST SP 800-53 R3 MA-1 NIST SP 800-53 R3 MA-1 45 CFR R2.1- |IR-1
program inclusive of defined information security roles and RUEEBROEEHERMEREX 1T IR accountability for developing and NIST SP 800-53 R3 MP-1 |NIST SP 800-53 R3 MP-1 164.316 R2.2- (MA-1
responsibilities for business leadership. AU RNTATSALICE>THRSAZTAELR SR S2.3.0 |maintaining the entity's system NIST SP 800-53 R3 PE-1 [NIST SP 800-53 R3 PE-1 (b)(2)(ii) R2.3 [MP-1
Ly, security policies, and changes and NIST SP 800-53 R3 PL-1 |NIST SP 800-53 R3 PL-1 45 CFR MP-1
updates to those policies, are NIST SP 800-53 R3 PS-1 (NIST SP 800-53 R3 PS-1 164.308( PE-1
assigned. NIST SP 800-53 R3 SA-1 |NIST SP 800-53 R3 SA-1 a)(2) PL-1
NIST SP 800-53 R3 SC-1 |NIST SP 800-53 R3 SC-1 PS-1
(S2.3.0) Responsibility and NIST SP 800-53 R3 SI-1 |NIST SP 800-53 R3 SI-1 SA1
accountability for the entity's SC-1
system security policies and SI-1

changes and updates to those
policies are communicated to entity
personnel responsible for
implementing them.
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[V NI GE IMIETRIVEGTA A formal disciplinary or sanction policy shall be established for [ 2 1) F 4R >—RUFIEIER LI #EE(IC X (S3.9) Procedures exist to provide B.1.5 Domain 2 NIST SP 800-53 R3 PL-4 |NIST SP 800-53 R3 PL-4 10.2.4 |45 CFR |A.8.2.3 |Comman
Risk Management employees who have violated security policies and procedures. |39 2 ERX A #E $ 5 LMIFIEHOR Y O —E ML that issues of noncompliance with NIST SP 800-53 R3 PS-1 NIST SP 800-53 R3 PS-1 164.308 dment #6 PS-1
Policy Employees shall be made aware of what action might be taken | % [ThIE4E 5740, ERLEZIGEEICELC LN HEE security policies are promptly NIST SP 800-53 R3 PS-8 |NIST SP 800-53 R3 PS-8 (@)(L)(ii)( Comman PS-8
Enforcement in the event of a violation, and disciplinary measures must be |##E8ICR# SR ITAELSAL, F=. KRY addressed and that corrective C) dment #7
HilFroREYR stated in the policies and procedures. J—RUFIETERFHEERE LG TLELRS 4 S2.4.0 |measures are taken on a timely
HEmE Ly, basis.
Y S—i#
(S2.4.0) The security obligations of
users and the entity’s security
commitments to users are
communicated to authorized users.
(T E N IE VRG] Risk assessment results shall include updates to security YR TERAY FOHERICIE, TORIMELERD X[ X|X]|X X[ X|[X]| X X B.2 B.1.1, RI-04 |PO 9.6 Domian 2, |6.03. (a)  |NIST SP 800-53 R3 AC-1 [NIST SP 800-53 R3 AC-1 Clause CIP-  |CP-2 12.1.3
Risk Management policies, procedures, standards, and controls to ensure that |t Z#HFT 5101, X2 UFa4KY>— F G.21 B.1.2, 4 NIST SP 800-53 R3 AT-1 |NIST SP 800-53 R3 AT-1 423 009-3 - |RA-2
Policy Impact on they remain relevant and effective. B, BERVEBREOEFEEOHITAEH LY L2 B.1.6, z:g :E ggg'g: 22 é‘:\'i m:g gg ggg'g: g: é‘:\'i Clause R2 RA-3
RESk.AS,Sessmems b B17.2, NIST SP 800-53 R3 CM-1 [NIST SP 800-53 R3 CM-1 4.2.4
HRFLRENR G2, L9, NIST SP 800-53 R3 CP-1 |NIST SP 800-53 R3 CP-1 Clause
S EE L.10 NIST SP 800-53 R3 IA-1 |NIST SP 800-53 R3 IA-1 4.3.1
YROTFERA > NIST SP 800-53 R3 IR-1  [NIST SP 800-53 R3 IR-1 Clause
MBI BHFY NIST SP 800-53 R3 MA-1 [NIST SP 800-53 R3 MA-1 5
=g 2N, NIST SP 800-53 R3 MP-1 |NIST SP 800-53 R3 MP-1 Clause
NIST SP 800-53 R3 PE-1 |NIST SP 800-53 R3 PE-1 7
NIST SP 800-53 R3 PL-1 |NIST SP 800-53 R3 PL-1 A5.1.2
NIST SP 800-53 R3 PS-1 |NIST SP 800-53 R3 PS-1 A10.1.2
NIST SP 800-53 R3 RA-1 |NIST SP 800-53 R3 RA-1 A10.2.3
NIST SP 800-53 R3 RA-3 |NIST SP 800-53 R3 RA-3 A14.1.2
NIST SP 800-53 R3 SC-1 |NIST SP 800-53 R3 SC-1 o
NIST SP 800-53 R3 SI-1 |NIST SP 800-53 R3 SI-1 Al52.1
A15.2.2
(TN EGE Qs eI IVEE) The organization's business leadership (or other accountable  [{E#RtEF¥a TR o—LtFa )T BEEED X[ X|[X| X X |S1.1.0 ([(S1.1.0) The entity’s security B.2 B.1.33. I1S-05 |DS 5.2 Domain 2 NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 1.2.1 [45CFR [Clause |Comman [CIP- AC-1 12.1.3
Risk Management business role or function) shall review the information security |##HA S, BHREX1Y T4 KU S—DEH policies are established and B.1.34, DS 5.4 NIST SP 800-53 R3 AT-1 |NIST SP 800-53 R3 AT-1 8.2.7 |164.316 |4.2.3f) |dment #1|003-3 - |AT-1
Policy Reviews policy at planned intervals or as a result of changes to the T, EREME. LM, RUEANXISRE LOIESFZE periodically reviewed and approved NIST SP 800-53 R3 AU-1 |NIST SP 800-53 R3AU-1 | 10 2 3 |(h)(2)(iii) [A.5.1.2 |[Comman |R3.2- |AU-1
HisFoREYR organization to ensure its continuing alignment with the BADBERMEERRT 21010, BROBEBREE by a designated individual or NIST SP 800-53 R3 CA-L |NIST SP 800-53 R3 CA-L 45 CFE dment #2|R3.3 - |CA-1
N N - el = NIST SP 800-53 R3 CM-1 |NIST SP 800-53 R3 CM-1
HeEE security strategy, effectiveness, accuracy, relevance, and (RIFZDMOBEFEEE L < ITHEFETEHM) group. NIST SP 800-53 R3 GP-1 |NIST SP 800-53 R3 GP-1 164.306 Comman |R1.3  |CM-1
Y o—LEa2— applicability to legal, statutory, or regulatory compliance &, BANCED SN f-FERE - (FEBERCKIE L NIST SP 800-53 R3 1AL |NIST SP 800-53 R3 IA-1 € dment #3|R3-  |CP-1
obligations. THEBEF1UT4RYo—%2LEa—LAETAR NIST SP 800-53 R3 A5 |NIST SP 800-53 R3 IA5 R3.1- [IA-1
BN, NIST SP 800-53 R3 IA5  [NIST SP 800-53 R3 1A-5 (1) R3.2- |IA-5
o) NIST SP 800-53 R3 IA'5 (2) R3.3 [IR-1
NIST SP 800-53 R3 IR-1 |NIST SP 800-53 R3 IA-5 (3) MA-1
NIST SP 800-53 R3 MA-1 [NIST SP 800-53 R3 IA-5 (6) MP-1
NIST SP 800-53 R3 MP-1 [NIST SP 800-53 R3 IA-5 (7) PE-1
NIST SP 800-53 R3 PE-1 |NIST SP 800-53 R3 IR-1 PL-1
NIST SP 800-53 R3 PL-1 |NIST SP 800-53 R3 MA-1 PM-1
NIST SP 800-53 R3 PS-1 |NIST SP 800-53 R3 MP-1
NIST SP 800-53 R3 RA-1 |NIST SP 800-53 R3 PE-1 PS-1
NIST SP 800-53 R3 SA-1 |NIST SP 800-53 R3 PL-1 RA-L
NIST SP 800-53 R3 SC-1 |NIST SP 800-53 R3 PS-1 SA-1
NIST SP 800-53 R3 SI-1 |NIST SP 800-53 R3 RA-1 SC-1
NIST SP 800-53 R3 SA-1 SI-1
NIST SP 800-53 R3 SC-1
NIST SP 800-53 R3 SI-1
(TN ELE s I E IV ETO] Aligned with the enterprise-wide framework, formal risk EMEMFEREERNFEEEAL T, BESN X[ X|X]|X X[ X|X] X X [s3.1 (S3.1) Procedures exist to (1) 1.1 c.2.1, 46 RI-02 |PO 9.4 Domain 2, |6.03. (a)  |NIST SP 800-53 R3 CM-1 [NIST SP 800-53 R3 RA-1 1.2.4 |45 CFR |Clause CIP-  |PL-5 12.1.2
Risk Management assessments shall be performed at least annually or at FTRTDJRY DREAEERVEEELHNT S identify potential threats of 1.4 141,15, ((B) 4 6.08. (a)  |NIST SP800-53 R3RA-1 NIST SP 800-53 R3 RA-2 1.2.5 (164.308 [4.2.1¢c) 002-3 - |RA-2
Risk Assessments planned intervals, to determine the likelihood and impact of all |f=$IZ. BEEOMEBHEEIEELEERLGVRI 7 disruption to systems operation G.15.1.3, |74 NIST SP 800-53 R3 RA-2 |NIST SP 800-53 R3 RA-3 (@)(L)(ii)( |through R1.1- [RA-3
HisFroREYR identified risks using qualitative and quantitative methods. The |£X A > k%, D<K EHFIARIEFHIZED SN that would impair system security 1.3 (B) NIST SP 800-53 RS RA3 | NIST SP 800-53 RS SC-30 A) 9) R1.2
HEE likelihood and impact associated with inherent and residual risk| =FEfE CEEL ZIThIER S BN, BHYRIRY commitments and (2) assess the Clause CIP-
YROFHERA shall be determined independently, considering all risk BREVRVICEET ZRETEERVEEEE., T x3.1.0 [risks associated with the identified 4.2.3d) 005-3a
I3 categories (e.g., audit results, threat and vulnerability analysis, [RTD )R AF T (& zlE, BEAKR. BE threats. Clause -R1-
and regulatory compliance). SR VIS, REOIEFEE) #EEL. 5.1f) R1.2
I L THIBR S MR TR IE R 5740, (x3.1.0) Procedures exist to (1) Clause CIP-
identify potential threats of 72& 009-3 -
disruptions to systems operation 7.3 R.1.1
S4.3.0 [that would impair system A6.2.1
[availability, processing integrity, A125.2
confidenitality] commitments and A126.1
(2) assess the risks associated with A14.1.2
the identified threats. A15.1.1
A15.2.1
(S4.3.0) Environmental, regulatory, A15.2.2
and technological changes are
monitored, and their effect on
system availability, confidentiality of
data, processing integrity, and
system security is assessed on a
timely basis; policies are updated
for that assessment.
(ETNEHEN N BETSIVEEN Organizations shall develop and maintain an enterprise risk L. VR ERBARGLUANICETERT S X[ X|X]|X X[ X|[X] X X |s3.1 (S3.1) Procedures exist to (1) L2 Al Ll RI-01 |PO 9.1 Domain 2, NIST SP 800-53 R3 AC-1 [NIST SP 800-53 R3 AC-1 1.2.4 |45 CFR |Clause ClP-  |AC-4 12.1.2
Risk Management management framework to mitigate risk to an acceptable level. | =12, BED Y R Y BEOMHMEAH LR LHFEL identify potential threats of 4 NIST SP 800-53 R3 AT-1 |NIST SP 800-53 R3 AT-1 164.308 |4.2.1¢c) 009-3 - |CA-2
Risk Management BIThIEE S0, disruption to systems operation NIST SP 800-53 R3 AU-1 |NIST SP 800-53 R3 AU-1 (a)(8) through R4 CA-6
Framework that would impair system security NIST SP 800-53 R3 CA-1 |NIST SP 800-53 R3 CA-1 45 CFR |Q) PM-9
'Y N NIST SP 800-53 R3 CA-6 |NIST SP 800-53 R3 CA-6
HRFUREYR gommltmeqts and A(2) asgess t(h(e NIST SP 800-53 R3 CA-7 |NIST SP 800-53 R3 CA-7 164.398( Clause RA-1
HEmE x3.1.0 |risks associated with the identified NIST SP 800-53 R3 PL-1 |NIST SP 800-53 R3 PL-1 a)(1)(ii)( |4.2.2b)
YR EHET L— threats. NIST SP 800-53 R3 RA-1 |NIST SP 800-53 R3 RA-1 B) Clause
LT—2 NIST SP 800-53 R3 RA-2 |NIST SP 800-53 R3 RA-2 5.11)
(x3.1.0) Procedures exist to (1) NIST SP 800-53 R3 RA-3 |NIST SP 800-53 R3 RA-3 Clause
identify potential threats of NIST SP 800-53 R3 SA-9 (1) 728&
disruptions to systems operation NIST SP 800-53 R3 SC-30 7.3
that would impair system NIST SP 800-53 R3 SI-4 A6.2.1
[availability, processing integrity, NIST SP 800-53 RS SI-4 (2) Al126.1
N L N NIST SP 800-53 R3 SlI-4 (4)
confidenitality] commitments and NIST SP 800-53 R3 S1-4 (5) A14.1.2
(2) assess the risks associated with NIST SP 800-53 R3 SI-4 (6) A15.2.1
the identified threats. NIST SP 800-53 R3 CM-1 A15.2.2
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FedRAMP Security
Controls

(Final Release, Jan

2012)
--LOW IMPACT

LEVEL--

NIST SP 800-53 R3 CA-5

NIST SP 800-53 R3 CP-1

NIST SP 800-53 R3 RA-1

FedRAMP Security
Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT
LEVEL--
NIST SP 800-53 R3 CA-5
NIST SP 800-53 R3 CP-1
NIST SP 800-53 R3 RA-1

GAPP
(Aug
2009)

HIPAA /
HITECH
Act

45 CFR
164.308

ISO/IEC
27001-
2005

Clause
4.2.1¢)

Jericho
Forum

NERC
CIP

009-3 -

NIST
SP800-

CM-4

documented in accordance with reasonable resolution time UGN RAEFRIRUBERORRICESNTE disruption to systems operation At) (a)(1)(ii)( |through R1.2
frames and executive approval. ESNXBlLEINBTAIEZ SN, that would impair system security B) 9)
commitments and (2) assess the Clause
x3.1.0 |risks associated with the identified 4.2.2b)
threats. Clause
4.3.1
(x3.1.0) Procedures exist to (1) Clause
identify potential threats of 5.1f)
disruptions to systems operation Clause
that would impair system 7.3
[availability, processing integrity, A6.2.1
confidenitality] commitments and A125.2
(2) assess the risks associated with A126.1
the identified threats. A15.1.1
A15.2.1
A15.2.2
Upon termination of workforce personnel and/or expiration of |3 8 BRI 8 5 LMISE & OEGIBRDR TEE XXX X|X]|X[X|[X]|X] X X |[s3.4 (S3.4) Procedures exist to protect [D.1 E.6.4 IS-27 Domain 2 NIST SP 800-53 R3 PS-4 [NIST SP 800-53 R3 PS-4 5.2.3 |[45CFR |A7.1.1 PS-4
external business relationships, all organizationally-owned IZI&, BBAFETHITRTOEELEED Shi-# against unauthorized access to 7.2.2 |164.308 |A.7.1.2
assets shall be returned within an established period. FAMISIRE LA T EAE S AL, system resources. 8.2.1 ((a)(3)(ii)( |A.8.3.2
8.2.6 |C)

[z5007 Pursuant to local laws, regulations, ethics, and contractual RBOEE, RHl. RERVZH ORI > X[X|X|X|X] X X |S3.11.0 |(S3.11.0) Procedures exist to help |E.2 E.2 63 |HR-01|PO 7.6 None [6.01.(a) |NIST SP800-53 R3 PS-2 [NIST SP 800-53 R3 PS-2 1.2.9 A.8.1.2 [Comman |CIP- |PS-2 12.7
constraints, all employment candidates, contractors, and third | T. ¥ XTOERAFESE. LYERVE=EDRE ensure that personnel responsible (B) NIST SP 800-53 R3 PS-3 |NIST SP 800-53 R3 PS-3 dment #2|004-3 - |PS-3 12.8.3
parties shall be subject to background verification proportional | ##:2 L7 (T 540, CORRIE. 7€ for the design, development, Comman |R2.2
to the data classification to be accessed, the business SNBT—ADHNE, EHOERBERUZETLE implementation, and operation of dment #3
requirements, and acceptable risk. YR CTIOREITIEE 540, systems affecting confidentiality Comman

and security have the qualifications dment #6
and resources to fulfill their Comman
responsibilities. dment #9

- [2550k) Employment agreements shall incorporate provisions and/or  |BRZHEIZIE, B SNERINF VARVt X|X|X[X|X|X[X]|X|X[| X X |S2.2.0 [(S2.2.0) The security obligations of [C.1 E.35 66 HR-02|DS 2.1 None NIST SP 800-53 R3 PS-1 [NIST SP 800-53 R3 PS-1 1.2.9 |45CFR |A6.1.5 [Comman PL-4 12.4
terms for adherence to established information governance FaUT4RY—DIETFIZET HRES & V&M users and the entity's security (B) NIST SP 800-53 R3 PS-2 |NIST SP 800-53 R3 PS-2 8.2.6 |164.310(|A.8.1.3 |dment #6 PS-6 12.8.2
and security policies and must be signed by newly hired or on- | #E Y An A T ELE S AW, Fiz. FREASH commitments to users are NIST SP 800-53 R3 PS-6 NIST SP 800-53 R3 PS-6 a)(1) Comman PS-7
boarded workforce personnel (e.g., full or part-time employee |f=f%8 (T2 A LRIE/IS— 2 A LHEEE. B communicated to authorized users NIST SP 800-53 R3 PS-7 | NIST SP 800-53 R3 PS-7 45 CFR dment #7
or contingent staff) prior to granting workforce personnel user |Bft¥(87%4 L) [CREDHEHR. ER. BE~DTY 164.308(
access to corporate facilities, resources, and assets. T REHAT DA, BERAZNEICBELSELTA a)(4)(i)

3 =T~ AN

- [255020 Roles and responsibilities for performing employment ERAOKRTH LK IERFHRENEEICEHT 5%&3 X|X| X|[Xx| X X [S3.2.d |(S3.2.d) Procedures exist to restrict E.6 HR-03|PO 7.8 None NIST SP 800-53 R3 PS-2 [NIST SP 800-53 R3 PS-2 8.2.2 [45CFR [A.8.3.1 [Comman PS-4
termination or change in employment procedures shall be RUEBEE, BRECEYLETON, XELSh, & logical access to the system and NIST SP 800-53 R3 PS-4 INIST SP 800-53 R3PS-4 | 10.2.5 [164.308 dment #6 PS-5
assigned, documented, and communicated. HMENGEITNIEESMEL, information resources maintained m:g :E ggg'gz 22 S:‘Z m:g :E ggg'gz 22 S:‘Z (@) (3)(iiy( Comman

Irl Fhe system InCIUd!ng’ B NIST SP 800-53 R3 PS-8 |NIST SP 800-53 R3 PS-8 Q dment #7
limited to, the following matters:
d. The process to make changes
S3.8.e |and updates to user profiles
(S3.8.e) e. Procedures to prevent
customers, groups of individuals,
or other entities from accessing
confidential information other than
their own

= |=4805 Industry security knowledge and benchmarking through Fy kD=4, EMRIC&KDEF21UTATH—TF X X[ X]|X]| X X |S4.3.0 ((S4.3.0) Environmental, regulatory, C.1.8 64 IS-12 Domain 2 NIST SP 800-53 R3 SI-5 [NIST SP 800-53 R3 SI-5 A.6.1.7 |Comman AT-5
networking, specialist security forums, and professional L, EFEKREELCT, ¥ T/ ICBATHER and technological changes are (B) dment #1 SI-5
associations shall be maintained. DHBRURVFI—F VT EHE LR ITAIELR S monitored, and their effect on Comman

[F4AN system availability, confidentiality, dment #2
processing integrity and security is Comman
assessed on a timely basis; dment #3
policies are updated for that
assessment.

21280 Policies and procedures shall be established, and supporting  [EEDZERANDENA LTINS RANSDT VR %EH 7] X[X|X|IX[X]|X[x]X|[Xx]| X X |s3.4 (S3.4) Procedures exist to protect G.11, IS-32 [DS5.1 Domain 2 NIST SP 800-53 R3 AC-  |NIST SP 800-53 R3AC-17 | 1.2.6 |45CFR |A.7.2.1 |All ClP-  |AC-17 9.7
business pracesses and technical measures implemented, to | ¥ 2= &ISBET HESRRYRIEERY 512012, K against unauthorized access to G12, 1 17 NIST SP 800-53 R3AC-17 | 3.2.4 (164.310 [A.10.7.1 007-3 - |AC-18 9.7.2
manage business risks associated with permitting mobile Vo —RUFIRERIL. :h;b’é*ﬁﬁ?'%gf:ibo)%ﬁ system resources. G.20.13, DS5.5 NIST SP 800-53 R3 AC- (1) 8.2.6 |(d)(1) |A10.7.2 R7.1 |AC-19 9.8
device access to corporate resources and may require the 7’Dt1&lﬁ#§jﬁﬂ4}i"1%§§a§u‘; l?_h‘liul:’?l')" * G.20.14 18 NIST SP 800-53 R3 AC-17 A.10.8.3 MP-2 9.9

= T ~ = <
implementation of higher assurance compensating controls 2. KYBUMREL LG DISEHR RITATRELRY S —R NIST SP 800-53 RS AC-|(2) A11.7.1 MP-4 11.1
- UFIE(EF1)TAIBEDRBT T, FTREEDRIE. 19 NIST SP 800-53 R3 AC-17
and acceptable-use policies and procedures (e.g., mandated R 5 LT o REE. T /5 REEREE) DEREA NIST SP 800-53 R3 MP-2 |(3) A11.7.2 MP-6 12.3
security training, stronger identity, entitlement and access WEHIESLHD, NIST SP 800-53 R3 MP-6 |NIST SP 800-53 R3 AC-17 A15.1.4
controls, and device monitoring). (4)
NIST SP 800-53 R3 AC-17
(5)
NIST SP 800-53 R3 AC-17
7)
NIST SP 800-53 R3 AC-17
(8)

NIST SP 800-53 R3 AC-18
NIST SP 800-53 R3 AC-18
@)

NIST SP 800-53 R3 AC-18
@

NIST SP 800-53 R3 AC-19
NIST SP 800-53 R3 AC-19
)

NIST SP 800-53 R3 AC-19
@

NIST SP 800-53 R3 AC-19
®

NIST SP 800-53 R3 MP-2
NIST SP 800-53 R3 MP-2 (1)
NIST SP 800-53 R3 MP-4
NIST SP 800-53 R3 MP-4 (1)
NIST SP 800-53 R3 MP-6
NIST SP 800-53 R3 MP-6 (4)
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Delivery

- e RZL:;?:‘Z;i Scope Applicability - -
Relevance 2 ¢ Applicabili T SiITSd BITS EntCeSrI:ris Fed RéMFt’ Slecumy Fed RéMFI’ Slecumy

CCMm o oy = are ontrols ontrols

V3.0 Control Specification B¢ y o _ AICPA QER Assess ohared | BSI ooy oo e G (Final Release, Jan | (Final Release, Jan | Chrr [HIPAATISONEC ;0
z = e o = Trust Service Criteria Assessm Germ i Guidance ENISA IAF (Aug HITECH 27001-

Control Q B < 5] S & TS Map (SOC 2SM Report) ments ents an V1X 4.1 Architect 2012) 2012) 2009) Act 2005 Forum
) : s 28 P Aup NS Y —LOW IMPACT  --MODERATE IMPACT

= e 3z V5.0 o LEVEL- LEVEL-

3SR Requirements for non-disclosure or confidentiality T—ARVEROHAEELRET 5-HDOHBO X X (S4.1.0) The entity’s system C.25 Domain 3 NIST SP 800-53 R3 PL-4 |NIST SP 800-53 R3 PL-4 1.25 ISO/IEC |Comman
agreements reflecting the organization's needs for the Z—XITEHE T, FREBRHDL LS liﬁﬁﬁﬁ availability, confidentiality, NIST SP 800-53 R3 PS-6 |NIST SP 800-53 R3 PS-6 27001:2 |dment #6 .8.
protection of data and operational details shall be identified, | R#1=PIF SERFMEMHEL . B L. HAI= processing integrity and security NIST SP800-53 R3 SA-9 m:g gg Zgg:g: 2: 2::2 @ 005 |Comman SA9 1284
documented, and reviewed at planned intervals. EHERTLE1a—LRThIERES40, performance is perlodlcally Annex |dment #7

reviewed and compared with the A.6.1.5 |Comman
defined system availability and dment #8
related security policies. Comman

dment #9

L3E50E Roles and responsibilities of contractors, employees, and | 2##t 8. #FEBRUNBOFAENEREERV XXX X|X|X[X|X]|X] X X [S1.2f [(S1.2.f)f. Assigning responsibility |B.1 B.1.5, 5(B) |IS-13 [DS5.1 Domain 2 NIST SP 800-53 R3 PL-4 [NIST SP 800-53 R3 PL-4 1.2.9 Clause |Comman AT-3
third-party users shall be documented as they relate to tHa ) T4 ICBEE L"C W3i5Ea. TORIRVE and accountability for system D.1.1,D.1. NIST SP 800-53 R3 PS-1 |NIST SP 800-53 R3 PS-1 8.2.1 5.1c) |dment#6 PL-4
information assets and security. FEXEELETAEGZ ST, availabilﬁty, f:onfiqentiality, 3.3,E.1, m:g :E ggg:gz 22 gg:: m:g gg Zgg:g: 2: Sg:g A.6.1.2 |Comman PM-10

gézzerijmg integrity and related Eii’ NIST SP 800-53 R3 PS-7 |NIST SP 800-53 R3 PS-7 2:1? g?:‘l’;i:l? g::é
K.1.2 dment #8 PS-7

- [550H Policies and procedures shall be established, and supporting | ##iAFIA X IZEET 51 —HFDI Y KRSV b T X[X[X[X[X|X] X X [s1.2 (S1.2) The entity’s security policies B.3 B.1.7, 1S-26 |DS 5.3 Domain 2 NIST SP 800-53 R3 AC-2 [NIST SP 800-53 R3 AC-8 8.1.0 [45CFR [A.7.1.3 [Comman AC-8 12.35
business processes and technical measures implemented, for /X 2 (X#AEhE=D—HRF—>av, Sy 7 include, but may not be limited to, D.1.3.3, NIST SP 800-53 R3 AC-8 [NIST SP 800-53 R3 AC-20 164.310 dment #1 AC-20
defining allowances and conditions for permitting usage of ry T, BERAIWTFNARBE) | ITEBORY + the following matters: E.3.2, 2"05T SP 800-53 R3 AC- (Nl')ST SP 800-53 R3 AC-20 (b) Comman PL-4
organizationally-owned or managed user end-point devices D= RUVRATLAIAVR—RY FOFEREHTT S3.9 E.35.1, dment #2
(e.g., issued workstations, laptops, and mobile devices) and IT |2 & EEET 51=HDKR) O —RUFIEZEREL (S3.9) Procedures exist to provide E.3.5.2 NIST SP 800-53 RS PL-4 (NZI)ST SP 800-53 R3 AC-20 Comman
infrastructure network and systems components. Additionally, |L. Sh b Z#i4T 5D EH T 0 R RV that issues of noncompliance with NIST SP 800-53 R3 PL-4 dment #3
defining allowances and conditions to permit usage of personal |tk 2 RE LA TNEL S AL, 512, BEIC security policies are promptly
mobile devices and associated applications with access to BLT, BADENALTNAA ZARVEETZ7 T addressed and that corrective
corporate resources (i.e., BYOD) shall be considered and r—2avEFERALTREXOERICTIERTS measures are taken on a timely
incorporated as appropriate. & (Fabhb, BYOD) #HAITHEHEEERT basis.

P ERERL. BERYANLITNIEE S,

SR A security awareness training program shall be established for [$A#iD T X THORMHE, SNEBOFAE. X EI°x X[X|X|IX[X]|X[Xx]X]|[Xx]| X X |S1.2k [(S1.2.k) The entity's security El E.4 65 IS-11 [PO 7.4 Domain 2 [6.01. (c)  [NIST SP 800-53 R3 AT-1 |NIST SP 800-53 R3 AT-1 1.2.10 [45 CFR |Clause |Comman [CIP-  [AT-1 12.6
all contractors, third-party users, and employees of the LTEFalT4] Eﬁﬂiwﬂjlﬁ?Dﬁ?A’éﬁ:‘iL\ PA policies include, but may not be (B) 6.02. (¢)  |NISTSP 800-53 R3AT-2 [NIST SP 800-53 R3 AT-2 8.2.1 (164.308 [5.2.2 [dment #3|004-3 - |AT-2 12.6.1
organization and mandated when appropriate. All individuals Elimtfﬁiﬁﬁl#?ﬁil#hlifibﬁl._\o ﬂﬁo)T—'{': limited to, the following matters: NIST SP 800-53 R3 AT-3 NIST SP 800-53 R3 AT-3 (@)(5)() |A.8.2.2 |Comman |R1 - R2|AT-3 12.6.2
with access to organizational data shall receive appropriate ;g_%?ﬁ;éj;]tgﬁéfﬁﬁ"_ﬁs_{ii?m@tmﬁa k. Providing for training and NIST SP 800-53 R3 AT-4 |NIST SP 800-53 R3 AT-4 45 CFR dment #6(- R2.1 [AT-4
awareness training and regular ypdates ip organizgtional WI:EE&@%LE}U%RE&UB%*JR/& g E‘th;’Egﬁ{’;’é other resources to gqppon its 164.39§
procedures, processes, and policies relating to their 2+ IEE S, S2.2.0 |[system security policies (@) G)(ii)(
professional function relative to the organization. A)

(S2.2.0) The security obligations of
users and the entity’s security
commitments to users are
communicated to authorized users.

5 IZSHEE Al personnel shall be made aware of their roles and FTRTOABIZ, UTOREIZHTIBH5DEER XXX X[X[X]|X]X|X] X X [S2.3.0 [(S2.3.0) Responsibility and E.1 E.4 65 1S-16 |PO 4.6 Domain 2 NIST SP 800-53 R3 AT-2 [NIST SP 800-53 R3 AT-2 1.2.10 (45 CFR |Clause [Comman AT-2 8.5.7
responsibilities for: UEEERHSERTAEZ SN, accountability for the entity’s (B) NIST SP 800-53 R3 AT-3 |NIST SP 800-53 R3 AT-3 8.2.1 (164.308 [5.2.2 |dment#5 AT-3 12.6.1

« Maintaining awareness and compliance with established HESNIARY O—, FIE. BRI ZEZERE system availability, confidentiality, 66 NIST SP 800-53 R3 AT-4 NIST SP 800-53 R3 AT-4 (a)(5)(ii)( |A.8.2.2 |Comman AT-4
policies and procedures and applicable legal, statutory, or RALDBFEFICHT IRHERVALTS4TY processing integrity and security (B) NIST SP 800-53 R3 PL-4 INIST SP 800-53 R3 PL-4 D) A.11.3.1|dment #6 PL-4
regulatory compliance obligations. REMFTHL policies and changes and updates A.11.3.2|Comman
« Maintaining a safe and secure working environment RETUEXATHEXBREMIFETHL to those policies are communicated dment #7

to entity personnel responsible for

implementing them.

[z Policies and procedures shall be established to require that EADEEBAT, BHMEXEN (FRI by TL X[X|X|X]|X] X X |S3.3.0 |(S3.3.0) Procedures exist to restrict [E.1 E.4 1S-17 Domain 2 NIST SP 800-53 R3 MP-1 |NIST SP 800-53 R3 AC-11 | 8.2.3 Clause |Comman AC-11
unattended workspaces do not have openly visible (e.g.,ona | ET) BEIABWESIZT S0, - —F physical access to the defined NIST SP 800-53 R3 MP-2 |NIST SP 800-53 R3 MP-1 522 |dment#5 MP-2
desktop) sensitive documents and user computing sessions  |FREIERSMZWMEEICI—H DY > 3 UNED system including, but not limited NIST SP 800-53 R3 MP-2 A.8.2.2 |Comman MP-3
had been disabled after an established period of inactivity. 12783 & 3123012, R O—RUFIEEREL to, facilities, backup media, and m:g :E ggg:gz 22 mgg @ A9.1.5 |dment #6 MP-4

L RIEE 5L other system components such as NIST SP 800-53 R3 MP-4 A.11.3.1{Comman
S3.4.0 |[firewalls, routers, and servers. NIST SP 800-53 R3 MP-4 (1) A.11.3.2|dment #7
A.11.3.3|Comman
(S3.4.0) Procedures exist to protect dment
against unauthorized access to #11
system resources.

JAVEO Access to, and use of, audit tools that interact with the 0y T8N EAShIZYBRSNIYT LD X| X[ X]|X]|X X|X| x| x S3.2.g [(S3.2.9) g. Restriction of access to 1S-29 |DS 5.7 Domain 2 |6.03. (i) NIST SP 800-53 R3 AU-9 |NIST SP 800-53 R3 AU-9 8.2.1 A.15.3.2|Comman |CIP-  |AU-9 10.5.5
organization's information systems shall be appropriately SO MBDER R T LEPYBYET SHEEY—IL system configurations, superuser 6.03. (j) NIST SP 800-53 R3 AU-9 (2) dment #2|003-3 - |AU-11
segmented and restricted to prevent compromise and misuse “0)7?_'&1&1;&5 'SOL‘—(@’E@U%%'\J"W*&L‘ functionality, master passwords, Comman |R5.2 |AU-14
of log data. FIRETORITNIFESEN powerful utilities, and security dment #5

devices (for example, firewalls). Comman
dment
#11

J\VEo2H User access policies and procedures shall be established, and |7 —2P#@A A X ETEET 2R/ RET7T)r— x| x| x| x| x| x|[x|x]|x] x S3.2.0 [(S3.2.0) Procedures exist to restrict [B.1 B.1.8, 8 (B) | 1S-07 [DS 5.4 Domain 2 [6.01. (b)  |NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 8.1.0 |45 CFR |A.11.1.1{Comman [CIP- [AC-1 35.1
supporting business processes and technical measures LAV BT R TRBORYNI—IRUS AT L logical access to the defined B.1.21, |40 6.01. (d) |NISTSP 800-53 R3AC-7 [NIST SP 800-53 R3 AC-7 164.308 |A.11.2.1|dment #6(007-3 - [IA-1 8.5.1
implemented, for ensuring appropriate identity, entitlement, 3?*_7‘9"'3'7'7“’-"1?;63:{'(0)*1?9&5@@(2 system including, but not limited B.1.28, |(B) 6.02.(¢) |NISTSP800-53 R3AC- |NIST SP 800-53 R3 AC-10 (@)(3)() |A.11.2.4|Comman |R5.1 - 12.5.4
and access management for all internal corporate and 'l'/h):l.jfg))ﬁﬂ]?%xli&a& *EBEﬁE{; ?7"11 = to, the following matters: E.6.2, 41 6.03. (b) 14 NIST SP 800-53 R3 AC-14 45 CFR |A.11.4.1|dment #7|R5.1.2
customer (tenant) users with access to data and E%ﬁgitﬁjﬁbj“ J'_ﬂ:??txo);h Vo —RU c. Registration and authorization of H.1.1, (B) 6.03.04. (b) NIST SP800-53 R3 IA-1 | NIST SP 800-53 RS IA-1 164.312 |A.11.5.2|Comman

- " . L, ChOEWET DO DEBKTOERAR
organizationally-owned or managed (physical and virtual) VHTIR EERELA I RIERLEL, chbDRY new users. K.1.4.5, (42 6.03.04. (c) (a)(1) A.11.6.1{dment #8
application interfaces and infrastructure network and systems |+, — FEj§. 7O0tZABUFERIZE. LFOEEESH d. The process to make changes to (B) 6.03.05. (b) 45 CFR
components. These policies, procedures, processes, and I IER SN, user profiles. 43 6.03.05. (d) 164.312
measures must incorporate the following: A=Y FHIUROERT S RURBBRETIHDF g. Restriction of access to system (B) 6.03.06. (b) (@)(2)(ii)
« Procedures and supporting roles and responsibilities for IEAE NI ZDEELGHBE R VBT EBBEHEE (LR configurations, superuser 44 6.04.01. (c) 45 CFR
provisioning and de-provisioning user account entitlements HESRVBHHEEROEE, ﬁ@%l%l:;é??t functionality, master passwords, (CH) 6.04.01. (f) 164.308(
following the rule of least privilege based on job function (e.g., A ji,liiitmgﬁlﬁﬁﬁ*» f”"*ﬂ@}ﬁ:?ﬁ@mﬁ'ﬁﬁ powerful utilities, and security 6.04.02. (a) a)(4)(ii)(
internal employee and contingent staff personnel changes, ﬁy&&)L§’5§5¢‘1§B§ﬁ5{§5}l‘;ﬁo;ﬁebé_& devices (for example, firewalls). 6.04.02. (b) B)
customer-controlled access, suppliers' business relationships, . ?gggég%ﬁLf:‘_* )_.a.&&{%@&lﬁ&%E 6.04.02. (c) 45 CFR

N ) N N Erit] BB (X E, BB 50T

or othgr third-party buglnesg relatlonghlps) R BEROMEEE. JE— T IR AREEFIAT 8 6.04.03. (b) 164.398(
* Business case considerations for higher levels of assurance |& BSIER S Bt DHEELE . BATIERAETSE 6.04.06. (a) a)(4)(i)(c
and multi-factor authentication secrets (e.g., management B KRELR)Y—REREELETHTOES VS DR 6.04.08. (a) )
interfaces, key generation, remote access, segregation of MIZHBLIEHRZETI&LSHIHR . EELVRATLA 6.04.08. (b)
duties, emergency access, large-scale provisioning or DAEDRRBEEDHZEHE) 6.04.08. (c)
geographically-distributed deployments, and personnel NLFTFUNT—RTIOFRIEETL TATLD 6.04.08.03.
redundancy for critical systems) 'U'__':’\_7_'4_(7:':"‘\{7‘\61&0)7_""‘/'"7{%) s (@)
- Access segmentation to sessions and data in multi-tenant 0):$7I'E—’5‘&Ut"y*/3/l‘ﬁ?’é??txo)lﬁﬁﬁl‘ﬁﬁﬂ’ 6.04.08.03.
architectures by any third party (e.g., provider and/or other DD EEMRER. H—t REEET T r—as (b)
customer (tenant)) A o |(APD ER B O EE A (- IESSOLRIE T
« Identity trust verification and service-to-service application FL—2avBEIZONTHLD) 12T AEE
(API) and information processing interoperability (e.g., SSO AVRA LS EIZEAETOTHY VN EEIE
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« Authentication, authorization, and accounting (AAA) rules for | 7—4R Uty av~ADTIEADT=H DFRFL.
access to data and sessions (e.g., encryption and strong/multi- | Bl 7 AT T42 5 (AAA) L—JLIZBIT S (=L
factor, expireable, non-shared authentication secrets) [FRESAE. BN DV FI7V—DHRMGEEH#E
« Permissions and supporting capabilities for customer ED_._,)_‘ ?ﬁ?tl/‘yvérﬁfﬁﬂ'%%;otﬁﬁ;ﬂ) i
(tenant)(controls over authentication, authorization,(and EIT 7’3%‘/7__4‘/25(/\&)7}[‘_“‘,&? iﬁ@(?";gﬁ) =
accounting (AAA) rulgs for access to data and sessions BAEIRT 210 O AT E R OIS S BB B HEEE =
« Adherence to applicable legal, statutory, or regulatory e
compliance requirements (BT HEEXITIRFNET DERBIEAOEYIZR
THRE

TSRVl User access to diagnostic and configuration ports shall be PHR—FRUBRR—IADI—F 7 IR EEFDIE X X [s3.2.g [(S3.2.9) g. Restriction of access to H1.1, 1S-30 NIST SP 800-53 R3 CM-7 [NIST SP 800-53 R3 CM-7 Comman [CIP-  [CM-7 9.1.2

restricted to authorized individuals and applications. BEFSESNIABLERET T r—avICRELL system configurations, superuser H1.2, NIST SP 800-53 R3 MA-4 |NIST SP 800-53 R3 CM-7 (1) dment #3|007-3 - |MA-3
IFIEESY, functionality, master passwords, G.9.15 NIST SP 800-53 R3 MA-5 |NIST SP 800-53 R3 MA-3 Comman [R2 MA-4
powerful utilities, and security NIST SP 800-53 RS MA-3 (1) dment #4 MA-5

devices (for example, firewalls). NIST SP 800-53 RS MA-3 (2) Comman

NIST SP 800-53 R3 MA-3 (3)

NIST SP 800-53 R3 MA-4 dment #5

NIST SP 800-53 R3 MA-4 (1) Comman

NIST SP 800-53 R3 MA-4 (2) dment #6

NIST SP 800-53 R3 MA-5 Comman

dment #7

Comman

dment #8

| ARSIV RO Policies and procedures shall be established to store and TAYISRARSVFXN—IZTIERTETRTD -
manage identity information about every person who accesses | AIZBT 2IDE#HRZREELEEL. BAOT7IER
IT infrastructure and to determine their level of access. Policies | LRV ERET 51=0DRY O —RUFIEERIL

Procedures shall also be developed to control access to network resources |72 (T (LR 5%V, A—HFDIDIZHINVTHR Y b
based on user identity. T—YER~NDT I REFIHT H-DDRY o—

LI LB TR S0,

TRV RS User access policies and procedures shall be established, and [1—#A— LD & ICBIET 5B E YR VLT HT X S3.2.a [(S3.2.a) a. Logical access security G.2.13 IS-15 NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 45 CFR Comman [CIP-  |AC-1 6.4.2
supporting business processes and technical measures L%ER E‘J&Lfiﬁﬁéhtm}%ﬁ%ﬁﬁﬂzmg‘{l_*f measures to restrict access to G.3, NIST SP 800-53 R3 AC-2 |NIST SP 800-53 R3 AC-2 164.308 dment #6|007-3 |AC-2
implemented, for restricting user access as per defined 77"11@']@?6?:&)'; A=HFFHERR L —RU information resources not deemed G.20.1, NIST SP 800-53 R3 AU-1 [NIST SP 800-53 R3 AC-2 (1) (@)()(i)( Comman |R5.1.1 |AC-5

Duties segregation of duties to address business risks associated with FIREREIL hhlﬂb’éj:ﬁﬁﬂ'%&?)ﬂ)%ﬁjﬂt;(& to be public. G.20.2, NIST SP 800-53 RS AU-2 |NIST SP 800-58 R3 AC-2 (2) D) dment #7 AC-6
a user-role conflict of interest. URIHHREREL ST NEEEE0. G.20.5 NIST SP 800-53 R3 AU-6 m:g ég ggg'g: 22 :g's © 45 CFR Comman AU-1

- -2 (4)
NIST SP 800-53 R3 AC-2 (7) 164.308 dment #8 AU-6
NIST SP 800-53 R3 AC-5 (@)(@3)(i)( Comman Sl-1
NIST SP 800-53 R3 AC-6 A) dment Sl-4
NIST SP 800-53 R3 AC-6 (1) 45 CFR #10
NIST SP 800-53 R3 AC-6 (2) 164.308(
NIST SP 800-53 R3 AU-1 a)(@)(ii)(
NIST SP 800-53 R3 AU-2 A
NIST SP 800-53 R3 AU-6
NIST SP 800-53 R3 AU-6 (1) 124C3FZOR8
NIST SP 800-53 R3 AU-6 (3) N
NIST SP 800-53 R3 SI-4 @)
NIST SP 800-53 R3 SI-4 (2) C)
NIST SP 800-53 R3 SI-4 (4) 45 CFR
NIST SP 800-53 R3 SlI-4 (5) 164.312
NIST SP 800-53 R3 SlI-4 (6) (b)

TR VE ] Access to the organization's own developed applications, EHONFA—HTIEZADRY L —RUFIBIZE DL X S3.13.0 [(S3.13.0) Procedures exist to 1.2.7.2, 1S-33 NIST SP 800-53 R3 CM-5 Comman CM-5 6.4.1
program, or object source code, or any other form of <. W%l:h‘ﬂlif:%{J‘EBEﬁEHE_E'H:ﬁL‘Jﬁﬂﬁiﬁ g provide that only authorized, 1.2.9, NIST SP 800-53 R3 CM-5 (1) dment #6 CM-6 6.4.2
intellectual property (IP), and use of proprietary software shall F’ﬁ%l‘t:7jw7_’/39~ TRTSL FTOIR)— tested, and documented changes 1.2.10, NIST SP 800-53 R3 CM-5 (5) Comman
be appropriately restricted following the rule of least privilege x:.—|.‘\ %®1m®§ﬂﬂq§1§(lp)T@???Z&l{%fi are made to the system. 1.2.15 dment #7
based on job function as per established user access policies E’??\o) VIhI T OREREENIHIRLE TSRS Comman
and procedures. fadl dment #9

Comman
dment
#10

NS AVEr A The identification, assessment, and prioritization of risks posed [$B#DIEHRS AT LRUT—E~DE=ZFEDT IR % X X [s3.1 (S3.1) Procedures exist to (1) B.1.1, RI-05 NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 CA3 12.8.1
by business processes requiring third-party access to the ;Z\E&ié%i%j?txf%i?’é 'qu’éﬁﬁ~ ST identify potential threats of B.1.2, NIST SP 800-53 R3 AT-1 | NIST SP 800-53 R3 AT-1 MA-4 12.8.2
organization's information systems and data shall be followed Eﬂ'ﬁﬁ‘ﬁ”Lf:%,~§|ﬁo);ﬂ"x'_1*ﬁa7377ti disruption to systems operation D.1.1, NIST SP 800-53 R3 AU-1 NIST SP 800-53 R3 AU-1 RA-3 12.8.3
by coordinated application of resources to minimize, monitor, U)%EEEIQ;Eﬁ&U_E; BEERNRISHIZ mﬁ&“ ;ﬁ“‘;: that would impair system security E.1, NIST SP 800-53 R3 CA-1 |NIST SP 800-58 R3 CA-L 12.8.4

ol : : B0, TNITHIETEDIY—RERALLEITIE ) NIST SP 800-53 R3 CM-1 |NIST SP 800-53 R3 CM-1
and measure likelihood and impact of unauthorized or FEDELN, commitments and (2) assess the F.1.1, NIST SP 800-53 R3 OP-1 |NIST SP 800-53 R3 CP-1
inappropriate access. Compensating controls derived from the YRISFICE S BEDFELIL(ESED) 7o+ x3.1.0 |risks associated with the identified H.1.1, NIST SP 800-53 R3 IA-1 |NIST SP 800-53 R3 IA-1
risk analysis shall be implemented prior to provisioning access. | z £ 12{#t 3 2 §ilc R &2 (HHEAR DL, threats. K.1.1, NIST SP 800-53 R3 IA-5  |NIST SP 800-53 R3 IA-4

E.6.2, NIST SP 800-53 R3 1A-5  |NIST SP 800-53 R3 IA-5
(x3.1.0) Procedures exist to (1) E.6.3 ) NIST SP 800-53 R3 IA-5 (1)
identify potential threats of NIST SP 800-53 R3 IR-1 |NIST SP 800-53 R3 IA-5 (2)
disruptions to systems operation NIST SP 800-53 R3 MA-1 |NIST SP 800-53 R3 IA-5 (3)
e T
E:ao\;aflllda:::IZ;II’;’;O;:;iT?n:Q;?SI:li’(;i NIST SP 800-53 R3 PL-1 |NIST SP 800-53 R3 IA-8
N N N NIST SP 800-53 R3 PS-1 |NIST SP 800-53 R3 IR-1
(2) assess the risks associated with NIST SP 800-53 R3 RA-1 [NIST SP 800-53 R3 MA-L
the identified threats. NIST SP 800-53 R3 SA-1 |NIST SP 800-53 R3 MP-1
NIST SP 800-53 R3 SC-1 |NIST SP 800-53 R3 PE-1
NIST SP 800-53 R3 SI-1 |NIST SP 800-53 R3 PL-1
NIST SP 800-53 R3 PS-1
NIST SP 800-53 R3 RA-1
NIST SP 800-53 R3 SA-1
NIST SP 800-53 R3 SC-1
NIST SP 800-53 R3 SI-1
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53 R3

\V4
ISM
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Policies and procedures are established for permissible (B LVRETHHEBHICIEESNFA—FICOHE (S3.2.0) Procedures exist to restrict Domain 12
storage and access of identities used for authentication to RAEh SEHFIRRVB/IMERD L —ILISEINT, logical access to the defined
ensure identities are only accessible based on rules of least **0)‘7"7“77;-’1—536*7 51=8 :IE system including, but not limited
privilege and replication limitation only to users explicitly miﬁg;ﬂi?@&lg@%ﬁfE?:étbw* J to, the following matters:
defined as business necessary. i AL 17l Y c. Registration and authorization of
new users.
d. The process to make changes to
user profiles.
g. Restriction of access to system
S4.3.0 [configurations, superuser
functionality, master passwords,
powerful utilities, and security
devices (for example, firewalls).
(S4.3.0) Environmental, regulatory,
and technological changes are
monitored, and their effect on
system availability, confidentiality,
processing integrity and security is
assessed on a timely basis;
policies are updated for that
assessment.
Provisioning user access (e.g., employees, contractors, FTAPHBA AR ITEET IR/ RETT)r— x| x| x| x]|x x| x| x| x X [$3.2.0 [(S3.2.0) Procedures exist to restrict H.2.4, 35 1S-08 |DS5.4 Domain 2 [6.03.04. (b) [NIST SP 800-53 R3 AC-3 |NIST SP 800-53 R3 AC-3 8.2.2 |45CFR |A.11.2.1|{Comman [CIP- [AC-3 7.1
customers (tenants), business partners and/or supplier YAy, BELZTL, 3T —Ja Rk b)) logical access to the defined H.2.5, (B) 6.03.04. (c) [NIST SP 800-53 R31A-2 |NIST SP 800-53 R3 AC-3 (3) 164.308 |A.11.2.2|dment #6|003-3 - [AC-5 7.1.1
relationships) to data and organizationally-owned or managed 1_;'5'77"'-’Z (XA, ﬁfﬁ?iﬁgﬁg(’"’:{t) E system including, but not limited 40 6.03.05. (d) NIST SP 800-53 R31A-2 |NIST SP 800-53 R3 AC-5 (@(@3)() |A.11.4.1|Comman |R5.1.1 |AC-6 7.1.2
(physical and virtual) applications, infrastructure systems, and ﬁgé;"-__; &ﬁgﬁg’&f;ﬁﬁﬁﬁf $ﬂf\;§ﬁ% to, the following matters: (B) 6.03.06. (a) g\lll)ST SP 800-53 R3 1A-4 m:g :E ggg'gz 22 :g'z 1 45 CFR |A11.4.2|dment #7 |- R5.3 [IA-2 7.1.3
network components shall be authorized by the organization's :7:)1;?_(\ é‘f-ﬁj?é—(ﬁ%if—iﬁﬂﬁ:ﬁlﬁlﬁé_ﬁ\'éliéb\liﬁlﬁ c. Registration and authorization of 41 6.03.06. (b) NIST SP 800:53 R3 IA:S NIST SP 800:53 R3 AC:G EZ; 164.308 |A.11.6.1|{Comman |CIP- 1A-4 7.2.1
management prior to access being granted and appropriately TERBEZHTOEFRIZADLAL, new users. (B) 6.04.01. () |\iST SP 800-53 R3 IA-5  |NIST SP 800-53 R3 1A-2 (@) (3)(ii)( dment #8(004-3 [IA-5 7.2.2
restricted as per established policies and procedures. Upon FANAAFE ERIZECT. BIZEE (TR OF— d. The process to make changes to 42 6.04.01. (b) |(1) NIST SP 800-53 R3 1A-2 (1) A) Comman [R2.3 |IA-8 85.1
request, provider shall inform customer (tenant) of this user ARY—ERO—EELTHAINY  BER (FFU) user profiles. (B) 6.04.01. (d) |NIST SP 800-53 R31A-8 [NIST SP 800-53 R3 1A-2 (2) 45 CFR dment #9|CIP- MA-5 12.5.4
access, especially if customer (tenant) data is used as part the | WEEROEREITH T B EED—EMEHAFLIZYLTW g. Restriction of access to system 44 6.04.01. (e) [NIST SP 800-53 R3 MA'5 |NIST SP 800-53 R3 IA-2 (3) 164.308 Comman |007-3 |PS-6
service and/or customer (tenant) has some shared HIHEEE. COL—HFT U RREEBEE (FFUMIC configurations, superuser (C+) 6.04.01. (g) |NIST SP 800-53 R3 PS-6 [NIST SP 800-53 R3 1A-2 (8) @A) dment |R5.1- |SA-7
responsibility over implementation of control. BRILZITHIZZSAEL, functionality, master passwords, 6.04.03. (c) |NIST SP 800-53 R3 SA-7 [NIST SP 800-53 R3 1A-4 45 CFR #10 R5.1.2 [SI-9
powerful utilities, and security 6.04.08.02. NIST SP 800-53 R3 1A-4 (4) 164.308
devices (for example, firewalls). (@ u:g gg gggg: 22 :::g o (@)(@)i)(
NIST SP 800-53 R3 IA-5 (2) B)
NIST SP 800-53 R3 IA5 (3) 45CFR
NIST SP 800-53 R3 IA'5 (6) 164.308
NIST SP 800-53 R3 IA-5 (7) (@) (4)(ii)(
NIST SP 800-53 R3 IA-8 C)
NIST SP 800-53 R3 MA-5 45 CFR
NIST SP 800-53 R3 PS-6 164.312
NIST SP 800-53 R3 SA-7 @)
NIST SP 800-53 R3 SC-30
NIST SP 800-53 R3 SI-9
User access shall be authorized and revalidated for entitlement | 1—%7 7 X (&, ZDHERF SO ZLHEICDOLNT, 4 X[ X[ X]|X[x X[ X[x] X X |S3.2.0 |(S3.2.0) Procedures exist to restrict H.2.6, 41 IS-10 |DS5.3 Domain 2 NIST SP 800-53 R3 AC-2 NIST SP 800-53 R3 AC-2 8.2.1 [45CFR [A1l.2.4[Comman [CIP- |AC-2
appropriateness, at planned intervals, by the organization's BOBEEEE, BLAL. Eﬁﬁéﬁiﬁswiﬁ%llitli logical access to the defined H.2.7, (B) DS5.4 NIST SP 800-53 R3 AU-6 NIST SP 800-53 R3AC-2 (1) | 8.2.7 |164.308 dment #6|004-3 |AU-6
business leadership or other accountable business role or @%Q%O?':*‘ﬂ“ fﬁﬁb‘ﬂ;ﬁz%\_&g)ﬁll\ﬁlﬁﬁﬁﬂli system including, but not limited H.2.9, NIST SP 800-53 R3 PS-6 |NIST SP 800-53 R3 AC-2 (2) (@)(3)(ii)( Comman [R2.2.2 [PM-10
function supported by evidence to demonstrate the FEOEL&?,%&%’{?;?}%;&%E[;—;‘??I%E;U < BRI to, the following matters: NIST SP 800-53 R3 PS-7 m:g gg ggg':: 2: :g'g (i) B) dment #7|CIP-  |PS-6
grganiza?ion is a(:!heriryg to the rule pf Igast privilegg bgsed on ;?Exﬁﬁéfﬁgéif: Eﬁ“ﬁ;?&?%ﬁf::l.—ﬂ‘?O d. The process to make changes to NIST SP 800:53 R3 Ac:z 27; 45 CFR Comman |007-3 - |PS-7
job functlon.(For identified access ylglatlons, remediation must HZDOHEY S —RUFIB - THEREBE =LA user prqfllgs. NIST SP 800-53 R3 AU-6 164.39§ dment #8|R5 -
follow established user access policies and procedures. RIEESELY, g. Restriction of access to system NIST SP 800-53 R3 AU-6 (1) (a)(4)(i)( Comman (R.1.3
configurations, superuser NIST SP 800-53 R3 AU-6 (3) C) dment
functionality, master passwords, NIST SP 800-53 R3 PS-6 #10
powerful utilities, and security NIST SP 800-53 R3 PS-7
devices (for example, firewalls).
Timely de-provisioning (revocation or modification) of user EHONFR) S —RUFIBEITHENI—HFDRT—ER X[ X[ X|X]|X X| X |[X| X S3.2.0 |(S3.2.0) Procedures exist to restrict |H.2 E.6.2, 1S-09 |DS 5.4 Domain 2 |6.03.04. (b) [NIST SP 800-53 R3 AC-2 [NIST SP 800-53 R3 AC-2 8.2.1 (45 CFR [(ISO/IEC|Comman |CIP- [AC-2 8.5.4
access to data and organizationally-owned or managed DEE(BRAXFZTOMOMBIBEHROK T BEOE logical access to the defined E.6.3 6.03.04. (c) [NIST SP 800-53 R3 PS-4 |NIST SP 800-53 R3 AC-2 (1) 164.308( |27001:2 |dment #6(004-3 |PS-4 85.5
(physical and virtual) applications, infrastructure systems, and EXIiE}:EU&)IZEﬁL\T‘\ T-@\‘-’%ﬁ;ﬁb‘?)jﬁXli system including, but not limited 6.03.05. (d) NIST SP 800-53 R3 PS-5 |NIST SP 800-53 R3 AC-2 (2) a)(3)(ii)( |005 Comman |R2.2.3 |PS-5
network components, shall be implemented as per established ﬁégj“éi_/ﬁﬁ?j'}#_ya‘/: 12I5RESY B to, the following matters: 6.03.06. (a) NIST SP 800-58 R3 AC-2 (3) C) A.8.3.3 |dment #7|CIP-
olicies and procedures and based on user's change in status :F\’_VX.TL“ *‘y‘tq_7j‘/$_*‘/"?o)~l_ﬂ. d. The process to make changes to 6.04.02. (b) NISTSP 800-53 RS AC-2 (4) A.11.1.1{Comman |007-3 -
p ' pr chang TR EBEICECEL X ZEBE LA R IEESEN, T - The pra 9 -04.02. NIST SP 800-53 R3 AC-2 (7) -11.1.
(e.g.(, terrplnaftlon of employment or other business ) ONSH (X, BRIZELT. BIBE (FFUh) F—ant user prqfllgs. NIST SP 800-53 R3 PS-4 A.11.2.1|dment #8|R5.1.3
relathnshlp, job change or transfer). Upon request, proyldE( H—ERO—HELTHAINTY  BE(FFURAE g. Rgstrlct}on of access to system NIST SP 800-53 R3 PS-5 Al11.2.2 -R5.2.1
shall inform customer (tenant) of these changes, especially if |[BOEIZHTIEEFO—HEEELLYLTNSIES configurations, superuser NIST SP 800-53 R3 SC-30 -
customer (tenant) data is used as part the service and/or IF. CNODEBRERBEE (TR ISEMLZ TN IERS functionality, master passwords, R5.2.3
customer (tenant) has some shared responsibility over [A{AN powerful utilities, and security
implementation of control. devices (for example, firewalls).
Internal corporate or customer (tenant) user account B ARANRER,AERT 5. 7O RABEEERRERICER x| x| x| x x| x| x| x X [$3.2b [(S3.2.b) b. Identification and B.1 E.6.2, 6 (B) [SA-02|Ds5.3 Domain 10 [6.03.04. (b) [NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 45CFR [A.8.3.3 [Comman [CIP- |AC-1 8.1
credentials shall be restricted as per the following, ensuring | 278 EHBNI=RY S —RUFIRIZHE ST, M authentication of users. H.5 E.6.3, DS5.4 6.03.04. (c) |NIST SP 800-53 R3 AC-2 |NIST SP 800-53 R3 AC-2 164.308(|A.11.1.1|dment #6[004-3 |AC-2 8.2,
appropriate identity, entitlement, and access management and | X 3BE (7Y DA—HFTFhH VO ARIERE LU H.1.1, 6.03.05. (d) |NIST SP 800-53 R3 AC-3 |NIST SP 800-53 R3 AC-3 a)(5)(ii)(c|A.11.2.1|Comman |R2.2.3 [AC-3 8.3
in accordance with established policies and procedures: TR LSBRAN S BEN=HRLEF NSRS H.1.2, 6.04.05. (b) NIST SP 800-53 R3 AU-2 |NIST SP 800-53 R3 AC-11 ) A.11.2.3|dment #7|CIP-  [AC-11 8.4
« Identity trust verification and service-to-service application Lo - N . H.2 NIST SP 800-53 RS AU-11| NIST SP 800-53 R3 AC-11 45 CFR |A.11.2.4|Comman |007-3 - |AU-2 8.5
¥yt ! | ser /Ice app IDOIEFERER., ¥ —E REEHET T — 3> (APD) g NIST SP 800-53 R3 1AL |(1)
(API) and |nformat|on processing interoperability (e.g., SSO LIEHRNE DB E BN (SSOLBI I FL—ar D H.3.2, NIST SP 800-53 R3 IA-2 |NIST SP 800-53 R3 AU-2 164.39§ A.11.5.5(dment #8|R5.2 - |AU-11 10.1,
and Federation) BERE) H.4, NIST SP 800-53 R3 IA-2 |NIST SP 800-53 R3 AU-2 (3) (@)G)(ii)( Comman |R5.3.1 [IA-1 12.2,
« Account credential lifecycle management from instantiation |- e AN SIEEIZERETO T HHIUFERIBERDS1T H.4.1, (&) NIST SP 800-53 R3 AU-2 (4) D) dment #9|- 1A-2 12.3.8
through revocation HAHILEE H.4.5, NIST SP 800-53 R3 IA-5 |NIST SP 800-53 R3 AU-11 45 CFR R5.3.2 [IA-5
« Account credential and/or identity store minimization or re- |- RIRATREAIHE (&, FH OV D EEIERRVIDR N7 H.4.8 NIST SP 800-53 R3 IA-5 [NIST SP 800-53 R3 1A-1 164.312 - 1A-6
use when feasible OBMERIFBHA -RRICESRITANSNDIRES @) NIST SP 800-53 R3 IA-2 (@)@)) R5.3.3 [IA-8
« Adherence to industry acceptable and/or regulatory RORRFERTFLUIEREE. 38 TAVY T4V Y NIST SP 800-53 R31A-6 |NIST SP 800-53 R3 1A-2 (1) 45 CFR SC-10
compliant authentication, authorization, and accounting (AAA) (A%A) ib%%%ﬁggg7;?;77aa_o)%mﬁé# NIST SP 800-53 R3 IA-8 m:g gg Zgg'g: 2: ::’; (g) 164.312
rules (e:g., Astrong/multi-factor, expireable, non-shared 0s " A% NIST SP 800:53 R3 IA:2 28; (@)(2)(iii)
authentication secrets) NIST SP 800-53 R3 IA-5 45 CFR
NIST SP 800-53 R3 1A‘5 (1) 164.312
NIST SP 800-53 R3 IA'5 (2) (d)
NIST SP 800-53 R3 IA-5 (3)
NIST SP 800-53 R3 IA-5 (6)
NIST SP 800-53 R3 IA-5 (7)
NIST SP 800-53 R3 IA-6
NIST SP 800-53 R3 IA-8
NIST SP 800-53 R3 SC-10
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. Supplier Scope Applicability
Architectural Model P - -
Relevance 2 ¢ Applicabili S:ITSd BITS EmCeSr::riS Fed RéMF; Slecunty Fed R(A;MF: S:ecunty
o1 =] arel ontrols ontrols
Control Specification = 5 ?— o _ AICPA QER Assess onared | BSI ooy corim e G (Final Release, Jan (Final Release, Jan GAPP/[HIPAA IISONEC ;1)
z9 @ B e S Z TS Ma Trust Service Criteria Assessm Germ VLX 41 Architect Guidance ENISA IAF 2012 2012 (Aug HITECH 27001- F
£38Z 8k 2 23 P (SOC 2SM Report) . : ) ) 2009) Act 2005 oM
§ T|& by o c £ --LOW IMPACT --MODERATE IMPACT
2z Q 3z LEVEL-- LEVEL--
Utility programs capable of potentially overriding system, [¥ZTA ATz Hb, 2obT—2, REIVY. 7T X | x| x X (S3.2.9) g. Restriction of access to Domain 2 NIST SP 800-53 R3 CM-7 |NIST SP 800-53 R3 AC-6 A.11.4.1{Comman
object, network, virtual machine, and application controls T3V HEHE RN T S LD system configurations, superuser NIST SP 800-53 R3 AC-6 (1) A1l.4.4(dment #1
shall be restricted. TRIS LI ERERRLET LSS functionality, master passwords, NIST SP 800-53 R3 AC-6 (2) A.11.5.4/Comman |R2.1- [CM-7
powerful utilities, and security m:g 2:: Zgg'g: 2: gm; @ dment #5|R2.2 - |SC-3
devices (for example, firewalls). Comman |[R2.3 [SC-19
dment #6
Comman
dment #7
Higher levels of assurance are required for protection, BASNDES TR T 2EFRBER:-L. x| x| x| x| x| x|[x|x]|x] x S3.7 (S3.7) Procedures exist to identify, [G.7 G.14.7, SA-14|DS5.5 Domain 10 [6.03. (i) NIST SP 800-53 R3 AU-1 |NIST SP 800-53 R3 AU-1 8.2.1 |45 CFR |A.10.10.{Comman [CIP-  [AU-1 10.1
retention, and lifecyle management of audit logs, adhering to  |BEDLLRYRT —IOBELT7 AL OFEEIZOLY report, and act upon system G.8 G.14.8, DS5.6 6.03. (j) NIST SP 800-53 R3 AU-2 |NIST SP 800-53 R3 AU-2 8.2.2 (164.308 |1 dment #6|007-3 - |AU-2 10.2
applicable legal, statutory or regulatory compliance obligations —5;ﬁﬁwl_"f?Zt’x':E@T%BC&E%HW—E?’%; security breaches and other G.9 G.14.9, DS9.2 6.03.03. (a) NIST SP 800-53 R3 AU-3 NIST SP 800-53 R3 AU-2 (3) (a)(1)(ii)( |A.10.10.|Comman |R6.5 |AU-3 10.3
and providing unique user access accountability to detect 7';[“ t'=\’—::.'JT»{;&EU)?%?&‘EU’:E&U)?#b:yv incidents. J1 G.14.10, 6.03.03. (d) NIST SP 800-53 R3 AU-4 |NIST SP 800-53 R3 AU-2 (4) D) 2 dment #7 AU-4 10.5
. L ) - 3 HRBEHR—MT =012, BEENSIZETHRE. NIST SP 800-53 R3 AU-5 [NIST SP 800-53 R3 AU-3
potentlglly suspicious network beh;wors gnd{or file |nt((9(g(r|ty( B SATHALEEEBOLALTEELL IS L.2 G.14.11, 6.03.04. (e) NIST SP 800-53 R3 AU-6 |NIST SP 800-53 R3 AU-3 (1) 45 CFR |A.10.10.[Comman AU-5 10.6
anomalies, and to support forensic investigative capabilities in B, G.14.12, 6.04.07. () |NiST SP 800-53 R3 AU-9 |NIST SP 800-53 R3 AU-4 164.312 |3 dment AU-6 10.7
the event of a security breach. G.15.5, 6.07.01. (a) |NIST SP 800-53 R3 AU-11|NIST SP 800-53 R3 AU-5 (b) A.10.10.(#11 AU-7 11.4
G.15.7, 6.07.01. (C) |NIST SP 800-53 R3 AU-12|NIST SP 800-53 R3 AU-6 45CFR (4 AU-9 125.2
G.15.8, NIST SP 800-53 R3 PE-2 |NIST SP 800-53 R3 AU-6 (1) 164.308( |A.10.10. AU-11 12.9.5
G.16.8, NIST SP 800-53 R3 PE-3 |NIST SP 800-53 R3 AU-6 (3) a)(5)(i© |5 AU-12
G.16.9, NIST SP 800-53 R3 AU-7 Al11.2.2 AU-14
G.16.10, NIST SP 800-53 R3 AU-7 (1) Al1154 Sl-4
NIST SP 800-53 R3 AU-9
gigg' NIST SP 800-53 R3 AU-11 21;?1
’ NIST SP 800-53 R3 AU-12
G.17.7, NIST SP 800-53 R3 PE-2 Al1323
G.17.8, NIST SP 800-53 R3 PE-3 Al15.2.2
G.17.6, NIST SP 800-53 R3 SI-4 A15.1.3
G.17.9, NIST SP 800-53 R3 SI-4 (2)
G.18.2, NIST SP 800-53 R3 SI-4 (4)
G.18.3, NIST SP 800-53 R3 SlI-4 (5)
G.18.5, NIST SP 800-53 R3 SlI-4 (6)
G.18.6, NIST SP 800-53 R3 SC-18
G.19.2.6,
G.19.3.1,
G.9.6.2,
G.9.6.3,
G.9.6.4,
G.9.19,
H.2.16,
H.3.3,J.1,
J.2, L5,
L.9, L.10
The provider shall ensure the integrity of all virtual machine TANRAFE, TRTOREIL VA A—C DL MR
images at all times. Any changes made to virtual machine BITHRBLETAEELEN, RET DA A—DITHL
images must be logged and an alert raised regardless of their }:?T"?*}f:_gfili: TORITRE (. ﬁiﬂ%zi
running state (e.g. dormant, off, or running). The results of a ﬁﬂ{@?)}ﬁﬁﬁ%&(tj"\faﬁﬁlﬁ EEH&E{’&U&H
change or move of an image and the subsequent validation of ﬂ'l;f‘ibt*l'\" 4:(_70)3’ZEX‘;B§J&%03&0)4}_
the image's integrity must be immediately available to Zmigi&@ﬁg%o—)ﬁ%‘i‘ Ei;fﬂﬁ#éﬁ{ Eﬂi—’”l“ 7 ¢
N F—MEE) ITE o THEBENTCHELNDLSITLAITAIE
customers through electronic methods (e.g. portals or alerts). |£i55(y,
A reliable and mutually agreed upon external time source shall [;EFBZ B RIICEBHRUVBRTES LS. TATORME x| x X x| x| x| x S3.7 (S3.7) Procedures exist to identify, [G.7 G.13, 20 |[sA-12|Ds5.7 Domain 10 [6.03. (k)  [NIST SP 800-53 R3 AU-1 |NIST SP 800-53 R3 AU-1 A.10.10. AU-1 10.4
be used to synchronize the system clocks of all relevant TRHEMMIEL RT LD AT LBZIE R 5180 report, and act upon system G.8 G.148, |(B) NIST SP 800-53 R3 AU-8 |NIST SP 800-53 R3 AU-8 1 AU-8
information processing systems to facilitate tracing and [ EL\IZ[ﬁ]—w{aﬁﬁ:ﬁ%é&}’%ﬂ\o)%zlﬁéi;ﬁ(%L(li security breaches and other G.15.5, |28 NIST SP 800-53 R3 AU-8 (1) A.10.10.
reconstitution of activity timelines. B — O ERRALGITRIEESE0. incidents. G.16.8, |(B) 6
G.17.6, 30
G.18.3, |(B)
G.19.2.6, (35
G.19.3.1 |(B)
The availability, quality, and adequate capacity and resources |EHIR R L DIEFERBI<H->T, BELAS AT LMK X[ x| X X X[ X[x] X X |A3.2.0 |(A3.2.0) Measures to prevent or G.5 OP- [DS 3 Domain 7, |6.03.07. (a) |NIST SP 800-53 R3 SA-4 |NIST SP 800-53 R3 SA-4 1.2.4 A.10.3.1|Comman SA4
shall be planned, prepared, and measured to deliver the HERRT L0, AIf. RE BUGEERUE mitigate threats have been 03 8 6.03.07. (b) NIST SP 800-53 R3 SA-4 (1) dment #1
required system performance in accordance with legal, E?E+EL~ L. AELLG [ﬂ'”_i UE"*’ /’}_7_;1“ implemented consistent with the 6.03.07. (c) NIST SP 800-53 R3 SA-4 (4) Comman
statutory, and regulatory compliance obligations. Projections of wﬁﬁf@')%g?%ﬂ?#éf:bl“ HRPELERE risk assessment when 6.03.07. (d) NIST SP 800-53 R3 SA4 (7) dment #2
future capacity requirements shall be made to mitigate the risk FRALGFRIEEEEL, A4.1.0 |commercially practicable. Comman
of system overload. dment #3
(A4.1.0) The entity’s system
availability and security
performance is periodically
reviewed and compared with the
defined system availability and
related security policies.
Implementers shall ensure that the security vulnerability REEF, BHEOFEY—ILXITH—ERA, ERAE - Domain 1,
assessment tools or services accommodate the virtualization |1V &RAEE T (R4 HE) ITHERITRIET D& 13
technologies used (e.g. virtualization aware). SITLEFREESE,




CLOUD CONTROLS MATRIX VERSION 3.0

Delivery

CCM
V3.0
Control
1D

Control Domain

Infrastructure &
Virtualization
Security

Network Security
1vI75¢EFEELE
OEXaYTq
FyrT—0t
Falrr

Infrastructure & IVS-07
Virtualization

Security

OS Hardening and

Base Conrols
1vI75¢EFEELE
OEXaYTq
OSEFMLEAXE

Infrastructure & IVS-08
Virtualization

Security

Production / Non-
Production

Environments
1vI75¢EFEELE
OEXaYT1

Infrastructure & 1IVS-09
Virtualization

Security

Segmentation
1vI75¢EFEELE
OEXaYTq

&z

Infrastructure & IVS-10
Virtualization

Security

VM Security -

vMotion Data

Protection
1vI75EFEAELE
OEXaYT1

Infrastructure & IVS-11
Virtualization

Security

VMM Security -

Hypervisor

Hardening
1vI75EFEAELE
OEXaYTq

Infrastructure & IVS-12
Virtualization

Security

Wireless Security
1vI75EFEAELE
OEXaYTq

TL LR tF2

Vkats

. Supplier Scope Applicability
Architectural Model P - -
Relevance 2 ¢ Applicabili S:ITSd BITS EmCeSr::riS FedRéMF: Slecunty FedRéMF: Slecunty
o1 =] arel ontrols ontrols
Control Specification = 5 ?— y o _ AICPA QER Assess onared | BSI ooy corim e G (Final Release, Jan (Final Release, Jan GAPP/[HIPAA IISONEC ;1)
z9 @ B e S Z TS Ma Trust Service Criteria " Assessm Germ VLX 41 Architect Guidance ENISA IAF 2012 2012 (Aug HITECH 27001- F
=318 @S 2 23 P (SOC 2SM Report) MeNtS ' “ents | any V- : ) ) 2009) Act 2005 oM
§ T|& o c £ AUP SIG V6.0 --LOW IMPACT --MODERATE IMPACT
=z Q 3z V5.0 : LEVEL-- LEVEL--

VS0 Network environments and virtual instances shall be designed |#vr7—YBERVRETL VL, EEETESRVE x| x| x X X (S3.4) Procedures exist to protect |G.2 Domain 10 [6.03.03. (a) [NIST SP 800-53 R3 CM-7 |NIST SP 800-53 R3 CM-7 8.2.5 A.10.6.1{Comman .
and configured to restrict and monitor traffic between trusted |7 —7EEBTEGV YT —SEGMOLST710 0% against unauthorized access to G.4 9. 6.03.03. (d) |NIST SP 800-53 R3 SC-7 [NIST SP 800-53 R3 CM-7 (1) A.10.6.2|dment #1|004-3 112
and untrusted connections, reviewed at planned intervals, ﬁ“ﬁl‘%ﬁﬁté*j +Lﬁﬁ£éhf;”h‘1f*~bf; Ff- system resources. G.15 G.10, 6.03.04. (d) NIST SP 800-53 R3 SC-  [NIST SP 800-53 R3 SC-7 A.10.9.1|Comman [R2.2.4 1.1.3
supported by documented business justification for use of all En%féiﬁl"é' e %wf,*ﬁmél‘t‘ RTO G.16 G.9.11, 6.04.07. (a) 20 NIST SP 800-53 R3 SC-7 (1) A.10.10.(dment #2 1.15

X > " . HFaENdH—E R, FArL B—HMIDWTIE. 2D NIST SP 800-53 R3 SC-7 (2)
services, protocols, and( ports allowed, including rationale or HANCONTOE SHR L O E HitE B LA Hh G.17 G.14.1, 6.07.01. (c) NIST SP 800-53 R3 SC-7 (3) 2 Comman 1.1.6
compensatlng coptrols implemented for Fhose pro?ocols [EEDHEN, T CAICERETHNEEZONETO G.18 G.15.1, NIST SP 800-53 R3 SC-7 (4) A.11.4.1{dment #3 1.2
considered to be insecure. Network architecture diagrams must (KoL |2 D\ T O AT REBIOZFNEBSIF-ODE 1.3 G.9.2, NIST SP 800-53 R3 SC-7 (5) A.11.4.5|Comman 121
clearly identify high-risk environments and data flows that may |#%(=D(\ LT NIEESEW, Ry kT —# R G.9.3, NIST SP 800-53 R3 SC-7 (7) A.11.4.6|dment #9 222
have legal, statutory, and regulatory compliance impacts. RIZBWTIEGERF LDV TSAT7 U RIZFESTD G.9.13 NIST SP 800-53 R3 SC-7 (8) A.11.4.7|Comman 223
Technical measures shall be implemented to apply defense-in- |FTEEEDH 5 RV DBEOT—2D RN EHRLAE NIST SP 800-53 R3 SC-7 A.15.1.4|dment
depth techniques (e.g., deep packet analysis, traffic throttling, |ITALIEESEL, BAIFHIKIRICEH LTI S BIHEZMT (12) #10
and packet black-holing) for detection and timely response to g:&%;'i( HI:‘:\)?")JY; %%@glﬁtlfgggf‘ﬁl \;_*j" (Nl';T SP 800-53 R3 SC-7 Comman
3y : . : . z 5
N el (1 1 T O L b B o
oA ) 10) PHEY—E A HE (DDoS) HELE DRREN&LE (18)
attacks) and/or distributed denial-of-service (DDoS) attacks. O RD T8 = EE LA FAER DAL, NIST SP 800-53 R3 SC-20
1
E\II)ST SP 800-53 R3 SC-21
NIST SP 800-53 R3 SC-22
NIST SP 800-53 R3 SC-30
NIST SP 800-53 R3 SC-32
Each operating system shall be hardened to provide only BARL—TFTAVIT VAT LIF EDRRA=—XIZEHL - Domain 1,
necessary ports, protocols, and services to meet business foR—k TRV, H—EROHERBT HL5(5 13
needs and have in place supporting technical controls such as: ﬂ:éh#ali_?f;l?‘f\ EIEN Eb#lﬁ&)ﬁﬁ%iﬂf:&_ﬁﬁﬂ‘]%
antivirus, file integrity monitoring, and logging as part of their BAE, f:&xl?'j'flbzﬁ%‘b?T{}L% BHEE=H N
" ) h (7AW AFTVY) DEIELDE, OSOEKRE
baseline operating build standard or template. SR 2T Tk D—EREL T2 T TIRED
2
Production and non-production environments shall be EREE~NDIERDLEVT I EAREEEZR =0 x| x| x X X S3.4 (S3.4) Procedures exist to protect [B.1 1271, |22 [SA-06|DS5.7 Domain 10 [6.03. (d) NIST SP 800-53 R3 SC-2 1.2.6 A.10.1.4|Comman SC-2 6.4.1
separated to prevent unauthorized access or changes to 12 ABREETACREZSBL T HERELE, against unauthorized access to 1.2.20, (B) A.10.3.2{dment #1 6.4.2
information assets. system resources. 1.2.17, A.11.1.1|Comman
1.2.22.2, A.12.5.1{dment
1.2.22.4, A.12.5.2|#10
1.2.22.10- A.12.5.3|Comman
14, H.1.1 dment
#11
Multi-tenant organizationally-owned or managed (physical and |[##H\FiA X FEET DR/ REIILFTHURT T x| x| x X X X |[s3.4 (S3.4) Procedures exist to protect [G.17 G.9.2, SA-09|DS5.1 Domain 10 [6.03.03. (b) [NIST SP 800-53 R3 SC-7 |NIST SP 800-53 R3 AC-4 45CFR [A11.4.5|Comman [CIP- |AC-4 11
virtual) applications, and infrastructure system and network r—av. HBO T L, RybT—5avR—FR b against unauthorized access to G.9.3, 0 6.03.05. (a) NIST SP 800-53 R3 SC-2 164.308 |A.11.6.1|dment #1|004-3 [SC-2 1.2
components, shall be designed, developed, deployed and [ 709’\:{7‘\6*#%(7_"""/'_‘)1_'&':*%27?1’-’Z75§ system resources. G.9.13 6.03.05. (b) NIST SP 800-53 R3 SC-7 (a)(4)(ii)( |A.11.6.2|Comman |R3 SC-3 1.21
configured such that provider and customer (tenant) user g:’_)gg;\/ "E) iﬁﬁ%’gﬁlgﬁfﬁiia #;lg:)? 6.04.01. (a) m:g gs ggg'g: 22 :g; (2) A) A.15.1.4|dment #2 SC-7 1.3
access is appropriately segmented from other tenant users, 157‘;‘[,\, TEETL B <BAL. BELE < 6.04.01. (g) NIST SP 800:53 R3 SC:7 23; Comman 1.4
based on the following considerations: BN —RUFIE 6.04.03. (c) NIST SP 800-53 R3 SC-7 (4) dment #3
« Established policies and procedures HAEEOBRIEEELAILDRIIAVDELEEEE 6.04.08.02. NIST SP 800-53 R3 SC-7 (5) Comman
« Isolation of business critical assets and/or sensitive user data | >4 1 —H F—4 R UFNSLE RSV a3 OfREE (a) NIST SP 800-53 R3 SC-7 (7) dment #9
and sessions that mandate stronger internal controls and high |+;58 & DR £ DIESFEFEA DAEHL 6.04.08.02. NIST SP 800-53 R3 SC-7 (8) Comman
levels of assurance (b) NIST SP 800-53 R3 SC-7 dment
« Compliance with legal, statutory and regulatory compliance 6.05. (c) (12) #10
obligations z“l';r SP 800-53 R3 SC-7 Comman
NIST SP 800-53 R3 SC-7 glmlent
(18)
Secured and encrypted communication channels shall be used | #1EH—/3, 77— a> XET—4%REY—/\ - Domain 1,
when migrating physical servers, applications, or data to ISBESE HIHECE, RETHSIESN-BIERRE 13
virtualized servers and, where possible, shall use a network Efﬁl;ti”hlitibtih‘o Fz COKSBHBI<(E, A
segregated from production-level networks for such migrations. BEIEE Xﬁﬁﬁo)*vh?—?b\?ﬁﬁﬁéhf:ﬁ%m
DFYET—HEBRALEITRIEESE,
Access to all hypervisor management functions or BB AT LERANT B AT LIZHTHTRTDH/N - Domain 1,
administrative consoles for systems hosting virtualized systems | 1/3—/\ (¥ —EEEER ZEEILY—IL~DT I 13
shall be restricted to personnel based upon the principle of Al %IMEBE(DJEEIII‘§’5L‘_’C¥E%%‘Ib‘ﬂlﬂﬂé‘hﬂ 23
least privilege and supported through technical controls (e.g., i B (23  EEFEH OIS, PTFLR
two-factor authentication, audit trails, IP address filtering 0)74;1/,-")‘/_7\ 7747_'7*_“" EEaLY—LI=H
: y ' it ' FRTLSTRESNTZBERE) Lo THR—EhA
firewalls, and TLS encapsulated communications to the R
administrative consoles). °
Policies and procedures shall be established, and supporting [\ FORIBEEZESH . TV LARYNI —IBE#RE X[ X|X X X X X |s3.4 (S3.4) Procedures exist to protect [D.1 E.3.1, 40 [SA-10|DS5.5 Domain 10 NIST SP 800-53 R3 AC-1 |NIST SP 800-53 R3 AC-1 8.2.5 [45CFR [A.7.1.1 [Comman [CIP- |AC-1 123
business processes and technical measures implemented, to | ¥ ®7=®DRUS —RUFIREHIL . ChEEHHET 5 against unauthorized access to B.3 F.1.2.4, |(B) DS5.7 NIST SP 800-53 R3 AC-  |NIST SP 800-53 R3 AC-18 164.312 |A.7.1.2 |dment #1|004-3 |AC-18 2.1.1
protect wireless network environments, including the following: Eﬁg%ﬁthX&Uﬁﬁﬁﬂ‘lﬂ%’éiﬁLU IThiEi system resources. F.1 F.1.25 |44 DS5.8 ]I\-I?ST P 580053 RS CVL6 (Nl')ST SP 800-53 R3 AC-18 (€)(1)(2)(|A.7.1.3 |Comman |R3 CM-6 4.1
Do . N N . A - - M g g
B = e S I et e N I Y o e I
« Security settings enabled with strong encryption for 74 }t’é?&l‘_ 95 = G.17 F.1.2.9 @ 164.308( (A.10.6.1|{dment #3|R6.1  [SC-7 9.1.3
> o ' XY TARECTRIARVEEADRALESLE . e % NIST SP 800-53 R3 CM-6 o DY . o
authentication and transmission, replacing vendor default BMZTE AUEDTIAINREELTET S (ES G.18 F.1.2.10, NIST SP 800-53 R3 CM-6 (1) a)(5)(ii)( [A.10.6.2|Comman
settings (e.g., encryption keys, passwords, and SNMP B, /8NRT—K, SNMPaZa=F4XFHEE) F.1.2.11, NIST SP 800-53 R3 CM-6 (3) D) A.10.8.1|dment #4
community strings) DAY LARARYNT—ITFINA ANDL—HF T I R%E F.1.2.12, NIST SP 800-53 R3 PE-4 45 CFR |A.10.8.3|Comman
« User access to wireless network devices restricted to EROHDAIZHIRT S F.1.2.13, NIST SP 800-53 R3 SC-7 164.312( |A.10.8.5|dment #5
authorized personnel HERDGN (RER) VA VLRARYET—IT /(2D F.1.2.14, NIST SP 800-53 R3 SC-7 (1) e)(1) A.10.10.|Comman
« The capability to detect the presence of unauthorized (rogue) BFEERELEERVNT—ID LTS F.1.2.15, NIST SP 800-53 R3 SC-7 (2) 45 CFR |2 dment #9
wireless network devices for a timely disconnect from the F.1.2.24, NIST SP 800-53 RS SC-7 (3) 164.312( |A.11.2.1|Comman
NIST SP 800-53 R3 SC-7 (4) -
network F.1.3, NIST SP 800-53 R3 SC-7 (5) e)(2)(i) |A.11.4.3|dment
F.l4.2, NIST SP 800-53 R3 SC-7 (7) A11.4.5/#10
F1.4.6, NIST SP 800-53 R3 SC-7 (8) A.11.4.6|Comman
F.1.4.7, NIST SP 800-53 R3 SC-7 A.11.4.7|dment
F.1.6, (12) A12.3.1[#11
F.1.7,F.1 NIST SP 800-53 R3 SC-7 A12.3.2
8, F.2.13, (13)
F.2.14, NIST SP 800-53 R3 SC-7
F.2.15, a8
F.2.16,
F.2.17,
F.2.18
G.9.17,
G.9.7,
G.10,
G.9.11,
G.14.1,




CLOUD CONTROLS MATRIX VERSION 3.0

Delivery : q i
. Supplier Scope Applicability
Architectural queI- IRetationshi SiTe == " = - . = -
Relevance 2 ¢ Applicabili BTE FedRAMP Security FedRAMP Security
. CCMm o o3 Shared Enterpris Controls Controls
Control Domain ' y39 Control Specification 5 -:- o _ AICPA QER Assess | onared | BSI ooy copir e G (Final Release, Jan (Final Release, Jan CAPP HIPAA T ISONEC 0 nere NIST
z (%) = e o = Trust Service Criteria Assessm Germ . Guidance ENISA IAF (Aug HITECH 27001- SP800-
Control ol S »98<9 5} S & TS Map (SOC 2SM Report) ments ents an V1.X 4.1 Architect V3.0 2012) 2012) 2009) Act 2005 Forum CIP
ID siEleBIEE e Ss- 2 2 Avp e A ure/ : ~LOW IMPACT ~ --MODERATE IMPACT
=5 0® o 33 V5.0 : Trust LEVEL- LEVEL--
G.15.1,
G.9.2,
G.9.3,
G.9.13
The provider shall use open and published APIs to ensure the |IXR—* U MNEDEEBAEERARICHR—FL. 7 Domain 6
broadest support for interoperability between components and |77 —av OBITERL—XIZF HiddIc, TA/A
to facilitate migrating applications. A& AT TEOEEDBIRENAPIERE AL
NIFEBIELY,
All unstructured data shall be available to the customer and ~ |[BEIESNTWEWNT R THOT—LEBEEHNFIATED Domain 6
provided to them upon request in an industry-standard format |&3IZL. E*l:mlﬁ‘(%ﬁt—%ﬁo)ﬂﬁﬁ(.doc\ Xs, .pdf
(e.g., .doc, .XIs, or .pdf) 7E) TRELAZ TR EREL,
Policies, procedures, and mutually-agreed upon provisions ﬂ'fEXﬁﬁE%ﬁ?jU’T—’/a‘/(API) . [ERLE DR Domain 3 [6.04.03. (b)
and/or terms shall be established to satisfy customer (tenant) |EiERH%. 3ﬁﬁi%f§l‘1’:~7’)7_")’7—23‘/&51_%11§§ 6.04.08. (a)
requirements for service-to-service application (API) and i, A, ?gﬁo)*‘ﬁﬁféﬁ ';Eﬁ?éﬁg(T—r_ﬂ") 6.04.08. (b)
information processing interoperability, and portability for ?Egég’ﬁiﬁtfig)gﬁé ;_‘7‘ T{IIE\ HEICEE 6.06. (a)
application development and information exchange, usage and [ "~ AL 7l Ye 6.06. (b)
integrity persistence. 6.06. (c)
6.06. (d)
6.06. (e)
6.06. (f)
The provider shall use secure (e.g., non-clear text and Tang ik, F—204 v R— FRUTY RK— Domain 6
authenticated) standardized network protocols for the import | kI H—EXEBOEHIZ. TEH (BSk.
and export of data and to manage the service, and shall make |3BiLFE#) Z#ry hD—42 FOraLEFERAL.
available a document to consumers (tenants) detailing the BIE T HHEEERMEOBIEEDOZEFF L (BB L
relevant interoperability and portability standards that are FXEEBE (TFUb) ITRELATAER LS
involved. Ly,
The provider shall use an industry-recognized virtualization TONA T3 AEEAEERRT H-0I- RRTE Domain 6
platform and standard virtualization formats (e,g., OVF) to help G@*ﬂéhf:ﬁﬁ%{tj’?‘yI~72——L\§‘(l§%${}i§774
ensure interoperability, and shall have documented custom AR OVFRE) EMALLITNIERSEN, E=, &
changes made to any hypervisor in use, and all solution- g;ﬁf‘:\g)’;:}\’fj}_’\oﬁ* E[E]o)ﬁ%)i}}i\iﬁ%m lé—(a\\»f
A N " . ) )a—vay BIv70
specific virtualization hooks, available for customer review. RSP~ DI M E X R BEAL
Ea—TERLSI LIRS,
Ve st | ek Anti-malware awareness training, specific to mobile devices, 2D{(470)1§ﬁt=\'—1'h_'4§§&_rﬁu:§]ﬂﬁ§ll ENA)L - None
Anti-Malware shall be included in the provider's information security 7:/\41@:%0?7}L¢17?¢%§:§&MJ:EJII€§’&HXU)U'L (Mobile
ENANEFY awareness training. PP e TN Guidance)
54
FOFINDIT
VTS [IVSERA The company shall have a documented and communicated list [£3(&, ﬁ%?—@ﬁﬁ%?x%él:z?jle‘f:'d\ - None
Application Stores of approved application stores that have been identified as ;;i’%;%iﬁiﬂﬁ;%’%@;fg; ;fulll;v-/ N Z})gg; (Mobile
ENANEFY acceptable for mobile devices accessing or storing compan NEFEC — B —av 00 sies E Guidance
= data andlor company systems 9 9 ComPANY |z T E X DURFE X EALLBAS H SRS )
" \
T —a b
X +7
Vet [0k The company shall have a documented policy prohibiting the |3 1&. ﬁ(%éh'{l.‘@lﬁ?j"ﬂf—’/a‘zﬂliﬁ(%}%_éh - None
Approved installation of non-approved applications or approved EL\gng”}ffﬁiﬂgﬁg\?wg ;/;/'\EE{%& (Mobile
Applications applications not obtained through a pre-identified application . o = —>av / —! Guidance!
e . grap o BT HR) S —E X BELTEABITREELAEL, )
54
ShEFTTY
r—3>
VlelsiER et e The BYOD policy and supporting awareness training shall BYODIZBAT 3RS —RUThE#AT HEHA LI - None
Approved Software clearly state the approved applications and application stores  |##12#U T, BYOD TR AIREARRFEHT7 T — (Mobile
for BYOD that may be used for BYOD usage. LAV RUT T r—avRiE Y —E REBREITRES Guidance)
XM NEFLY FRIEEBEN,
FhEVIRDOT
7
Vlslallnsiseiiiia s [eksiok The provider shall have a documented mobile device policy 7’13‘/(4’)"_:@: ENANTNARADEE. RUTRTOH - None
Awareness and that includes a documented definition for mobile devices and "E/Vf}lﬂ:'\451{5’1‘531’1;6@%55&;;?*5}55?3 (Mobile
Training the acceptable usage and requirements for all mobile devices. ﬁlj:f‘;f};(“‘:’;o\'f%o)*u’;&%‘( = 1[:[,’(};75'\7% Guidance)
ENANEFY The provider shall post and communicate the policy and %%E]:EEII%;D;%Z’;!E%( 1;1{%%:;-%%4
T4 requ,rements through the company's security awareness and BEAEEELL RSN,
training program.
7
Mobile Security All cloud-based services used by the company's mobile BEDENSAILT/NAR, XEBYODTHEAIN DT~ - None
Cloud Based devices or BYOD shall be pre-approved for usage and the I3 FN‘—XU)‘U'—EZI& ZEOREAEELRD (Mobile
Services storage of company business data. %ﬁT—’i‘U)HmIIOL‘T\ BRRBEZ (T NIEL Guidance)
BIELY,
Vlouilss i [USERUA The company shall have a documented application validation  |® %[, 73R ARL—FAV TS RTFL 7T )5 — - None
Compatibility process to test for device, operating system, and application | >3~ DEBREDEBEICHL TREE{TI7 T —>a (Mobile
ENANEFY compatibility issues. VIREET AR EXBLL TENEITREEEHL, Guidance)




Control Domain

Mobile Security
Device Eligibility
ESXANEFaY
T4

TN X DEEIE

Mobile Security
Device Inventory
ESXANEFaY
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FINIRO—EF

Mobile Security
Device
Management

Mobile Security
Encryption
ESXANEFaY
T4

St

Mobile Security
Jailbreaking and
Rooting
ESXANEFaY

T4
SrANTLALY
EN—KE
Mobile Security
Legal
ESXANEFaY
T4

P

Mobile Security
Lockout Screen

Mobile Security
Operating Systems

Mobile Security

Passwords
ESXANEFaY
T4

IVRT— R
Mobile Security
Policy
ESXANEFaY
T4

Y —

Mobile Security
Remote Wipe
ESXANEFaY
T4

YE—FHBE
Mobile Security
Security Patches
ESXANEFaY
T4

¥ YTV
f

Mobile Security
Users
ESXANEFaY
T4
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MOS-09
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MOS-12

MOS-13

MOS-14

MOS-15

MOS-16

MOS-17

MOS-18

MOS-19

MOS-20
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Architectural Supplier Scope Applicability
Relevance @ ¢ Relationshi BITS TS CSA FedRAMP Security FedRAMP Security
c .
e 57 =] Shared Enterpris Controls Controls
Control Specification 5 -:- o QER Assess onared | BSI ooy corim e G (Final Release, Jan (Final Release, Jan CAPP HIPAA T ISONEC 0 nere NIST
z = e o Trust Service Criteria Assessm Germ . Guidance ENISA IAF (Aug HITECH 27001- SP800-
£ 8= esl. 3 (SOC 25M Report) mentsil| o [any || YAX]| 42 [[Architeet =y 2012) 2o02) 2009) Act | 2005 ‘Forum CIP
2 s 2 AWP S ure / : ~LOW IMPACT  --MODERATE IMPACT
B 2 = V5.0 . Trust LEVEL- LEVEL-
The BYOD policy shall define the device and eligibility BYODIZBi9 %K) —Tl&. BYODDEAEEHA TS None
requirements to allow for BYOD usage. EODT N ZADEREDEREEEEEL TN (Mobile
[T Guidance)
An inventory of all mobile devices used to store and access EETFERMLINIST 7 EATROIEREND - None
company data shall be kept and maintained. All changes to the T’\"{sz-/}'fILTEL\'fXU):%‘i’é{%ﬁL\_E%ﬁEU‘ (Mobile
status of these devices, (i.e., operating system and patch 'ﬂ“;‘f%':’t*_l"ﬂ —ﬁ-i@%ﬂ\'f”?ﬁﬁ_'-'?» A Guidance)
levels, lost or decommissioned status, and to whom the device '_fxo)’{kﬁ%l‘ﬁaj'??'\to)xﬁ(7}-'““_74_/7/1
is assigned or approved for usage (BYOD), will be included for TL‘_Z.H‘;I \‘y:ﬂ“'\“‘: ﬁ})é&xliﬁﬁﬁ#@?o)}?-—’;‘
1 device in the i ’ R, TINARERIETHoAFzARIZ(BYOD) T/I1RD
each device in the inventory. ERERBENALE) ERBLETAEESE,
The company shall have a centralized, mobile device EXF, BETHERMEE WIETHIEEHAS - None
management solution deployed to all mobile devices permitted 1’141’:2"\"(0):-/\'f}lle\'fX‘lIi"]‘ltT‘:—?l:B‘JU:E/\ (Mobile
to store, transmit, or process company data. AT RAREBREFALZ T NIEREE0. Guidance)
The mobile device policy shall require the use of encryption ENALTRARRY L —TIE, FIA 220N, i - None
either for the entire device or for data identified as sensitive on il\gla);]::ll, }L:filﬂ'{{: ;g%:gﬁmﬁésﬁﬁiﬁﬁ (Mobile
all mobile devices and shall be enforced through technolos TAR el RL7E GEX ‘3 = Guidance!
Pl ¢ Y no R EREE B RSG5 )
. (AN
The mobile device policy shall prohibit the circumvention of ENALTIRARRY S —TlE, BT AR = None
built-in security controls on mobile devices (e.g. jailbreaking or 7%3':1’1:!'2“1’:\"1')74ﬁﬁ®Eﬂ?%iLU(tﬂliﬁb (Mobile
rooting) and shall be enforced through detective and EL§(714}L7|“47~ W—MERE) 3'#,:7":')7_';\ Guidance)
preventative controls on the device or through a centralized E' \%?ﬁigﬁ%figégi Eﬁz%ﬁﬁ;—f\ f’f’;
N . . - B B
device management system (e.g. mobile device management). B EELT. EESHAIHIEEDAL.
The BYOD policy shall include clarifying language for the BYODR ¥—Tlk. T34 N —DRERELA - None
expectation of privacy, requirements for litigation, e-discovery, |JL. FRADEH. BFHFERFR. FRHR—IL K (Mobile
and legal holds. The BYOD policy shall clearly state the (GRAAEICEEE L TRAREM - BEREREFTHZ Guidance)
expectations over the loss of non-company data in the case a | &) HIZDWTHREIZE®R LA ITAIER S,
wipe of the device is required. BYODR) ¥ —(&. T/1 RDET— 2 HENBE
IS IBEDRET -2 LS DT —2 DEBEOTF
BEMEICSOWTHARR LA T IEE S AL,
BYOD and/or company owned devices shall require an BYOD® & EMNFETHT /M RIZE, BBIRVIEE - None
automatic lockout screen, and the requirement shall be MBETHE, COBREE, HTWERREBLT (Mobile
enforced through technical controls. EESNARITNIEESEN, Guidance)
Changes to mobile device operating systems, patch levels, ﬁ%w%_ﬁ‘%}ijﬂ‘gx’éiﬁiﬁf\ ENALT A0 - None
and/or applications shall be managed through the company's  [47% P_T4?7°/éTL\: ISIFLAI, FTIVr—a (Mobile
change management processes. VITHTREREEELL T NEEEE, Guidance)
Password policies, applicable to mobile devices, shall be | EEDFT X TDT /AR IEBYODTOREAAERHS - None
documented and enforced through technical controls on all hf’:Tg’fXIji‘l‘?zél\X'?—I:?h'}*‘/jl:i: ):Céﬂ_:lA (Mobile
company devices or devices approved for BYOD usage, and fr’}ﬁaﬁ Elfﬁ’iﬁ';viiﬁggégﬂf(g%%}bé*ggi‘D Guidance)
shall prohibit the changing of password/PIN lengths and MUzl AR — AalES (PIN) ¢ <
aLthentication requitements, 9 B RAOEHOEEERELATRIEESEL,
The mobile device policy shall require the BYOD user to ENAIVTIRARDRYS—TIE, BYODDI—H(, - None
perform backups of data, prohibit the usage of unapproved FT=ADN\VIT VT DRTEERL, REKBOTT) (Mobile
application stores, and require the use of anti-malware ’T—DEQXF?GDEFHE?,——TL\ 7}1»‘]17?6]‘%‘/7!\'?1 Guidance)
software (where supported). T OEAHR—rEhTWSES) ZERLET A
BIELN,
All mobile devices permitted for use through the company SENBYODTOSSLEBLTHEANHATSNZTA - None
BYOD program or a company-assigned mobile device shall TOENANT AR, RIEERSZHELIZENAILT (Mobile
allow for remote wipe by the company's corporate IT or shall |/ ATl EXOITHIEIF LS E—HHEA Guidance)
have all company-provided data wiped by the company's ASNHM, REERMNRET EFT X TOT - RH
corporate IT. DITHIEEF K> THESNE TN IEEDEEL,
Mobile devices connecting to corporate networks or storing and [ DR vk T —JIZH#EL. DEDFROBMOTH - None
accessing company information validatedshall allow for remote tX’éﬁi:El_('f}lﬁ"I('fX'Eli\ ﬁ%o)lﬂﬂ%ﬁ%b‘% (Mobile
validation to download the latest security patches by company *ﬁa):‘t’:\"j-'JT'f/\:V*’é’)'f"?:/l?_"}"é"é;?» UE— Guidance)
IT personnel. All mobile devices shall have the latest available H;ﬁiﬁzﬁﬁﬂéh‘lﬁ [T*"Iiftbfﬁb‘e T’}'fx}_"’_x
security-related patches installed upon general release by the IEJQE%_%‘GLJE% ) J—Xll-_ml}(\ *40"'\'(0):!3/\4»
device manufacturer or carrier. TIARIZ 55%2?0)1’.'4’—1 VT AR S FEAVRE—
: MABFREEEEL,
The BYOD policy shall clarify the systems and servers allowed [BYODR!YS—Tl&. BYODELTEAISN =T /A4 ZAH - None
for use or access on a BYOD-enabled device. EARIET VL RARGYATLRUY —/\EHELS (Mobile
PR (AF < =V AN Guidance)




Control Domain

Security Incident
Management, E-
Discovery &

Cloud Forensics

Contact / Authority

Maintenance

tFXaUTaa4>

STV IMER, E
FTA4RANRY, 5
SOFI+LY
Sy R

22H9 | BEDHFF

Security Incident
Management, E-
Discovery &
Cloud Forensics
Incident
Management

tFXaUTaa4>

STV IMER, E
FTA4RANRY, 5
SOFI+LY
Sy R
LT FEE

Security Incident
Management, E-
Discovery &

Cloud Forensics
Incident Reporting

tFXaUTaa4>

STUNEE, E
FTA4RANRY, 5
SOEI*+LY
SYIR
T TF AL
F—Fr27

Security Incident
Management, E-
Discovery &
Cloud Forensics
Incident Response
Legal Preparation
XY T1Y
STUMERE, E
FTA4RANRY, 5
ORI+ LY
SYIR
12T LR
X DEBIER

Security Incident
Management, E-
Discovery &
Cloud Forensics
Incident Response
Metrics

XY T1Y
STUMERE, E
FTA4RANRY, 5

ORI+ LY
PR

AT LR
KORZT Y wo
P4

CCM o
V3.0 Control Specification

Control
1D

S1S2H0M Points of contact for applicable regulation authorities, national

and local law enforcement, and other legal jurisdictional
authorities shall be maintained and regularly updated (e.g.,

obligation) to ensure direct compliance liaisons have been
established and to be prepared for a forensic investigation
requiring rapid engagement with law enforcement.

CLOUD CONTROLS MATRIX VERSION 3.0

change in impacted-scope and/or a change in any compliance

AVTFATIAICET R AR LB EOEENLEER
VRELREEBEET 5T+L0 DV IRBEDEMRE
BATEOIC. ZATHRHLB, ERRUHTD
BALB. TOMOEEELRLOERBEOEMIL,
EHHICER (REERTHEREEOEE, FHHB
DEFERZE) UFITNIEEDEN,

by >IOMISN
P s1ndwo)
Bd obeliois
Japinoid

1
by swnsuon
reual

x

AICPA
Trust Service Criteria
(SOC 2SM Report)

AICPA
TS Map

(S4.3.0) Environmental, regulatory,
and technological changes are
monitored and their effect on
system security is assessed on a
timely basis and policies are
Xx4.4.0 |updated for that assessment.

(x4.4.0) Environmental, regulatory,
and technological changes are
monitored, and their impact on
system [availability, processing
integrity, confidentiality] and
security is assessed on a timely
basis. System [availability,
processing integrity, confidentiality]
policies and procedures are
updated for such changes as
required.

CCM COBIT

V1.X

04

4.1

Scope Applicability

CSA
Guidance ENISA IAF

Domain 2,
4

FedRAMP Security
Controls

(Final Release, Jan

2012)
--LOW IMPACT

LEVEL--

NIST SP 800-53 R3 IR-6

NIST SP 800-53 R3 SI-5

FedRAMP Security
Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT
LEVEL--

NIST SP 800-53 R3 IR-6
NIST SP 800-53 R3 IR-6 (1)
NIST SP 800-53 R3 SI-5

GAPP HIPAA/ ISO/IEC

(Aug HITECH 27001-
2009) Act = 2005

1.2.7 A6.1.6
10.1.1 A6.1.7
10.2.4

NIST
SP800-
53 R3

AT-5
IR-6
SI-5

Policies and procedures shall be established, and supporting
business processes and technical measures implemented, to
triage security-related events and ensure timely and thorough
incident management, as per established IT service
management policies and procedures.

EHLNITH—E R XD AVDORY L —RUFEIC
HOT X2 TAEDEREBEIRLLTTL. Er
MO—BLIA Vo TUNEBEREITITS-0I2, KY
V—RUFIRERIL, Choei#iad 2-h0EHT

Ot 2 RO BT 82 RE L (TS,

1S3.7.0 |(1S3.7.0) Procedures exist to

identify, report, and act upon
system security breaches and
other incidents.

S3.9.0
(S3.9.0) Procedures exist to
provide that issues of
noncompliance with system
availability, confidentiality of data,
processing integrity and related
security policies are promptly
addressed and that corrective
measures are taken on a timely
basis.

1S-22

DS5.6

Domain 2 (6.04.07. (b)
6.07.01. (a)
6.07.01. (d)
6.07.01. (e)
6.07.01. (f)
6.07.01. ()
6.07.01. (h)

NIST SP 800-53 R3 IR-1
NIST SP 800-53 R3 IR-2
NIST SP 800-53 R3 IR-4
NIST SP 800-53 R3 IR-5
NIST SP 800-53 R3 IR-6
NIST SP 800-53 R3 IR-7

NIST SP 800-53 R3 IR-1
NIST SP 800-53 R3 IR-2
NIST SP 800-53 R3 IR-3
NIST SP 800-53 R3 IR-4
NIST SP 800-53 R3 IR-4 (1)
NIST SP 800-53 R3 IR-5
NIST SP 800-53 R3 IR-7
NIST SP 800-53 R3 IR-7 (1)
NIST SP 800-53 R3 IR-7 (2)
NIST SP 800-53 R3 IR-8

1.2.4 |45 CFR |Clause
1.2.7 [164.308 (4.3.3

7.1.2 |(@)(1)0) |A13.1.1
7.2.2 |45CFR |A13.2.1

7.2.4 |164.308
10.2.1|(a)(6)(i)

IR-1
IR-2

be informed of their responsibility and, if required, shall
consent and/or contractually agree to report all information

shall be reported through predefined communications
channels in a timely manner adhering to applicable legal,
statutory, or regulatory compliance obligations.

Workforce personnel and external business relationships shall

security events in a timely manner. Information security events

HEERUCBOMEIBERECEANAINEHETE
ARMLETNEELEN, Fo, RBLAHNIE, RXE
RUSMBOEGIBRE L. EONTATOERE
FUTARRERETHEICABL, FERAICE
YEBLETNEEELREWN, FlEF 1T BRI B
NG ES EXITRF LOBFRBICH>TELOA
1=, BRTICRESh - EERBREELTRESMETL
IFAEBAELN,

A2.3.0 |(A2.3.0,C2.3.0,12.3.0, S2.3.0)
C2.3.0 [Responsibility and accountability
12.3.0  |for the entity’s system availability,
S2.3.0 |confidentiality of data, processing
integrity and related security
policies and changes and updates
S2.4 to those policies are communicated
to entity personnel responsible for
implementing them.

C3.6.0 ((S2.4) The process for informing
the entity about breaches of the
system security and for submitting
complaints is communicated to
authorized users.

(C3.6.0) The entity has procedures
to obtain assurance or
representation that the
confidentiality policies of third
parties to whom information is
transferred and upon which the
entity relies are in conformity with
the entity’s defined system
confidentiality and related security
policies and that the third party is
in compliance with its policies.

SIS0 In the event a follow-up action concerning a person or
organization after an information security incident requires
legal action, proper forensic procedures, including chain of
custody, shall be required for the preservation and
presentation of evidence to support potential legal action
subject to the relevant jurisdiction. Upon notification,
customers (tenants) and/or other external business

opportunity to participate as is legally permissible in the
forensic investigation.

relationships impacted by a security breach shall be given the

BEREF2VT110DTOrORER, fEXE T
ISBIE T 2R IS DE R BN D EICHDIBEIE,
EEY BRABEHEISEVTITOMSAREEDH I 5H
DEMEEE RS HANERELRHT 510, 8
MI4LU OV FE GRS, INE. REDTIO
RREEU)EEBEIILENH D, BHMITESNT,
EXUTAEROEZEEZITIME (TFTUR) PO
SMERERBIBARREIC(E. SERIICRHONBHET, T4
DOVIRBITEMT AMENE I LN NIZELE
(A

1S-23

DS5.6

Domain 2 (6.07.01. (a)

NIST SP 800-53 R3 IR-2
NIST SP 800-53 R3 IR-6
NIST SP 800-53 R3 IR-7
NIST SP 800-53 R3 SI-5

NIST SP 800-53 R3 IR-2
NIST SP 800-53 R3 IR-6
NIST SP 800-53 R3 IR-6 (1)
NIST SP 800-53 R3 IR-7
NIST SP 800-53 R3 IR-7 (1)
NIST SP 800-53 R3 IR-7 (2)
NIST SP 800-53 R3 SI-4
NIST SP 800-53 R3 SI-4 (2)
NIST SP 800-53 R3 Sl-4 (4)
NIST SP 800-53 R3 SI-4 (5)
NIST SP 800-53 R3 SI-4 (6)
NIST SP 800-53 R3 SI-5

1.2.7 |45 CFR |Clause
1.2.10 |164.312 (4.3.3

7.1.2 |(a)(6)(ii) |Clause
7.2.2 |16 CFR |5.2.2

7.2.4 |318.3 (a)|A.6.1.3
10.2.4 |16 CFR [A8.2.1
318.5 (a)|A.8.2.2

45CFR |A13.1.1
160.410 |A13.1.2
(@@1) |A13.21

IR-2

S2.4.0 ((S2.4.0) The process for informing
the entity about system availability
issues, confidentiality issues,

issues and breaches of the system
security and for submitting
C3.15.0 [complaints is communicated to
authorized users.

(C3.15.0) Procedures exist to
provide that issues of
noncompliance with defined
confidentiality and related security
policies are promptly addressed
and that corrective measures are
taken on a timely basis.

processing integrity issues, security

IS-24

DS5.6

Domain 2 (6.04.07. (b)
6.07.01. (f)
6.07.01. (h)

NIST SP 800-53 R3 AU-6
NIST SP 800-53 R3 AU-9
NIST SP 800-53 R3 AU-11

NIST SP 800-53 R3 IR-5
NIST SP 800-53 R3 IR-7
NIST SP 800-53 R3 IR-8

NIST SP 800-53 R3 AU-6
NIST SP 800-53 R3 AU-6 (1)
NIST SP 800-53 R3 AU-6 (3)
NIST SP 800-53 R3 AU-7
NIST SP 800-53 R3 AU-7 (1)
NIST SP 800-53 R3 AU-9
NIST SP 800-53 R3 AU-9 (2)
NIST SP 800-53 R3 AU-10
NIST SP 800-53 R3 AU-10
®)

NIST SP 800-53 R3 AU-11
NIST SP 800-53 R3 IR-5
NIST SP 800-53 R3 IR-7
NIST SP 800-53 R3 IR-7 (1)
NIST SP 800-53 R3 IR-7 (2)
NIST SP 800-53 R3 IR-8
NIST SP 800-53 R3 MP-5
NIST SP 800-53 R3 MP-5 (2)
NIST SP 800-53 R3 MP-5 (4)

1.2.7 |45 CFR |Clause
164.308 (4.3.3
(a)(6)(ii) |Clause
5.2.2
AB8.2.2
A8.23

A13.23
A15.13

AU-6
AU-7

IR-8

Mechanisms shall be put in place to monitor and quantify the
types, volumes, and costs of information security incidents.

BHREF VT TUOMNEERL, TOREOH
;ﬁ\ ARMEERIETDLIUHELHALZTRELS
ZYA

S3.9.0 ((S3.9.0) Procedures exist to
provide that issues of
noncompliance with security
policies are promptly addressed
C4.1.0 |and that corrective measures are
taken on a timely basis.

(C4.1.0) The entity’s system
security, availability, system
integrity, and confidentiality is
periodically reviewed and
compared with the defined system
security, availability, system
integrity, and confidentiality
policies.

I1S-25

DS 4.9

Domain 2 (6.07.01. (a)
6.07.01. (i)

NIST SP 800-53 R3 IR-4
NIST SP 800-53 R3 IR-5
NIST SP 800-53 R3 IR-8

NIST SP 800-53 R3 IR-4
NIST SP 800-53 R3 IR-4 (1)
NIST SP 800-53 R3 IR-5
NIST SP 800-53 R3 IR-8

1.2.7 |[45CFR [A13.2.2

1.2.10 [164.308
()i
D)

IR-4
IR-5
IR-8
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Control
1D

Control Domain

Supply Chain
Management,
Transparency and
Accountability
Data Quality and

Integrity
YIS5A4Fz—>
OEE, FHE,
BRERE

TS REETE
i3

Supply Chain
Management,
Transparency and
Accountability
Incident Reporting
YIS5A4Fz—>
OEE, FHE,
BRERE
12T L
F—Fr>7

STA-02

Supply Chain STA-03
Management,
Transparency and
Accountability
Network /
Infrastructure
Services
YIS5A4Fz—>
OEE, FHE,
BERE
FyrkT—=21 1
ISR ISY
FrH#—EX

Supply Chain
Management,
Transparency and
Accountability
Provider Internal
Assessments
YIS5A4Fz—>
OEE, FHE,
BEARE

FaNg ZDRES
FFE

STA-04

Supply Chain
Management,
Transparency and
Accountability
Supply Chain
Agreements
YIS5A4Fz—>
OEE, FHE,
BRERE

YIS Fr—>
DEE

Providers shall inspect, account for, and correct data quality

CLOUD CONTROLS MATRIX VERSION 3.0

Control Specification

errors and risks inherited from partners within their cloud
supply-chain. Providers shall design and implement controls to
mitigate and contain data security risks through proper
separation of duties, role-based access, and least-privilege
access for all personnel within their supply chain.

TONAHF, 959 RS TSAFz—VRDI—
FF—h BB ERNET—E2REDORMEYRY %
BREL., #EHEHLMNCL, BELEITIIEE LA
W, 7ANRAERF, IS4 Fz—VROTRTO
ABITHT ZBOLBHENORE. O—LA—IXDT
YRR, RIMEROTVEREELT, T—4+¢
Fa) T4 VR EER LGS 50N EERE
RELRELGTAEGE SN,

Delivery
Model
Applicabili
ty

Architectural
Relevance

D c
1o e)
23
BG
el
o <

NI10MmBN
abelols
ddy
eleqg
Sees

Supplier
Relationshi
P

18pInOId
awnsuo)
ueial

AICPA
Trust Service Criteria
(SOC 2SM Report)

BITS
Shared
Assess

ments

BITS
Shared

Assessm Germ

BSI

CCM COBIT

V1.X

4.1

CSA
Enterpris
e
Architect

CSA

Guidance ENISA IAF

Domain 2

Scope Applicability

FedRAMP Security
Controls
(Final Release, Jan
2012)
--LOW IMPACT
LEVEL--

FedRAMP Security
Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT
LEVEL--

GAPP HIPAA / ISO/IEC
(Aug HITECH 27001-

2009)

Act

2005

Jericho
Forum

NERC
CIP

NIST
SP800-
53 R3

\V4
ISM

PCI
DSS
v2.0

The provider shall make security incident information TONA HiE, BFHFR (R—2L5E) #EL - Domain 2
available to all affected customers and providers TEMMIC. BEERFOTTOMEL IO/
periodically through electronic methods (e.g. portals). IHNEXV T4 VT MEREFRTE S &
SITLAFARE S,
Business-critical or customer (tenant) impacting (physical and |#EICEE LY —EX. ZEDOFA. ITHAF> X[X[X|X|X]|X|X]|X|X]| X X [C2.2.0 |(C2.2.0) The system security, c.2 C.2.6, 45 1S-31 |DS5.1 Domain 2 |6.02. (c) NIST SP 800-53 R3 CA-3 [NIST SP 800-53 R3 CA-3 8.2.2 A.6.2.3 |Comman SC-20
virtual) application and system-system interface (API) designs [X. $—EXEERY O—RUFIBIZHE > T, 7% availability, system integrity, and G.9.9 (B) 0 6.03.07. (a) |NIST SP 800-53 R3 SA-9 NIST SP 800-53 R3 CP-6 8.2.5 A.10.6.2|dment #6 sc-21
and configurations, and infrastructure network and systems | ERAIR AR EFEE (T b)) (CHET ZEMRE confidentiality and related security 74 6.03.07. (b) NIST SP 800-53 R3 CP-6 (1) Comman SC-22
components, shall be designed, developed, and deployed in |7 74— 3 Y RUSATFLEDA V2 T —R obligations of users and the entity’s (B) 6.03.07. (c) m:g :E ggg'g: 2: gs’s @ dment #7 SC-23
accordance with mutually agreed-upon service and capacity- (APl) OFERUBE. 1V ITFRARIIFY—0 system security, availability, system 6.03.07. (d) NIST SP 800:53 R3 CP:7 ) Comman SC-24
level expectations, as well as IT governance and service Y RI—IRUSRTFLAVKR—F Y FEEF integrity, and confidentiality and NIST SP 800-53 R3 CP-7 (2) dment #8
management policies and procedures. L. BA%L. BREALAZITAEZE 5L, related security commitments to NIST SP 800-53 R3 CP-7 (3)
users are communicated to NIST SP 800-53 R3 CP-7 (5)
authorized users. NIST SP 800-53 R3 CP-8
NIST SP 800-53 R3 CP-8 (1)
NIST SP 800-53 R3 CP-8 (2)
NIST SP 800-53 R3 SA-9
NIST SP 800-53 R3 SA-9 (1)
NIST SP 800-53 R3 SC-30
The provider shall perform annual internal assessments of TangFiE, R D—, FIE. ShdEHR—F - Domain 2
conformance and effectiveness of its policies, procedures, and | 9§ % ® R PREDBE SR UENEDNEPTME FL
supporting measures and metrics. EIEHE LA IThIEE 540,
Supply chain agreements (e.g., SLAs) between providers and |FTA/NAZ ERBE (FFUR) EDHTSAF—2I2D0) X|X|X[X|X|X[X]|X|X]| X X |S2.2.0 [(S2.2.0) The availability, C.2 C.2.4, 74 LG-02|DS5.1 Domain 3 |6.02. (€) NIST SP 800-53 R3 CA-3 NIST SP 800-53 R3 CA-3 1.2.5 |45 CFR |A6.2.3 [Comman CA-3 2.4
customers (tenants) shall incorporate at least the following THORHE (SLAGE) IZ1F, DD LT D &5%48 confidentiality of data, processing C.2.6, B) 1 6.10. (h)  |NIST SP 800-53 R3 PS-7 [NIST SP 800-53 R3 MP-5 164.308 |A10.2.1 |dment #1 MP-5 12.8.2
mutually-agreed upon provisions and/or terms: HIZHBLURA/IFHERY ANZITNIFEEEN, integrity, system security and G.4.1, 75 6.10. (i) NIST SP 800-53 R3 SA-6 [NIST SP 800-53 R3 MP-5 (2) (a)(4)(ii)( |A.10.8.2| Comman PS-7
- Scope of business relationship and services offered (e.g., I B R KiRfEN oY —E RO HE (BF (77> related security obligations of users G.163 |(C+, NIST SP 800-58 R3 SA-7 |NIST SP 800-53 R3 MP-5 (4) A) A.11.4.6|dment #4 SA-6
customer (tenant) data acquisition, exchange and usage, ) 0)7—90)3}(1%;§}§- *'lfﬁzi5£~ﬁﬁ£7_':/7}_'"& and the entity’s availability and A+) NIST SP 800-53 R3 SA-9 m:g :E ggg'g: 22 Z;S\-Z 45 CFR [A.11.6.1|Comman SA7
feature sets and functionality, personnel and infrastructure Uf%ﬁ&‘ ﬂ'_F x%‘*&”?*f“‘g};tﬁ*ﬂ ggg A3.6.0 |related security commitments to 45 NIST SP 800:53 R3 SA:7 164.308 |A.12.3.1{dment #5 SA-9
network and systems components for service delivery and g(tq_a /,ZTL\:;*_*?:‘ DIV{,;XEUEE users are communicated to (B) NIST SP 800-53 R3 SA-9 (b)(1) A.12.5.4|Comman
L ) TR OREIRVER., FHEITRUNBEID :
support, roles and responsibilities of provider and gustomer HEIER. hARSNBH—FE 2 DYEA IR E . authorized users. 75 NIST SP 800-53 R3 SA-9 (1) 45 CFR dment #6
(tenant) and any subcontracted or outsourced business WRIZEER DS DESMFICET 3 EBRBEEL (C+, 164.308 Comman
relationships, physical geographical location of hosted &) (A3.6.0) Procedures exist to restrict A+) (b)(2)(i) dment #7
services, and any known regulatory compliance considerations)| - {§#t¥ 1) T/ DEREIE, TONIF RUVRBER (F C3.6.0 |physical access to the defined 79 45 CFR Comman
« Information security requirements, provider and customer FUR) ORGIBEGROBFEHR PO T - 5EREOD. F system including, but not limited (B) 164.308 dment #8
(tenant) primary points of contact for the duration of the BERILTSTOMEIBRICEDH/ AT VR YRY to, facilities, backup media, and 4 (b)(2)(i)
business relationship, and references to detailed supporting IRIAU, 1%_§E;_3EU':‘ ﬁ{_gl&lxﬁﬁ_“lo)}s:‘? other system components such as (C+, 45 CFR
and relevant business processes and technical measures ﬁiﬁ’éfdj%ﬂﬁI-%ﬁ?‘éf:&)l-éléhé?ﬁﬁ:ﬁ&ﬁwj firewalls, routers, and servers. A+) 164.308
implemented to enable effectively governance, risk BﬂEﬁﬁE*/*Zthlxl‘(lﬁ&ﬁﬁB‘Jﬁ%f\o) =R (b)(2)(iii)
' BE(TTUNAOEENEFOTON(FOEET

management, assurance and legal, statutory and regulatory
compliance obligations by all impacted business relationships
« Notification and/or pre-authorization of any changes
controlled by the provider with customer (tenant) impacts

« Timely notification of a security incident (or confirmed
breach) to all customers (tenants) and other business
relationships impacted (i.e., up- and down-stream impacted
supply chain)

2B 2 ERDBEOERIRD
HEERTHITNTOBME(TFN) TOMOEEIEA
%E (HEERTDITITRAN)—LRUBA DIV RN —
LOYTFAFI—)IZ X2V TAIV TN BB
W RSN ZRAV) ZEEBHNTH2E

(C3.6.0) The entity has procedures
to obtain assurance or
representation that the
confidentiality policies of third
parties to whom information is
transferred and upon which the
entity relies are in conformity with

the entity’s defined system
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Control Domain

Control Specification

« Assessment and independent verification of compliance with

agreement provisions and/or terms (e.g., industry-acceptable
certification, attestation audit report, or equivalent forms of
assurance) without posing an unacceptable business risk of
exposure to the organization being assessed

« Expiration of the business relationship and treatment of
customer (tenant) data impacted

« Customer (tenant) service-to-service application (API) and

development and information exchange, usage, and integrity

CLOUD CONTROLS MATRIX VERSION 3.0

data interoperability and portability requirements for application

FHERR ORI E TERVEVFRYRIARA
C&K, BRFAEGFLTLY
LTHREES A& (KRN RO LR SEHAETRS
. TOMOGEABRALL)

BEIERORT RUZEBERTIBE(THUNT—
Elopus:d

"IV —aV B, KIROIH, S, T
EZENET D BE(TFUNOY—ERBOT I r—
;/Ea‘/(API)&5—“—90)*5Ei§ﬁﬁ1&&1ﬁﬁﬂ91’£0)§*$

Delivery
Model
Applicabili

Architectural
Relevance

aouens|ay
Aoa dion

NI10MmBN
abelols
ddy
eleqg
Sees

Supplier

Relationshi BITS

Shared

QId Assess

Trust Service Criteria
(SOC 2SM Report)

AICPA
TS Map

18pInOId
ueial

confidentiality and related security
policies and that the third party is
in compliance with its policies.

BITS
Shared

Assessm Germ

BSI

CCM COBIT

V1.X

4.1

CSA
Enterpris
e
Architect

CSA

Guidance ENISA IAF

Scope Applicability

FedRAMP Security
Controls
(Final Release, Jan
2012)
--LOW IMPACT
LEVEL--

FedRAMP Security
Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT
LEVEL--

GAPP HIPAA / ISO/IEC
(Aug HITECH 27001-
2009) Act = 2005

45 CFR 164.308 (b)(3)
45 CFR 164.308 (b)(4)
45 CFR 164.312(e)(2)(i)
45 CFR 164.312 (c)(1)
45 CFR 164.312(¢)(2)(ii)
45 CFR 164.314 (a)(1)(i)
45 CFR 164.314
(@)(1)(i)(A)

45 CFR 164.314 (a)(2)(i)
45 CFR 164.314

Jericho
Forum

NIST
SP800-

NERC
CIP

Supply Chain
Management,
Transparency and
Accountability
Supply Chain
Governance
Reviews
IS5 Fz—
OEE, FHE,
BERE
HNWNFRDL
Ea—

Supply Chain
Management,
Transparency and
Accountability
Supply Chain
Metrics

IS5 Fz—

vrYUIX

Supply Chain
Management,
Transparency and
Accountability
Third Party
Assessment
IS5 Fz—
OEE, FHE,
BRERE

FE=F D

Supply Chain
Management,
Transparency and
Accountability
Third Party Audits
IS5 Fz—
OEE, FHE,
BRERE
E=FDEE

persistence (@(2)(1)(A)
45 CFR 164.314
(@)()(0)(B)
45 CFR 164.314
(@))(©C)
45 CFR 164.314
(@)()()(D)
45 CFR 164.314
(@)()(i)(A)
45 CFR 164.314
(@) A1)
45 CFR 164.314
(@)()(iA)N2)
45 CFR 164.314
(@)()(ii)(B)
Providers shall review the risk management and governance  |7A/NA 4 &, REABHBEHEEREFL, /SA—FF— - Domain 2
processes of their partners to ensure that practices are DITIFGTFAF =2 DDA/ —H 55 EHEL
consistent and aligned to account for risks inherited from other tg?%?iﬁﬁgfma';ﬂ 7iaf/y;?|iﬂ;‘{;é7§\§'}:
members of that partner's cloud supply chain. SRTOERELE a— U B,
Policies and procedures shall be established, and supporting |# 754 Fx—>2K (Fy TR RY—LIFHUR 51 - Domain 3 (6.02. (c)
business processes and technical measures implemented, for | k1) —4) TEBE/EHAOFBEEERE LU TE (B) 6.02. (d)
maintaining complete, accurate, and relevant agreements 3. FONABEBE (FF ) BOES. Fi 6.07.01. (K)
(e.g., SLAs) between providers and customers (tenants), with |MWDOZULEEE (SLAGE) ZHFL. EXED
an ability to measure and address non-conformance of HBEBRENDEL DY —EXLRLDOBHEOTE
provisions and/or terms across the entire supply chain BEEET B0, RYI—RUFIEERIL.
(upstream/downstream), and for managing service-level NS EWET 21-ODEHE T 0t X R VBTN
conflicts or inconsistencies resulting from disparate supplier |EZE&E LA ITAIERESEL,
relationships.
Providers shall assure reasonable information security across | 7B/3( #13., EHMABLE1—%FHmL T, 15K - Domain 2
their information supply chain by performing a regular review. |4 754 F1— @A TR ELEREF1) T4 A
The review shall include all partners upon which their HIFSNBILERIALBETIIEESEL, L
information supply chain depends. Ea—Izl&, ﬁﬁg TS3AF—VICEAET TR
TO/IR— b F—EEORITNEELE S,
Third-party service providers shall demonstrate compliance EZHOY—ERTANAF L, E=FZRIZEFND x| x| x| x| x| x|[x|x]|x] x S2.2.0 |Note: third party service providers |C.2 c.2.4,C.2.|60 CcO- |ME 2.6 Domain 2, [6.02. ()  [NIST SP 800-53 R3 CA-3 |[NIST SP 800-53 R3CA-3  [1.2.11 |45 CFR |A.6.2.3 |Comman CA3 2.4
with information security and confidentiality, service definitions, |TEHt¥1UT(RUEHROBENE, 4 —EXER. #t are addressed under either the 6,G.4.1, [(B) 03 [DS21 4 6.02. (d) |NISTSP 800-53 R3 SA-9 [NIST SP 800-53 R3 SA-9 4.2.3 |164.308(|A.10.2.1|dment #1 SA9 12.8.2
and delivery level agreements included in third-party contracts. Y —ERLNILENEEIRTL TN OO EERIELE carve-out method or the inclusive G.4.2, 62 DS 2.4 NIST SP 800-53 R3 SC-7 NIST SP 800-53R3SA9 (1) | 72 4 b)(1) A.10.2.2|Comman SA-12 12.8.3
Third-party reports, records, and services shall undergo audit HREESEN, ¥ — tx&ﬁw)ﬂﬁi'\o)mﬁ*%’ﬂ& C2.2.0 |method as it relates to the L.2,L.4, [(C+ NIST SP 800-53 R3 SA-12 10.2.3 |45 CFR |A.10.6.2|dment #2 SC-7 12.8.4
and review at planned intervals to govern and maintain BELMEET S10I-. BEHOBRES. Bk, Y assessment of controls. L.7,L.11 |A+) NIST SP 800-53 RS SC-7 10.2.4 (164.308 Comman Appe
" ; N " ANEERVLEL—FFHIIC E&)bhf_ﬁﬂlﬁfiﬁﬁl, N - ! NIST SP 800-53 R3 SC-7 (1) N
compliance with the service delivery agreements. R NIEEDEL, (S2.2.0) The security obligations of 83 NIST SP 800-53 R3 SC-7 (2) (b)(4) dment #3 ndix A
users and the entity’s security (B) NIST SP 800-53 R3 SC-7 (3)
commitments to users are 84 NIST SP 800-53 R3 SC-7 (4)
communicated to authorized users. (B) NIST SP 800-53 R3 SC-7 (5)
(C2.2.0) The system confidentiality 85 NIST SP 800-53 R3 SC-7 (7)
C3.6 and related security obligations of (B) NIST SP 800-53 R3 SC-7 (8)
users and the entity's NIST SP 800-53 R3 SC-7
confidentiality and related security (hﬁ?'r SP 800-53 R3 SC-7
commitments to users are 3
communicated to authorized users NIST SP 800-53 R3 SC-7
before the confidential information (18)
is provided. This communication
includes, but is not limited to, the
following matters: (see sub-criteria
on TSPC tab)
(C3.6) The entity has procedures to
obtain assurance or representation
that the confidentiality policies of
third parties to whom information is
transferred and upon which the
entity relies are in conformity with
the entity’s defined system
confidentiality and related security
policies and that the third party is
in compliance with its policies.
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Control Domain

Threat ai
Vulnerability
Management
Anti-Virus /
Malicious Software

WELBBIEOE
]

FOFOLINX]
BEGYZ DT

Management
Vulnerability /
Patch

Management

RRLRBEHEOE
B
BB /Yy FE
)

Threat and
Vulnerbility
Management
Mobile Code
RRLRBEEOE
B

TVM-03

ENLINT—F

CLOUD CONTROLS MATRIX VERSION 3.0

Control Specification

Policies and procedures shall be established, and supporting

MRARAEZEET 22—FOIY PRS2 b
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AICPA
TS Map

AICPA
Trust Service Criteria
(SOC 2SM Report)

(S3.5.0) Procedures exist to protect

BITS
Shared
Assess

BITS
Shared

Assessm Germ

BSI

CCM COBIT

V1.X

4.1

CSA
Enterpris
e
Architect

Scope Applicability

CSA
Guidance ENISA IAF

Domain 2 (6.03. (f)

FedRAMP Security
Controls
(Final Release, Jan
2012)
--LOW IMPACT
LEVEL--
NIST SP 800-53 R3 SC-5

FedRAMP Security
Controls
((GLENREEESEANED]
2012)
--MODERATE IMPACT
LEVEL--

NIST SP 800-53 R3 SC-5

HIPAA /
HITECH
Act

45 CFR

ISO/IEC
27001-
2005

A104.1

Jericho
Forum

Comman

NERC
CIP

business processes and technical measures implemented, to | T/3( X (X#dESht=D—9RF—vav, v 7 against infection by computer (B) NIST SP 800-53 R3 SI-3 |NIST SP 800-53 R3 SI-3 164.308 dment #4|007-3 - | SC-5 X
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