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+AICPA 2014 Trust Services Criteria
+Canada PIPEDA (Personal Information Protection Electronic Documents Act)
+COBIT 5.0
+COPPA (Children’s Online Privacy Protection Act)
+CSA Enterprise Architecture
+ENISA (European Network Information and Security Agency) Information Assurance
Framework
+European Union Data Protection Directive 95/36/EC
+FERPA (Family Education and Rights Privacy Act)
+HIPAA/HITECH act and the Omnibus Rule
+ISO/IEC 27001:2013
+ITAR (International Traffic in Arms Regulation)
+Mexico - Federal Law on Protection of Personal Data Held by Private Parties
+NIST SP800-53 Rev 3 Appendix J
+NZISM (New Zealand Information Security Manual)
+ODCA (Open Data Center Alliance) Usage Model PAAS Interoperability Rev. 2.0
+PCI DSS v3
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Quick Stats

CCMV3.0.1 FALY

Ap:glication & Interface Security (7 7)o —ave(28—Jx—R
X2 T4)
Audit Assurance & Compliance (BSERIIEIVTSIATUR)
Elel8] Business Continuity Mgmt & Op Resilience (BE#GEHELER
LCYIUR)
Change Control & Configuration Management (ZREEESERETIE)

Data Security & Information Lifecycle Mgmt (7—42tFa!)T4L1F
WA THAVILEE)

Datacenter Security (TF—R+tE>2t¥21)74)

Encryption & Key Management (RE-E1t&BEE)

Governance & Risk Management (H/3F > REYRERE)
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FOR MORE INFORMATION:
https://cloudsecurityalliance.org/research/ccm
https://blog.cloudsecurityalliance.org/ccm/
ccm-leadership@cloudsecurityalliance.org

Human Resources Security (AEtEF2F1)

Identity & Access Management (PA T T4T4ET7 IR
EH)

Infrz;structure & Virtualization (/> 75&REBIEDEFY
T4

Interoperability & Portability (FHEERMLBERZME)

Vo] Mobile Security (E/8AILEF2T4)

=9 Sec. Incident Mgmt, E-Disc & Cloud Forensics (£Fal7¢
AV TUNEE E TARHAN ISR TALUDVIR)

57| Supply Chain Mgmt, Transparency & Accountability (4754
[STA S by

Threat & Vulnerability Management (BB &EEEIEDEE)
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+  BCR-10 (Business Continuity Management & Operational Resilience Management Program) [(&lIBxEH.

BCR-01 [Z#& .

BCR-11 (Business Continuity Management & Operational Resilience Policy) &, BCR-10 a>rA—)L

RALIZF5E),

BCR-12 (Business Continuity Management & Operational Resilience Retention Policy) [&. BCR-11

aAVFA— LR AV IZFEES-

DSI-05(Data Security & Information Lifecycle Man%;ementlnformation Leakage) [FEIER, T—2EK/BALME.
GRM-02, GRM-04, DCS-08 %&£ TH/N—ENTLV\ST=8,

DSI-06 (Data Security & Information Lifecycle Management Non-Production Data) [&. DSI-05 a>kA—JL

RALIZFEE,

DSI-07 (Data Security & Information Lifecycle ManagementOwnership / Stewardship) [&. DSI-06 > rB—JL

RAALIZFEE,

DSI-08(Data Security & Information Lifecycle ManagementSecure Disposal) [&. DSI-07 2> ~Ba—)L

RALIZFEE),

GRM-12 (Governance and Risk ManagementRisk Management Framework) (&I, GRM-11 T

HISEN TS =0,

HRS-05(Human ResourcesIndustry Knowledge / Benchmarking) (&, iRE-STLSARE

RETES=8,

HRS-06(Human ResourcesMobile Device Management) (&, HRS-05 2> rA— LR ALV IZFEE),
HRS-07 (Human Resources Non-Disclosure Agreements) (&, HRS-06 > FA—JLR ALV IZFEED,
HRS-08(Human ResourcesRoles / Responsibilities) 1&. HRS-07 2> rA—)JLRAS U IZFEE,
HRS-09(Human ResourcesTechnology Acceptable Use) (&, HRS-08 2> bA— LR ALV IZFEE,
HRS-10(Human ResourcesTraining / Awareness) (&, HRS-09 > bO— /LR AL IZFEE],
HRS-11(Human ResourcesUser Responsibility)(&. HRS-10 > FA— LR ALV IZFEE,
HRS-12(Human ResourcesWorkspace) (&, HRS-11 O kO— /LR AL U2 H),
IVS-13(Infrastructure & Virtualization SecurityNetwork Architecture) ZiBi0, CDR A&,

IVS-06 A FA—ILR AL NS5 B,
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